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DOCUMENT PURPOSE

This document introduces the GDMS platform and how to use it to manage various Grandstream products.
Currently, GDMS supports the GXV33xx series, WP820, WP810, GRP series, GXP21xx series, HT8xx
series, DP7xx series, and GVC3210.

To learn more information about the GDMS platform, please visit the link www.grandstream.com to get more

information.
The following topics will be covered in this guide:

e Product Overview

o Getting Started

e Device Management

e Account Management

¢ UCM Remote Connect

e Device Configuration

e Site Management

e Task Management

e Device Diagnostics

e Alert Management

e Channel Management

e User Management

e Organization Management

e Value-Added Services

e Multi-Factor Authentication

e APl Developer

e About GDMS

GDMS User Guide Page | 24

e Version 1.0.10.23


http://www.ipvideotalk.com/

GRANDSTREAM

CONNECTING THE WORLD

CHANGELOG

Version 1.0.10.23

e Added to share organizations between enterprises. Organizations can be managed by the other
associated enterprises. [Share Organization]

o Added UCM-related alert types and App notification setting module. [Alert Notification Settings]

o Added an option to apply the changes to all devices when editing the “By Model” template. Added an
option to remember the current setting for option “Auto Provision to Devices in”, and the option will be
set following the setting for the previous model template when the user creates a new one. [Add
Template]

e Optimized the “UCM Devices” interface and added the feature to apply for the free trial plan. [Add
Device]

o Optimized the “My Plans” interface and added the feature to apply for the Cloud IM service. [Enable
Service]

e Optimized interface according to the specifications of the UCM RemoteConnect plans. [VALUE-ADDED
SERVICES]

Version 1.0.9.13

o Unified the account login center. Users do not need to select US regional server or EU regional server
for login. [GDMS Account Registration]

o VoIP System is classified by supporting VoIP Device and GXW45XX Device. [Supported Device Models]
e Added search function in Set Parameters module. [Set Parameters]

e Improved the function performances in the Diagnostics module. [DEVICE DIAGNOSTICS]
Version 1.0.8.16

e Assigned permissions to separate the different subsystems in the GDMS platform. [Sub Systems]

e Added UCMRC system module and the navigation structure has been updated. Added Dashboard
module and Overview module and added displaying more UCM device status information. [UCMRC
SYSTEM]

e  Optimized the UCM device list. Added Overview module and Plan Details information module in Device
Details module. [Figure 74: UCM Device Details]
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e Added a new default site when adding a new UCM device to the GDMS platform. [Add SIP Server]

e Added supporting remote access to the UCMRC, UCM permissions settings, and supporting accessing
the UCM Web Ul without entering a password through the GDMS platform. [UCMRC SYSTEM]

e Added managing SIP server address for UCM devices, and support configuring the advanced settings
of SIP servers. [Add SIP Server]

e Added to support Spanish, Latin Spanish, French, Greek, and Arabic languages in the GDMS
platform. [languages]

e Added to support UCMRC and VolP subsystems in GDMS mobile application.

e Added alert messages pushing function in GDMS mobile application.

Version 1.0.7.11

e  Supported Host/Spare functionality for UCMRC services. Users can view the Host/Spare associations

in the GDMS platform and disassociate the relationship. [View/Disassociate Host/Spare UCM Device]
e  Supported to allow users to diagnose UCMRC services availability. [UCM Device Diagnosis]
e  Supported access to the Web Ul of the VoIP devices remotely. [Remote Access to Device Web Ul]
e Added time and date format settings in Personal Settings. [Time Format] [Date Format]

o Added the ability to convert configuration files. Supported converting the configuration file of UCM62xx
to the configuration file of UCM63xx. [Convert Configuration File]

e Added to display VPN IP address in VoIP Device Details interface. [View Device Details]

Version 1.0.6.10

e Added UCM Cloud IM Plan. [UCM Cloud IM]

e Added support to modify the UCM region. [Edit Device]

Version 1.0.5.5

¢ Added support to synchronize UCM devices' alert notifications to the GDMS platform. [Synchronize
UCM Device Alert to GDMS]

e  Added support to restore UCM backup files remotely through the GDMS platform. [Restore UCM
Backup File Remotely]

e Added support to diagnose UCM devices through the GDMS platform. [UCM Device Diagnosis]
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e Added to authorize Grandstream Support to manage devices. [Manage Device via GDMS Support]

Version 1.0.4.9

Added Call Statistics module for VoIP devices. The SIP accounts in the devices which are using the

UCM Remote Connect service plan will report the call quality and statistical report. [Call Statistics]
e  Added support to upload UCM device backup file to GDMS platform. [Upload Backup File]
e Added SMS Notification function in the GDMS platform. [APP Notification Settings]

e Added to allow users to add UCM devices to the GDMS platform with the original password. [Add

Device]
e Added support to configure multiple SIP servers for a single SIP account. [Add SIP Account]

e Added to allow users to set sending time for UCM daily statistical report. [Set Daily Report Receiving
Mailbox]

Version 1.0.3.4

e Added to support network diagnosis and system diagnosis functions in the device diagnosis module.
[DEVICE DIAGNOSTICS]

e Added to support to configure the concurrent upgrading devices amount for concurrent upgrade

tasks. [Supported Devices and Requirements]

e Added WP810 to supported devices. [Concurrent Upgrade]

Version 1.0.2.8

e  Supported adding UCM63xx to the GDMS platform. Added PBX Device module: Remote access to
UCMB63xx, restart UCM63xx, upgrade UCM63xx, view UCM63xx device details, data statistics report,
synchronize SIP accounts in the UCM63xx to GDMS platform, etc. [UCM Device Management

e Added Value-added services module in GDMS platform. Supported to purchase/renew/upgrade UCM
Remote Connect Plan and UCM/User Cloud Storage Space Plan and view the order history.
[VALUE-ADDED SERVICES]

e  Supported to view statistics report of UCM63xx device. The system can send the daily report to the

configured mailbox. [UCM Device Diagnosis]

e  Supported viewing the enterprise/lUCM cloud storage space usage. Users can receive alert

messages through a configured mailbox. [View Storage Space]
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e  Supported notifying users when the plan will expire soon or has already expired. The alert notification

can be sent to the user through a configured mailbox. [View My Plans]

e  Supported creating tasks to reboot/upgrade PBX devices. [TASK MANAGEMENT]

Version 1.0.1.16

Added device local configuration synchronization function. Users can synchronize the SIP accounts

and parameters to the GDMS platform. [Synchronize Device Local Configuration]

¢ Added “Disable Push Configuration” function. Users can disable pushing the configuration to the

device through the GDMS platform. [Disable Push Configuration]

e Added file type “Others” in the Resources Management module. There is no file type limit if the user

selects the file type as “Others”. [Other Resources Management]

¢ Added to allow users to manage devices with GDMS mobile application. Users can use the
application to scan the bar code of the device to add the device to the GDMS platform, configure SIP

accounts and view alert messages, etc.

e Added GDMS account deletion function. [Delete GDMS Account]

Version 1.0.1.3

¢ Added Resource Management module in GDMS platform. [RESOURCE MANAGEMENT]
e Added Custom Ringtone configuration and involved settings. [Configure Resource Files]

e Added the function to support copy configuration. [Device Parameters Configuration]

Version 1.0.0.65

e New independent region: EU region (for GDRP rules).

e  Support GRP26XX, DP7XX, GXP21XX, GXV3380/3370/3350, HT80X, HT81X, GVC3210, GRP2616.
[Supported Device Models]

e Add Sub-level organization feature.
e User's dashboard support statistics by sites. [Device Statistics]
e User's dashboard adds devices distribution Map. [Device Statistics]

e Added operation logs for different users and record the operation logs for each device. [SYSTEM LOG]
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Support repeating tasks. [Repeating]
ACS server support load balance.

Supported Multi-Factor Authentication function in GDMS platform to provide higher security protection
for GDMS account. [MULTI-FACTOR AUTHENTICATION]

Supported copying and pasting the data from other organizations when users try to create a new

organization. [Clone Organization]
Supported to transfer the devices to other organizations. [Move Device]

Supported dividing group templates into multiple series templates, which is easier for users to

configure devices in different groups. [By Group]
Supported deleting organizations. [Delete Organization]
Supported filtering the devices in the specific city on the Device Distribution Map. [Search]

API Interfaces. [API DEVELOPER]

Version 1.0.0.42

This is the initial version.
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WELCOME

Thank you for using Grandstream Device Management System!

GDMS is a cloud-based solution that provides the ability to easily manage Grandstream products before,
during, and after deployment. GDMS separates subsystems independently based on different product lines:

VolIP phone systems, PBX systems, network systems, and gateway systems.

GDMS User Guide Page | 30

e Version 1.0.10.23




GRANDSTREAM

CONNECTING THE WORLD

PRODUCT OVERVIEW

Feature Highlights

e Intuitive deployment and management: GDMS’s easy-to-navigate web portal and batch operation

support allow users to easily deploy and manage Grandstream devices located on several sites.

e All-in-one solution: GDMS offers a complete package that offers convenient management of
devices and SIP server accounts on multiple sites, real-time monitoring and alerts, task scheduling

and tracking, and device diagnostics.
e Supports presetting offline devices.

o One-click debugging: Easily collect system logs, network captures, and traceroutes with a click of

a button.

e Supports UCM device’s remote management and synchronizes SIP accounts to the GDMS

platform in real-time. All devices/SIP account one-stop management.

e Supports value-added services - UCM Remote Management Plan in GDMS platform. Supports

remote external network communication for UCM clients.

e Supports value-added services — Cloud Storage Space in GDMS platform. UCM users can store

more data and do not need to worry about storage space.

e Channel customer support: Allows automatic association of Grandstream ERP devices, allowing

for the establishment of channel relationships and quick device allocation.

o Powerful API integration features: GDMS is compatible with ERP/CRM/OA platforms to improve

workflow efficiency.
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GDMS Technical Specifications

Table 1: GDMS Technical Specifications

e VolIP Device Management
e PBX Device Management
e Account Management

e Device Configuration

e Firmware Upgrade

e Device Monitoring

¢ Intelligent Alarm

e Statistical Analysis

e Channel Management

e Task Management

e PBX Backup

e Plan & Service

e HTTPS protocol and two-way certificate verification to ensure data

Security and

security between devices and GDMS.

Authentication e The key information of devices is encrypted and stored so that the key
information cannot be obtained from the data storage.

e The account password is encrypted and stored with the sha256 algorithm
to ensure the security of the account.

e Serial number authentication of devices to ensure privacy rights of
devices.

e The privileges of the sub-users can be managed on the GDMS platform.

e  Support Multi-Factor Authentication.
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No limitations on the number of devices and SIP accounts that can be
managed.

Configuration of all supported device parameters is supported, including
but not limited to account settings, phone settings, network settings,
system settings, maintenance, applications, profiles, and handsets.

Management of sites, group templates, and model templates.

GXP series (Supported GXP21XX only, pending for other GXP models)
GXV series (Supported GXV3370/GXV3380/GXV3350)

GRP series

DP series

WP series

GVC series (Supported GVC3210 only, pending for other GVC models)
GWN series (pending merge of the existing GWN.Cloud system in the
GDMS platform)

UCM series

HT series
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GETTING STARTED

GDMS Overview
Main Functions Overview

For different models, users can select to use different systems in the GDMS platform.

Users can select to access the different sub-systems depending on the different managed device models

by clicking the system selection options on the left upper corner. As the screenshot shows below:

o VoIP System: Users can remotely manage IP phones such as GRP, GXP, GXV, WP, and DP
models, and the system provides unified configuration, real-time monitoring, scheduling/executing

tasks functions, etc.

¢ UCMRC System: Users can remotely manage UCM63xx devices and corresponding extensions,
and the system provides remote access, monitoring, upgrade functions, etc. The UCMRC system

provides a large cloud storage space, and it allows remote calls through external networks.

Please select subsystem

I€ VolIP System £ UCMRC System

Remotely manage GRP, GXP. Remotely manage multiple
GXV, WP, DP, HT and other UCMB3XX devices and its
VolP devices extensions

Figure 1: Select Sub Systems
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Import Devices and Management

Users need to import the devices into the GDMS platform first to view the status and configuration of the

devices and monitor the devices on the GDMS platform.

Channel vendors could acquire devices directly through ERP, and the channel vendors need to submit

relevant certificates to Grandstream customer support.

Import SIP Accounts and Allocate to Devices

Users could import a batch of SIP accounts with Excel files and allocate the batch of SIP accounts to
devices. Users could complete all accounts configuration for all devices by importing a batch of SIP

accounts to a batch of devices.

Configure Devices

e Configure devices by model: Once the device is associated with the GDMS platform, the device

will be allocated with the configuration parameters according to the device model and located site.

o Configure devices by group: Manage the devices by certain rules and groups, and the GDMS

supports pushing configuration files to all devices under a group.

o Configure a single device: Modify a specific device configuration in the Device list directly.

o Configure devices by configuration file: Users could upload the configuration file of the device into
the GDMS platform directly.

Firmware Upgrade

GDMS platform supports upgrading a batch of devices’ firmware by device model, site, firmware version
range, and other conditions. It also supports upgrading the devices’ firmware by a batch of MAC addresses

of the devices.

Schedule Tasks

Users could schedule certain tasks for a certain period. For example, users could schedule a firmware

upgrade task and execute the task in the early morning, so that the task will not affect the device owners.

Alarm message and diagnostic

In case of malfunction or dangerous operation of the devices, the administrator will be alerted. The GDMS

platform supports to allow administrators to diagnose faults of some devices to locate and resolve problems
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quickly.
Prerequisites

e TR-069 feature needs to be enabled on the endpoints.

e Working Internet connection to access GDMS platform.

e Endpoint devices are in the supported device list of the GDMS platform.
GDMS Account Registration

If using GDMS for the first time, an administrator will need to register for a GDMS account using the
following steps:

1. Open the GDMS platform URL on the browser: https://www.gdms.cloud

VolP System - Manage VolP Devices Remotely

Figure 2: Welcome to GDMS
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2. Click on Sign Up option to enter the registration page, and then fill in the following information:|

WELCOME TO GDMS

VolP System - Manage VolP Devices Remotely

Figure 3: Register GDMS Account

Table 2: Register GDMS Account

Customer Type Select the customer type of the user. Available options are Provider, Reseller,

System Integrator, and Enterprise User.

Email Enter the email address that will be associated with the account. Account

activation and password reset emails will be sent to this address.
Display Name Enter the user’'s name

Username Enter the login name of the GDMS platform. The username is unique and will be

used to log in to the GDMS platform.

Password Enter the password that will be used to log into GDMS
Confirm Password Re-enter the password that will be used to log into GDMS
Company Enter the user’'s company name
Country Enter the located country of the user’s company
Time Zone Set up the current time zone
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Verification Code Enter the captcha displayed on the right of this field.

3. Once registration is complete, an account activation email will be sent to the configured email address.
Follow the instructions in the email to activate the account and complete registration.

Supported Devices and Requirements

The current GDMS platform version supports the following device models.

Table 3: Supported Devices
Audio Device GXP21XX
DP7XX
GRP26XX
WP810
WP820
GSC36XX, GSC35XX

GXV3370, GXV3380, GXV3350

Conference GVC3210, GVC3220

Device

Facility GDS3702, GDS3705
Access

Device

ATA Device HT80X, HT81X

Gateway GXW45XX

Device

IP-PBX UCMG63XX
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Connect with GDMS

The devices must be upgraded to the firmware versions that are compatible with the GDMS platform.
Otherwise, the devices will not be able to connect to GDMS. When the devices connect to the Internet, and

the user has added this device to the GDMS account, the device will connect to GDMS automatically.
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VOIP SYSTEM

Overview
Device Statistics

The Dashboard page provides an overview of the following information:

e Total Accounts
e Total Devices

o Total Sites

e Accounts status
e Device status

o Device Type

e Site statistics

e Model statistics

&) coms Q world ~ € OrderHistory ML yxuul122
Dashboard
© Dashboard Device GeoMap  Device List
al Accoun 10 Tou Device 3897 ® rocal Organizations
Total Accounts 1 IO Towl Devices 13897 &3 Touwl Organizations 18
Account Status Device Status Device Type
®N

Model Statistics

111111111 0] o% m

111111 2% £ EFE111111_20220224200235

[ERST P Engiish - (GMT) Coordinated Univ

Figure 4: Overview
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Table 4: Overview Labels

N .

Total Accounts
Total Devices
Total Sites

Account Status

Devices Status

Device type

Site Statistics

Model Statistics

Displays the total number of SIP accounts configured on GDMS.
Displays the total number of devices configured on GDMS.
Displays the total number of sites configured on GDMS.

Displays the total number of accounts currently registered, unregistered, and
unallocated.
¢ Normal: All devices which use this account are registered successfully.
e Abnormal: The account is unregistered on a device.
¢ Unallocated: This account is not allocated to any device.
Displays the total number of devices currently online and offline.
e Online: Device and GDMS platform network connection is normal.
o Offline: Device and GDMS platform lose network connection.
Displays the total number of devices in each category: audio, video, and
conferencing.
e Audio devices: GRP series, DP series, GXP series, and WP series
e Video devices: GXV series
e Conference devices: GVC series
e ATA devices: HT Series
o Gateway devices: GXW45XX series
Displays the total number of devices assigned to each site and the allocation of

devices per site.

Displays the total number of each device model, the percentage of total devices

that each model makes up, and the distribution of different firmware per model.

V-
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Site Statistics Viodel Statistics

Mode! Type Number of Devices | Distribution Version Statistics

DP750 Audio Davice 2| 50% &
GRP2614 Audio Device 25% G
GXV3370 Video Device 25% G
Toul3 '] 10r0sge

Figure 5: Model Statistics

Device Distribution

This menu will show the distribution map of the devices which have been associated with the enterprise.

e The dark blue area on the map shows that area has more associated devices, and the light blue
area shows the area has fewer devices.

° Users could leave the cursor on the area to check the number of devices in that area.

¢ If a certain city has the devices, it will be marked with a green dot . and users could leave the

cursor on the city to check the amount he devices in that city. The user can click on the dot to see
the devices list in this city.

&) cpoms Q worid v € Ordertistory @ yowul122
Dashboard

© Dashboard Device Statistics Device Geo Map Device List

Default Organization

@ 3

13892

IS engisn o (GMT) Coordinated Univ

Figure 6: Device Distribution

GDMS User Guide Page | 42
Version 1.0.10.23




GRANDSTREAM

CONNECTING THE WORLD

Overview

The Overview page displays all VoIP device statistics information in the current organization.
Account Management

Overview

On the SIP Account page, users can manage SIP accounts across all configured SIP servers in GDMS,

import a list of accounts for quick setup, and export a list of all accounts configured on GDMS.

© world v € Plan&Service ~ 49 riyao
All Accounts rom Al Py
- 2117 = j
! 2 - 2117, &
" [
1010 = 12/20211 ¥ a
4005 - 11633 ¥a
Ao - ¥ 8
o - " ¥ 8
0 - 211 [C -]
i DR (1921 1 B
") 11 o
a

Figure 7: Account Management

Table 5: Account Status Description

 status | Deseription

Status Normal: All devices using the account are registered, and the account is working normally.
Abnormal: At least one device using this account is not registered. Possible reasons include:
e The device is unable to register successfully.
e The account was modified through other means such as through the endpoint
device web portal or provisioning.

Unassigned: No devices are using this account.

From
UCM : This represents the SIP accounts are synchronized from the UCM device. If the user
modifies the SIP accounts in the UCM device, the updates will be synchronized to the GDMS

platform. The user can only edit the SIP server, assign a device, and cannot edit other
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information.

Table 6: Operation Description

Sorting Click on the buttons to sort the list in ascending/descending order based on a specific
column.

Custom &

Disol Users could customize the displaying options on the list by clicking on " on the right
isplay

Option side of the list to select the display hidden options.

Filter and Filter accounts by status, site, and search for specific accounts by entering in their user

Search IDs, account names, or display names.

Add SIP Server

The SIP Server page shows all of the SIP servers added to GDMS.

&) sDMs
SIP server > Add Server

© Dashboard
Server Name

(% Organization

SIP Server

Default

Outbound Proxy

S volIP Account Secondary Outbound Proxy

SIP Account Voicemail Access Number

SIP Server DNS Mode

I VolP Device
NAT Traversal

Template
Proxy-Require

Additional Settings Add

Figure 8: Add SIP Server

Table 7: Add SIP Server
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Server Name Specifies an identity name for the SIP server. (Required)

SIP Server This is a necessary option. Specifies the URL or IP address, and port of the SIP
server. This should be provided by a VoIP service provider (ITSP).

Outbound Proxy Configures the IP address or the domain name of the primary outbound proxy, media
gateway, or session border controller. It is used by the phone for firewall or NAT
penetration in different network environments. If a symmetric NAT is detected, STUN

will not work and only an outbound proxy can provide a solution.

Secondary Sets IP address or domain name of the secondary outbound proxy, media gateway,
Outbound Proxy or session border controller. The phone system will try to connect the Secondary

outbound proxy only if the primary outbound proxy fails.

Voice Mail Access Sets if the phone system allows users to access the voice messages by pressing the
Number MESSAGE key on the phone. This ID is usually the VM portal access number. For
example, in UCM6xxx IPPBX, *97 could be used.

DNS Mode Defines which DNS service will be used to look up the IP address the for SIP server’s

hostname. There are three modes:
+ ARecord
+ SRV
*  NATPTR/SRV

To locate the server by DNS SRV set this option to "SRV" or "NATPTR/SRV".

NAT Traversal Specifies which NAT traversal mechanism will be enabled on the phone system. It

can be selected from the dropdown list:

NAT NO
+ STUN

+ Keep-alive

« UPnP
*+ Auto
« VPN
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If the outbound proxy is configured and used, it can be set to “NAT NO”.

If setto "STUN" and the STUN server is configured, the phone system will periodically
send STUN message to the STUN server to get the public IP address of its NAT
environment and keep the NAT port open. STUN will not work if the NAT is

asymmetric type.

If set to “Keep-alive”, the phone system will send the STUN packets to maintain the
connection that is first established during the registration of the phone. The “Keep-
alive” packets will fool the NAT device into keeping the connection open and this

allows the host server to send SIP requests directly to the registered phone.
If it needs to use OpenVPN to connect host server, it needs to set it to “VPN”.

If the firewall and the SIP device behind the firewall are both able to use UPnP, it can

be set to “UPnP”. Both parties will negotiate to use which port to allow SIP through.

Proxy-Require Adds the Proxy-Required header in the SIP message. It is used to indicate proxy-
sensitive features that must be supported by the proxy. Do not configure this

parameter unless this feature is supported on the SIP server.

Additional Users could add the custom fields below. Some custom fields are only available for

Settings certain device models:
(1) Secondary SIP Server
(2) Failover SIP Server
(3) Prefer Primary SIP Server
(4) Primary IP
(5) Backup IP 1
(6) Backup IP 2
(7) DNS SRV Failover Mode
(8) Use NAT IP
(9) SIP Diff-Serv

(10) RTP Diff-Serv
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Upon adding the SIP server, it will appear in the SIP Server list. Entries in the list can be edited or deleted.

SIP Server
From All
Server Name Server Address Account Number Options il
Test (unavailable) 192.168.100.100 1 ]
192.168.121.22 192.168.121.22 0 # @
wii's server 192.168.200.105 20 cA]
yXxu Server 192.168.120.254 9 ]
Total 84 <1 -6 7 88 10/page
Figure 9: Finish Adding SIP Server to GDMS
Add SIP Account

The SIP Account page shows all the SIP accounts added to GDMS.

Add Account

SIP Account

Figure 10: Add SIP Account

Table 8: Add SIP Account

€ Pian & Service £ iy

Account Name This is a necessary option. Specifies an identity name for the SIP account.

V- S
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SIP User ID

SIP Authentication
ID

Password

Name

Voicemail Access

Number

SIP Server

Add Server

Assign device

Allocate to Devices:
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This is a necessary option. Configures user account information provided by your
VolIP service provider (ITSP). It is usually in the form of digits similar to a phone

number or a phone number.

This is a necessary option. Configures the SIP service subscriber's Authenticate 1D

used for authentication. It can be identical to or different from the SIP User ID.

This is a necessary option. Configures the account password required for the phone
to authenticate with the ITSP (SIP) server before the account can be registered.

After saving, it will appear hidden for security purposes.

Configure the display name of the SIP account. This option will be used for the
Caller ID display. The configured content will be included in the From, Contact, and
P-Preferred-ldentity header of the SIP INVITE message

If the SIP Server also configures this item, this configuration will prevail.

This is a necessary option. Users need to select the SIP server for the SIP account.
If there is no available SIP server for the current SIP account, users could click on

the “Add Server” option to add a new SIP server for the SIP account.

If the user needs to configure multiple SIP server addresses for a single SIP
account, such as the UDP/TLS protocol server address (The UCM63xx device
which purchases the UCM Remote Connect plan can synchronize multiple protocol
server addresses to the GDMS platform), the user can configure it and assign to

devices separately.

This option will allow to assign a specific device to this account.

To associate devices currently in GDMS with the new SIP account, click on the Add button at the bottom

of the screen and enter the following information:
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SIP Account - Add Account

AccountName
SIP User ID
SIP Authentication ID
Password et
Name
voicemail Access Number

SIP Server 192.168.200.145(TLS) (192.168.200.145:5061) o

192.168.200.145(UDP) (192.168.200.145:5060) o
o
Assign Device default GRP2601 CO:74:AD:22:4D:32 (rrrrrr) Account2 192.168.200.145(TLS) (192. 0
o
Figure 11: Assign Device
Table 9: Assign Device
Site This option is used to set which site this device belongs to.
Select Device This is a necessary option. Users need to select the device model to which the
Model account will be allocated.
Select Device This is a necessary option. Users need to select the device MAC address to which
MAC Address the account will be allocated.
Select Account This is a necessary option. Users need to select the account index to which the
Index account will be allocated (e.g., Account 1 — Account 16). If the account location has
a configured account, the account number will be displayed.
Select Server This is a necessary option. Users can select the SIP Server address for the device,
Address such as the UDP server address or UCM Remote Connect server address.

Notes:

e Assigning accounts to DP devices and HT devices from this page are currently not supported.
Please use the account importing feature or the Device Management page to manage SIP accounts

on DP devices and HT devices.
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e If a device is not on GDMS, users will be unable to allocate SIP accounts to it.
Batch Import SIP Account

GDMS platform supports allows users to import a batch of SIP accounts and SIP servers to the system and

allocate them to the devices via Excel files.

1. On the SIP Account page, click on the Import Account button. The following window will appear:

Import Account ot

Click or drag and drop file here to upload

¥ General Device Template l [ ] DP Device Template l [ 4] HT Device Template

Cancel

Figure 12: Import SIP Account

2. Click on either the Download General Device Template button, Download DP Device Template, or
Download HT Device Template button to get a template that will be used to import account and server

information.

Instructions:

1. Fields marked with # are required and cannot be empty.

2. SIP Server: Enter the SIP Server IP address. If multiple servers have the same IP address, fill in the form: IP Address(Server Name).

3. MAC Address: Valid characters are 0-9, A-Z, hyphens (=), and colons (:) (e.g. 00-15-65-1A-2B-3C, 00:15:65:1a:2b:3c, 0015651a2B3c, etc.). If users want to assign accounts to
multiple devices, they muster the MAC addresses in multiple lines.

4. Account Location: This option is required if users want to assign accounts to a device. Users need to select and assign the SIP account to the N location in the devices. Account
1-16 can be selected. If the devices does not have Account N, the configuration will fail.

Account Name SIP Server #SIP User 1D Authentication ID #Authentication Password Display Name Device MAC Address Account Index

h G e 3 0D

Figure 13: Import Account Template — General Device Template
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address, fill in the form: IP Address(Server Name).

and colons (:) (e.g. 00-15-65-14-2B-3C, 00:15:65:1a:2b:3c, 0015651a2B3c, ete.).

9, A-Z, hyphens (-},
ines.

If users want to assign accounts to multiple devices, they

Users must select from Profile 1-4.

Users must select either Circular,

Linear, or Parallel. Default setting is Circular.

can select the HS line for sach handsst (e.g Line 1-10 can be selected for HS1- HS2)

Enter the SIP Server IP address. If mltiple servers have the same IP address, fill in the form: IP Address(Server Name).
i 9, A-Z, hyphens (=), =nd colons () (c.g 00-15-65-1A-ZB-3C, 00:15:65:la:Zb:

Instruct

1. Fi d with # are required and cannot be empty.
2. 81

3. MAC id characters are O

2 Account Name #SIP Server #SIP User ID *Authentication ID *Authentication Password Display Name DP MAC Address Account Index Profile HS Mode HEL
Figure 14: Import Account Template — DP Device Template
A B il E F L4 H 1 K

1a2B3c, ete.). If users want to assign accounts to multiple devices, they muster the NAC addresses in

ctive, or part N (except your on).

Default setting

Account Name

#3IP Server

*SIP User ID

*huthentication ID

*huthentication Password

Display Name

HT ¥AC Address

Part Type(FXS/FYD)

Part Index

Profile

Hunting Group

Account Name

SIP Server

SIP User ID

SIP
Authentication ID

SIP
Authentication

Password

Display Name

Device MAC
Address

Account Index

Figure 15: Import Account Template - HT Device Template

Table 10: Import Account Template Options

This is an optional option. Users need to set the identity name for the SIP account.

This is a necessary option. Users need to input the SIP server address. If the SIP
server does not exist in the GDMS platform, the GDMS platform will create the SIP

server in the system.

This is a necessary option. Configures user account information provided by your
VolIP service provider (ITSP). It is usually in the form of digits similar to a phone

number or a phone number.

This is a necessary option. Configures the SIP service subscriber's Authenticate ID

used for authentication. It can be identical to or different from the SIP User ID.

This is a necessary option. Configures the account password required for the phone
to authenticate with the ITSP (SIP) server before the account can be registered. After
saving, it will appear hidden for security purposes.

Configure the display name of the SIP account. This option will be used for the Caller
ID display. The configured content will be included in the From, Contact, and P-
Preferred-ldentity headers of the SIP INVITE message.

Input the device MAC address: e.g.,, 00-15-65-1A-2B-3C; 00:15:65:1a:2b:3c;
0015651a2B3c

Users need to select the account index to which the account will be allocated (e.g.,

Account 1 — Account 16). If the current account location has a configured account,

the configured account will be replaced with the new account information.
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Profile For DP devices and HT devices only. Enter the profile that the account will use (e.g.,
Profile1, Profile2, etc.). If multiple different SIP servers use the same profile, the
import will fail.

HS Mode For DP devices only. Enter the HS mode for the account. Available options are
“Circular”, “Linear”, “Parallel”, and “HSx”, where x can be 1 to 5.

HS1-HS5 For DP devices only. Users could configure the Line for each handset from Line 1 to

Line 10. Each SIP account can be allocated to different handsets.

Port Type This option is valid only for HT devices. Input the port type which will be assigned to

(FXS/FXO) the device. Users could select FXO port type or FXS port type.

Port Serial This option is valid only for HT devices. Input the port serial number which will be

Number assigned to the device. Users could input the port serial number from Port 1 to Port
10.

Search Group This option is valid only for HT devices. Users could select the search group between

None (default), Active, and other port serial numbers beside your own.

3. Once the template is filled out, drag, and drop the file to the upload window or select the file

from your PC. Click on the Import button to confirm the import.

4, When the Excel file is imported into the GDMS platform successfully, the GDMS platform will
prompt the execution result. If there is data that failed to be imported, the user could export

the failed data and re-edit the Excel file.

Examples:

1. If the user wants to allocate 1 SIP account to multiple devices, the 15t SIP account information will be
the correct information to allocate to the devices. Please see the example below, the SIP account display

name “Sghuang” will be allocated to the involved devices:

Account Name *SIP Server T 4SIP User ID FAuthentication ID Fhuthentication Password Dizplay Name Device NAC Address Account Index
Work Account 192, 168.120. 100 100 100 123456 Sqhuang 00:0B:82:E2:08:D8 Accountl
Work Account 192, 168. 120. 100 100 100 123456 Sqhuangld3 00:0B:82:D2:11:22 Accountl

Figure 16: Example |

2. For the existing SIP account, if the user wants to allocate this SIP account to another device, here is
the example: Account 100 has been allocated to Device 1, and the user wants to allocate the SIP account
100 to Device 2 (00:aa:bb:cc:dd:ee).

Account Name *#SIF Server " #SIP User ID *huthentication ID *Authentication Password Dizplay Neme Device NAC Address Account Index
Work Account 192.168.120. 100 100 100 123456 Sqhuang 00:aa:bb:ccree:dd Acemmntl

Figure 17: Example Il
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3. If the user wants to allocate multiple SIP accounts to a single device, here is an example:

Account Name #*5IP Server T #SIP User 1D #Authentication ID #Authentication Password Display Name Device MAC Address Account Index
Work Account 192,168,120, 100 100 100 123456 Sghuang 00:0B:82:F2:08:D2 Accountl
Work Account 192. 168. 120. 100 200 200 123456 Sghuang 00:0B:82:F2:08:D2 Account?
Work Account 192. 168. 200. 100 300 300 123456 Emily 00:0B:82:F2:08:D2 Account3

Figure 18: Example llI

4. If the user wants to allocate multiple SIP accounts to a single DP device, here is the example:

Accomnt Nane +SIP Server " #SIP User ID i) #huthentication Password  Display Nane DP MAC Address  Account Indes Profile HS Node HS1 HSZ HS3 HS4 HS§
VYork Account 192. 168. 120. 100 100 100 123456 Sahuang 00:0B:82:E2:08:08  Accountl Profilel HS1 Line 1
Vork Account 182. 168. 120. 100 200 200 123456 Sahuang 00:0B:82:E2:08:D8  Account? Profilel Circular Line 2 Line 1
Vork Account 102. 168, 200. 100 300 300 123456 Sqhuang 00:0B:82:E2:08:08  Account3 Profile? Cizeular Line 3 Line 2

Figure 19: Example IV
Incorrect examples:

1. If the user wants to allocate multiple SIP accounts to a single device, the account index cannot be the

same.

Account Name *3IP Server " #SIP User ID #uthentication ID #duthentication Password Display Name DP MAC Address Account Index
Work Account 192, 168. 120, 100 100 100 123456 Saluang Q0:0B:82:E2:08:D8 Accountl
Work Account 192, 168. 120, 100 200 200 123456 Saluang Q0:0B:82:E2:08:D8 Accountl

Figure 20: Example V

2. Different SIP server addresses cannot be allocated to the same Profile in the same DP device.

Account Name +5IP Server " #SIP User 10 #huthentication ID *huthentication Password Display Name DP MAC Address Accomt Index Profile
Work Account 192, 165, 120. 100 200 200 123456 Sohuang 00:0B:82:E2:08:08  Account? Profilel
Work Account 192, 168. 200. 200 300 500 123466 Sohuang 00:0B:82:E2:08:D8  Accountd Profilel

Figure 21: Example VI

3. Ifthe user wants to allocate the SIP accounts to the same DP device, the different SIP accounts cannot

be allocated to the same HS Line.

Account Name +5IP Server " #SIP User 1D iuthentication ID #Authentication Password  Display Name DP MAC Address  Account Index Profile HS Mode HS1 HS2 HSH HSd HSE
VYork Account 192. 168. 120. 100 200 200 123456 Sahuang 00:0B:82:E2:08:D8  Account2 Profilel Circular Line 1 Line 1
Vork hccount 182. 168. 200. 200 300 300 123456 Sahuang 00:0B:82:E2:08:D8  Account3 Profile2 Circular Line 1 Line 2

Figure 22: Example VII

Allocate Device

Users could allocate the SIP accounts to the devices by adding SIP accounts, editing SIP accounts, or
importing a batch of SIP accounts to the GDMS platform. Each SIP account can be allocated to multiple

devices.

Edit Account

Users could edit the SIP account information and allocated devices on the Edit Account configuration page.

Click on the E button for the SIP account you want to modify.
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sIP Account - Edit Account
Account Name 4000
SIP User ID 4000
SIP Authentication ID | 4000
Password 9900000000000 -
Name
Voicemail Access Number
SIP Server UCMRC A (c074ad06de05-10985.zonea.gdms.cloud) o
192.168.200.145(TLS) (192.168.200.145:5061) o
192.168.200.145(UDP) (192.168.200.145:5060) [<]
Add Server
Assign Device default GRP2601 C0:74:AD:22:4D:32 (rrrrTT) Account1 (4000) LS) (192.168.200.145:5061) ‘ o
Add

Figure 23: Edit Account
Click on the Save button to finalize changes. All associated devices will receive the updated account

information.

Click on the button to unallocated devices from the account. The SIP account will be removed from

unassigned devices.

Notes:
o Ifthe device is offline at the time, its SIP account information will be updated when it is online again.

o |If the SIP server is synchronized from the UCM server, it cannot be edited, and it can only be

assigned to the device.
Batch Modify SIP Server of SIP Accounts

Users can batch modify the SIP server of the SIP accounts, e.g., Modify the SIP protocol of the SIP server
from UDP to TCP.

1. On the “SIP Account” interface, select the SIP accounts that need to be modified.
Note:

The user can select the SIP accounts by searching the items. E.g., If the user wants to modify the SIP
server for 250 SIP accounts, the user can set the page to display 250 SIP accounts at once from 10 SIP

accounts per page and select all SIP accounts on the page.
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2. Click on the “Modify SIP Server” button at the top of the interface.

3. Select the target SIP server, which can be searched by the server name.

Modify Server X

After the device modified the server, it will be immediately delivered to the bound device.

* SIP Server

Cancel Save

Figure 24: Modify SIP Server

4. After clicking the “OK” button, the SIP server corresponding to the SIP accounts will be modified

immediately. Then, the updated account information will be assigned to the corresponding VOIP devices.
Note:

If the SIP accounts are synchronized from the UCM device, the accounts’ information will be synchronized

after the SIP server is modified.

Delete Account

il

To delete SIP accounts on GDMS, click on the ([ button for a single account or the Delete button in the
top-left corner for multiple accounts. Associated devices will automatically remove deleted SIP account

information.

Users could delete 1 single SIP account or a batch of SIP accounts on the GDMS platform:
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Figure 25: Delete Account

Note:

If the SIP account is synchronized from the UCM server, this will only delete the data in the GDMS platform,

and the data in the UCM server will not be deleted.

Export Account

Users can export all existing SIP accounts in GDMS to a file by clicking on the Export Account button in

the top-right corner of the SIP Account page.

Edit SIP Server

Users can edit SIP server information by clicking on the El" button for the desired SIP server. Changes

to the server will affect all associated SIP accounts.

Note: If the SIP server is synchronized from UCM server, it cannot be edited.
Delete SIP Server

Users can delete selected SIP servers by selecting them in the SIP server list and clicking on the Delete

button in the top left corner of the SIP Server page.
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Delete the selected 2 SIP Account?

Figure 26: Delete SIP Server

Note:

If the SIP server is synchronized from UCM server, this will only delete the data in the GDMS platform, and

the data in UCM server will not be deleted.

Device Management

The Device page shows all the associated VOIP devices and GXW45XX devices. Users can view the
information and status of the devices, the allocated account information, etc. GDMS platform allows users
to configure parameters, upgrade firmware, reboot/factory reset devices, view device details, device
diagnostics, and other operations.

Q world © Plan & Service ® oy

& 0
& 0
& o
& 0

& 0

& 0

» g
@ @ ® ® ® @ @

& o

Figure 27: Device Management

Table 11: VolP Device Management
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Status

Indicator

Account
Status

Last Config

Time

Call Status

HS Status

The device is offline. The current account status is the last reported status before

the device is offline.

The device is online.

The device network penetration (NAT) is abnormal, the GDMS server cannot

connect to the device, but the device can periodically obtain the configuration.

Normal: The allocated accounts from the GDMS platform to the devices are registered

successfully, and all accounts can be used normally.

: Some of the device’s allocated accounts are unregistered. This may be due

to the following reasons:
e The account is not activated.
o The account registration credentials are incorrect.
e The account was modified on the device.

No Account: GDMS platform does not allocate any account to the device.

Synchronizing: If the account and device parameters were modified, the changes will

immediately be pushed to the device. This status will be shown while this is happening.

Date/Time: The date and time of the last successful provisioning.

Idle: The SIP account is in idle state.

Busy: The SIP account is in a call.

The SIP account is configured on the handset.

The SIP account is not configured on the handset.

Table 12: Operation Instructions
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Sorting
Click on the sorting buttons to sort the list by various columns in
ascending/descending order.

Custom Display &

Option Click on the = button on the top right corner of the list to select the columns
to show and/or hide.

Search In addition to being able to search for devices with the search bar near the top-
right corner of the page, users can further refine search results by clicking on
the Filter button by specifying account status, device status, site, city, and
firmware version.

Figure 28: Search Devices
Add Device

To add a new device to GDMS, click on the Add Device button. The following window will appear:

Add Device (To Default Organization)

Device Name
MAC Address
S/N

Site default

Figure 29: Add VoIP Device

Table 13: Add VolP Device
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(Optional) This option is used to set the name of the device so that the users could

identify this device. The maximum number of the input characters is up to 64.

(Required) This option is used to enter the MAC address of the device. (Locate the MAC
address on the MAC tag of the unit, which is on the underside of the device, or the

package)

(Required) This option is used to enter the serial number of the device. (Locate the Serial
Number on the MAC tag of the unit, which is on the underside of the device, or the

package)

(Required) This option is used to set which site this device belongs to. The default setting

is the “Default” site.

e Users could click on the “Save” button to save the configuration.

e Each device can only be associated with only one GDMS account.

e Users can use the search bar on the Device page to find added devices via device name, MAC

address, and sites.

Batch Import Devices

Users can import multiple devices by uploading a file. Click on the Import Devices button on the Device

page to get started. The following window will appear:
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Import Device (To Default Organization) b

Click or drag and drop file here to upload

Y Device Template

Cancel

Figure 30: Import VOIP Device

] 4 Device Template
1. Click on the ! ! button to download the template. Users must follow the

instructions to enter the required information.

Instructions:

1. Fields marked with * are required and cannot be empty.

2. SIP Server: Enter the SIP server name and IP address. If it does not exist in GDMS, the server will be created.

3. MAC Address: Valid characters are 0-9, A-Z, hyphens (=), and colons (:) (e.g. 00-15-65-1A-2B-3C, 00:15:65:1a:2b:3c, 0015651a2B3c,
etc.). If users want to assign accounts to multiple devices, they muster the MAC addresses in multiple lines.

4. Serial Number: Required if users want to add new devices to GDMS. Only alphanumeric characters allowed.

5. Site Name format: lst Level Site/2nd Level Site/.../New Site. Users must enter the names starting from the Ist Level Site. If the
higher level sites do not exist, they will be created autematically. If no higher level site name is entered, this site name will be
used by default to fill in missing site names. The maximum allowed number of characters is 64 characters. This is a bit confusing

#MAC address #SN Device Name Site Name

(S RSSO ORI
|

Figure 31: Import VolP Device Template

2. The template will have the following fields:

Table 14: Import VolP Device Template

MAC Address Users need to fill in the MAC address of the device in this field (Required). For instance,
000B82E21234, and supports filling” and “-” characters in this field.

SN Users need to fill in the serial number of the device in this field (Required).
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This option is used to set the name of the device so that the users could identify this device

(Optional). The maximum number of the input characters is up to 64.

Enter the site to assign this device to (Required). If the site is under more than one level,
all site levels must be included in the site name (e.g.,
first_level/second_level/.../new_site). If the site level does not exist, it will be automatically

created. The maximum character limit is 64.

3. Users can drag the file to the pop-up window, or they can click the upload button to select a file

from their PC to import.

4. Once the file is imported into GDMS, the result window will appear. If any data failed to import

successfully, users can export the problematic data, re-edit, and attempt to import them into GDMS

again.

Notes:

e If an existing device on GDMS is imported, the device’s existing information will be replaced with

the newly imported information.

e |f adevice’s MAC address and serial number are invalid, the import will fail.

Configure SIP Account (Non-DP Devices)

Users can configure SIP accounts for each device from the Device page.

1. Inthe devices list, click on the icon Fﬂ corresponding to the account to access the Account

configuration page.

2. After clicking the button, users will see the Account configuration page as the figure shows below:
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Device List ~ Account Configuration (00:0B:82:FA:E5:4F)

Account User ID Server Name Server Address

Account! 6112 sowtat 192168930

Account2 0.0.0.0

Account3 0000

Account4 0000

Cancel Save and Apply

Figure 32: Configure SIP Account

3. On this Account Configuration page, users can select the SIP accounts created in the SIP
Account page to assign to the device.

4. Users could also select to replace the existing SIP account for a specific account or delete the
existing accounts.

5. Click on the Save and Apply button. The accounts will then be assigned to the device.
Notes:

o If a device is offline during the account assignment, GDMS will synchronize any changes to it the
next time it goes online.

e Settings configured via other means (e.g., endpoint device web portals, Zero Config provisioning,
etc.) will not be synchronized to GDMS.

Configure SIP Account/Line (DP Devices)

Users could configure SIP accounts and lines for DP devices. GDMS platform allows users to view the
existing SIP accounts for current devices and edit/delete the accounts.

1. Inthe devices list, click on the icon Fﬁ corresponding to the account to access the Account

configuration page.
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2. Atfter clicking the button, users will see the figure as shown below:

Device List ~ Account/Line Configuration (rjyao-dp 00:0B:82:E5:8C:CD)
Account Configuration Line Configuration
Account User ID Server Name Server Address Profile HS Mode
Account? 4039 192.168.126.16 192.168.126.167 Profile1 HS1
Account2 ‘ | 0.00.0 profile1 Circular
4044 (Assigned) 192.168.126.16 (192.168.126.167)
Account3 Circular
4045 (Assigned) 192.168.126.16 (192.168.126.167)
Accountd 4046 (Unassigned) 192.168.126.16 (192.168.126.167) Circular
4047 (Assigned) 192.168.126.16 (192.168.126.167)
Account5 Circular
4048 (Unassigned) 192.168.126.16 (192.168.126.167)
Accounté 4039 (Unassigned) 192.168.126.16 (192.168.126.167) Circular
4040 (Assigned) 192.168.126.16 (192.168.126.167)
Account? ABSIAAL I it CreeelEAN ACR ANS A r AN AgnANe AT Circular
Account8 0000 Profile1 Circular
Account9 0.0.0.0 Profile1 Circular
Account10 0000 Profile1 Circular
Figure 33: Configure SIP Account for DP Devices
Table 15: Configure SIP Account for DP Devices
User ID Allocated: This SIP account has already been allocated to other devices;
Unallocated: This SIP account has not been allocated to any device.
Profile Different SIP servers cannot be set to the same profile.

HS Mode If this field is not filled, the default setting is “Circular” mode.
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3. To configure the lines for each HS mode, click on the Line Configuration tab.

Device List -~ Account/Line Configuration (rjyao-dp 00:0B:82:E5:8C:CD)

Account Configuration Line Configuration
Linel Line2 Line3 Line4 Lines Line6 Line7 Lineg Line9 Line10
HS1 4039 None None None None None None None None None
HS2 None None None None None None None None None None
HS3 None None None None None None None None None None
HS4 None None None None None None None None None None

HS5 None None None None None None None None None None

Cancel Save and Apply

Figure 34: Line Configuration

Note:

Set up a line account for each handset and select the SIP accounts from the configured accounts in the

device.

4. Select the desired SIP accounts to use for each line and handset.
5. Click on the button Save and Apply to allocate the SIP accounts or lines to the devices.
Notes:

o If a device is offline during the account assignment, GDMS will synchronize any changes to it the

next time it goes online.

e Settings configured via other means (e.g., endpoint device web portals, Zero Config provisioning,

etc.) will not be synchronized to GDMS.

e For device-specific configuration rules, please refer to the DP device user guide.
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Device Parameters Configuration

Users can modify the configuration parameters for a single device.

1. In the device list, click on the @ button to go to the Device Parameters Configuration page,

as shown in the figure below:

By Model - Set Parameters (GRP2615) Switch to Text Editor
Account @ Settings Network Settings System Settings Phone Settings Contacts Resource
Account? [u] RV | resciscrings |
Advanced Settings (1] @ Security Settings
Only Accept SIP Requests from Known
Call Settings = yAcER !

Servers

SIP Settings
Allow SIP Reset

Intercom Settings

Value-added Service Allow Unsolicited REFER

Feature Codes Authenticate Incoming INVITE

Codec Settings

[

Check Domain Certificates
Audio Settings
Applications Check SIP User ID for Incoming INVITE

Vvalidate Certification Chain

Vvalidate Incoming SIP Messages

Force BLF Call-pickup by Prefix

BLF Call-pickup Prefix

© Advanced Features

Figure 35: Device Parameter Configuration

a) Clicking on the Select All button will select every option on the current page. Clicking on it

again will deselect all the options.

b) Clicking on the Reset Settings button will restore all settings on the current page to default

values.

c) Clicking on the button DJ following the account, users can copy and paste the current

account configuration to other accounts.

d) When users try to configure the device wallpaper or screensaver image, users can select a
picture from the resources list, or upload the local picture to GDMS and configure it to the

device.
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Wallpaper Server Path R o

Wallpaper Source Download ‘

Figure 36: Ringtone Configuration

2. Modify the desired settings on the page or click on the Switch to GUI Editor to configure device

settings via text editing (i.e., p-values).

Device List - Set Parameters (00:0B:82:E2:08:D8)

Users can edit template parameters by adding text formatted in key=value. Different parameters must be on separate lines. Examples:
7812=1

7830=60

If the parameter's value has multiple lines, please use <<>> to enclose the value. Example here

##HH#NIWOTK Settings - Ethernet Settings######
8=0

HEHHHHACCOUNT - SIP SeUNgsHA#H###E

31=1

32=60

81=2

#HHHHHAPNONE Settings - General Settings######
39=50040

Back Save and Apply

Figure 37: Edit Configuration File

a. The format requirement is key=value. The Key can be either a P-value or an alias.

b. Users can enter the latest parameters and values of a device in the text editor even if the

GDMS configuration page does not display the configuration options.

3. Click on the Save and Apply button to finalize changes. Only settings that are checked will be

pushed to the device.

Notes:

e |If the device is not connected to the GDMS platform currently, the device cannot be synchronized
with the GDMS platform. When the device is connected to the GDMS platform, the allocated

accounts will be synchronized on the device immediately.
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e The SIP accounts which are configured manually on the device will not be synchronized to the
GDMS platform.

o For the configuration rules, please refer to the User Guide of the devices.
Configure Resource Files

Users can configure custom ringtone and language for devices (Supported models: GXP/DP series).

1. On the Device list, click on the @3 button to go to the Device Parameters Configuration 2>

Resource Configuration page, as shown in the figure below:

Q World v ) OrderHistory B yexuut12
Set Parameters (C0:74:AD:60:57:A1) Switch to Text Editor
o
© Security Settings
o Advanced Features
# Feedback English (GMT) Coordinated Univ

Figure 38: Resource Configuration

2. On the “Custom Ringtone” page, for Ringtone 1 to Ringtone N, select a ringtone file from the

resources for each ringtone index.

3. On the “Language Configuration” page, select a language pack from the resources for the device.

4. Click on the “Save and Apply” button, and the device will download the selected resources from the

firmware path.

Note:

For each device model, the size and duration of each ringtone are different. If the duration and size exceed
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the limit, the system will intercept the resource file to the maximum limit automatically.
Synchronize Device Local Configuration

Before the device is configured, the user can synchronize the device’s local configuration to the GDMS

server.

1. Select a specific device, click the icon, and select the option “Synchronize Device Local

Configuration”.

2. Click “OK” to confirm synchronization on the pop-up window. Then, the GDMS server will synchronize

all the account configuration and parameters of the current device to the GDMS server.
Notes:

e If the device's parameter configuration conflicts with the server's configuration, the device's local

configuration prevails.

e |f the account on the device does not exist on the GDMS server, the SIP account and server are

automatically created on the GDMS server.
Disable Push Configuration

If the user does not want to push any configuration to the device through the GDMS server, please follow

the steps below:

1. Select a specific device, click the icon O and select the option “Disable Push Configuration”.

2. Click “OK” to confirm the operation, the account configuration or parameters will not be pushed to the
device through the GDMS server anymore, including the scheduled tasks. The configuration that has not

been pushed to the device will not be pushed to the device anymore.
Notes:

If the user wants to resume pushing the configuration or parameters to the device, the user can click the

“Enable Push Configuration” option to operate in the GDMS server.

View Device Details

Click on the O button to view a specific device’s system information and account status.
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@ world € OrderHistory M yoxuuiiz2

Al Types All Models Filter
MAC Address evice Name evice Made! Firmware version Site Name i nfig Time :
Default Orgas
CO.74-AD 4885 75 20EZ4UIM304B8F7S 1233333333 GRP2604 - 0008829.. Enabled & H @ (2]
00:08:82 F&:6590 20NFDADK12FE6590  yoousid 118 GXV3380 00:0882:9.. Enabled & L@ 2]
COT4AD22CADE PLIN2CADE  20EZIVPLIIZ2 10825 00:08:829.. Enabled

(B operaton Logs

ce Management

C0:74:AD:49:CB:55 207GHNEM3049C8. - HT801 - Enabled
[ Task History
VoIP Device
CO:74:AD:60:57-A1 24UM|OTM706057A - GXP2140 - Enabled '@ Edit
P —— . P J— _ — | & Authorization Management

(@ Transfer Device

CO.74:AD49.CA 59 207GHNEM3049C8..  — HT801 - Enabled
1 Configuration

00:00:01:0C:8F 70 207Gj2UMS0OCEF?0 DP720 Enabled

CO:74:AD:49:CB:SE 207GHNEM3049CB.. — HT801 - Enabled

COTAADTEOCTA 1MBO780CTA  — GXP2135 - Enabled o Provsioning oW

P enoisn - (GMT) Coordinated Univ

Figure 39: View VoIP Device Details

The device details include System information, Network information, Account status, etc.

VolP Device ~ Device Details (C074AD224D32 (0:74:AD:22:4D:32)

System Information Account Status
Last Restart Time  07/12/2021 01:26AM (Reboot via device)
Hardware Version GRP2601PV1.3A
Software Version 0.4.4.14
MAC Address C0:74:AD:22:4D:32

S/

z

20EZ41KL30224D32

OpenVPN® IP 10.10.1.6

o IPv4

Address Type Static

IPv4 Address  192.168.126.192

Subnet 255.255.255.0

Default Gateway 192.168.126.1

DNSServer 1 192.168.121.118

DNS Server 2

o IPvb

1Pv6 Address Type

Figure 40: VoIP Device Details

Note:

The information on this page is obtained from the device in real-time. If the device is offline, the details page

will be inaccessible.
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Edit Device

Users could edit the Device name and which site the device belongs to.

1. In the device list, click on the button O which is following the device, and select Edit Device

to access to the device editing page.

Refresh List All Models Filter ~

MAC Address Device Name Model Firmware Version Public IP Private IP Account Status  Site Name Last Config Time Options i
© 00:0B:82:9A:8F:2C 000BB29ABF2C  GXV3370 20.198.1 192.168.126215  192.168.126.215 default 2019/11/07 14:21 B EO
® C0:74:AD:01:B4:80 — GRP2614 — — — Abnormal default S Provisioning Device Details

Edit Device
& C0:74:AD:05:C6:6C — GRP2614 — — — No Account default T Provisioning
Operation Logs
® C0:74:AD:05:D4:82 — GRP2614 — — — No Account default S Provisioning Task History
® CO74:AD:01:85:00 — GRP2614 — — — No Account default S Provisioning Reboot Device
Factory Reser
® CO:74:AD:05:C4:C0 — GRP2614 — — — No Account default S Provisioning
Transfer Device
© 00:0B:82:E5:8C:CD 00:0B:82:E5:8C... DP750 0.1.112 192.168.200.27 192.168.200.27 0-00 2019/11/01 09:09 H B E O
® 00:0B:82:FAES:4F — GXP2140 — — — No Account default Not configured S ®E O
® 00:0B:82:FA'E5:50 — GXP2140 — — — Normal v default Not configured 52 B3 O
® 00:0B:82:FAE5:52 — GXP2140 — — — No Account default Not configured 52 B = 0O
Total 260 2 3 |a|—~ 26 > 10/page

Figure 41: Edit VolP Device Option

2. Users will see the device editing page as the figure shows below:

Edit Device X

MAC Address 00-:0B:82:E5:8C-C9
Device Name DP750
*5/N

* Site 6

Figure 42: Edit VolP Device
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3. Click on Save button to apply the changes on the GDMS platform.
View Device Operation Logs

Users could view all operation logs for a specific device on the GDMS platform.

1. On the Device List, select the menu button O following the specific device, and click on the

“Operation Log” button.

2. Access to the Operation Log menu of the device, the menu includes the operation logs of device SIP
account configuration, updating configuration parameters, device rebooting, device upgrading/downgrading,

device factory reset, device diagnostics, etc.

Note:

Users could only view the device operation logs for the last 30 days.

Device List - Operation Logs (000B829A8F2C 00:0B:82:9A:8F:2C)
All Levels All Operations Filter ~
Username Log Contents Level Operating Time 8
Grandstream Configure Account High 2019/11/07 14:20
Grandstream Reboot Device (Immediate Task) High 2019/11/07 14:20
Grandstream Ping/Traceroute High 20158/11/07 14:01
Grandstream Ping/Traceroute High 2019/11/07 13:59
Grandstream Configure Account High 2019/11/07 13:59
Grandstream Configure Account High 2019/11/07 13:57
Grandstream Configure Account High 2019/11/07 13:56
Grandstream Configure Account High 2019/11/07 13:55
Grandstream Configure Account High 2019/11/07 13:52
Grandstream Configure Account High 2019/11/07 13:50
Total 224 B:: ¢~ 2> 10/page

Figure 43: View VolP Device Operation Logs

View Device Task History

Users could view all task histories in the subsystem for a specific device on the GDMS platform, including
immediate tasks and timed tasks.

1. On the Device List, select the menu button O following the specific device and click on the “Task

History” button.

2. Access the Task management page, and search for all tasks of the specific device.
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@ world € OrderHistory M yoxuuiiz2

Task Add Task
All Statuses Al Task Type Al Types Filter
Task Name Task Type ask Time Creato Status Run Time Splio
Default Organizatiol
-~ Upgrade Firmware mmediace (08/05(2022 10:16AM) pouut 122 . ®
Update Config CFG mmediare (29/04/2022 06:36AM) yxruul122 @
- Update Config: Group mmediate yoeuu1122 @
- Update Config: Model mmediate (29 yeuul122 29/04/2022 06:31AM 0]
- Update Config: Group mmediate (25/04/2022 02:21AM) poul122 - @
- Update Config: Model mmediate (23 o112 - (0]
5454 Update Config: Model 7/04/2022 04:00PM ~ 29/04/2022 yxxuutl ongaing - @ ®
i Upgrade Firmware 24/04/2022 10:41AM ~ 25/04/2022 02:59AM yexuul 122 0]
- Update Config: Model mmediate (18/04/2022 02:19AM yeuul 122 - 0]
=mbug Reboot Device 30/12/2021 12:00AM ~ 31/12/2021 11:59PM e — @

[ERCCCTE  Engish - (GMT) Coordinated Univ

Figure 44: View VolIP Device Task History
Firmware Upgrade
Users could upgrade firmware for a batch of devices to a specific firmware version.

1. In the device list, check multiple devices, and then click on the button Upgrade Firmware on the

top of the Device page.

Upgrade Firmware
* Firmware Version

Task Time @ Immediate Scheduled

Cancel Save

Figure 45: Upgrade Firmware

2. Users need to select the firmware version to upgrade to.

3. Task Time: Select when to start the firmware upgrade. Users can choose to upgrade immediately

or to schedule the firmware upgrade for a specific time.
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4. Click on the Save button to create the task. Users can check the status of the upgrade by navigating

to the Task Management page.
Notes:
e Users cannot batch upgrade different device models or models on different firmware.
o If the desired firmware is not available, users will need to contact their GDMS administrator.
Site Assignment
Users could edit the site of a batch of devices on the GDMS platform. The default site is “default”.

1. Select the desired devices and click on the Site Assignment button.

Site Assignment

* Site default

Figure 46: Site Assignment

2. Select the site to assign the selected devices to.

3. Click on the Save button, and all selected devices will be transferred to the selected site.

Note:

Each device can only be allocated to one single site.

Move Device

Users can move devices to other organizations.

1. Select the desired devices and click on More = Move Device.
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Move Device X

* Organization Client Company A

* Clone SIP Account and Server @ Yes No

Figure 47: Move Device

2. Select the target organization where to transfer the device.

3. The user needs to select whether to clone the SIP account and server which have been configured
in the devices. If the user selects “No”, only the device data are transferred to the new organization,

and the configured SIP accounts become empty after moving the devices.
Remote Access to Device Web Ul

On the GDMS platform interface, even though the VolIP device is under the internal network, the user can

remotely access the VOIP device Web Ul through the external network for viewing data and configuration.
Note:
This function is only supported in GRP260x firmware version 1.0.3.x and above.

1. Go to VoIP Device interface, click the “More” settings for a VolP device > Remote access to Device

Web Ul, as the screenshot shows below:
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All Models Filter
MAC Address Device Name Device Model Firmware Version Public IP Private IP Account Status Site Name Last Config Time Options &
00:08:82:A474:1A GVC3220Cymh..  GVC3220 302175 192.168.125.174 192.168.125.174 Default 07/14/2021 09:10AM S B o
® C0:74:AD:23:AB:00 GAC2570_myhu_..  GXV3380 — 192.168.131.107 — Default Not configured BB E O
® C074:AD:22:4D:32 C074AD224D32 GRP2601 044140 192.168.126.192 192.168.126.192 Default 07/13/2021 08:14AM H B E O
00:0B:82:A4:77:C7 GRP2604_myhu_..  GRP2604 09340 @ 192.168.131.147 192.168.131.147 Default ® Device Details
[E] operation Logs
C0:74:AD:27:76:A8 GRP260X_rzhang.. GRP2604 017130 192.168.131.128 192.168.131.128 Default
Task History
® CO74:AD:23:AT7:4C GRP260TW_myh..  GRP2601 01290 192.168.131.118 192.168.131.118 Default % Edit Device
® CO:74:AD:22:4E:17 GRP2601_jylu_test  GRP2601 02055 @ 192.168.126.157 192.168.126.157 Default £ Authorization Management
2] Transfer Device
Total7 (1] 3¢ Disabled Push Configuration

S synchronize Device Local Configuration
® Reboot Device
& Factory Reset

EF Remote Access To VoIP

Cfi Remote Viewing Device

Figure 48: VoIP Device List

2. Gotothe Web Ul, and log in to the VoIP device through the username and password. As the screenshot

shows below:

Welcome to GRP2603P

Figure 49: VoIP Device Web Interface
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Remote Access to Device Interface

On the GDMS platform interface, even though the VOIP device is under the internal network, the user can

remotely access the VOIP device Interface through the external network for viewing data and configuration.
Note:
This function is only supported in GRP260x firmware version 1.0.3.x and above.

1. Go to VolIP Device interface, click the “More” settings for a VolP device - Remote access to Device

Interface, as the screenshot shows below:

VolP Device Add Device Export Device
Refresh List All Models Filter
MAC Address Device Name Device Model Firmware Version Pupblic IP Private IP Account Status Site Name Last Config Time Options 2]
00:0B:82:A4.74:1A GVC3220Cymh..  GVC3220 302175 192.168.125.174 192.168.125.174 Default 07/14/2021 09:10AM S5 ® @
® C0:74:AD:23:AB:00 GAC2570_myhu_..  GXV3380 — 192.168.131.107 — Default Not configured HSeE O
® CO74:AD:22:4D:32 C074AD224D32 GRP2601 04414Q@ 192.168.126.192 192.168.126.192 Default 07/13/2021 08:14AM H B3O
00:0B:82:A4:77:C7 GRP2604_myhu_..  GRP2604 09340 ® 192.168.131.147 192.168.131.147 Default ® Device Details
[E] Operation Logs
CO:74:AD27:76:A8 GRP260X_rzhang.. GRP2604 017130 192.168.131.128 192.168.131.128 Default
Task History
® CO74AD:23:A7:4C GRP260TW_myh..  GRP2601 01290 192.168.131.118 192.168.131.118 Default 4 Edit Device
® CO:74:AD22:4E:17 GRP2601_jylu_test  GRP2601 020550@ 192.168.126.157 192.168.126.157 Default & Authorization Management
Transfer Device
Towal 7 [ 1] ¥ Disabled Push Configuration
45 synchronize Device Local Configuration
 Reboot Device
O Factory Reset
CF Remote Access To VoIP
Cii Remote Viewing Device

Figure 50: VoIP Device List

2. Enter the virtual device interface, the user can control the virtual buttons on the device and the LCD

screen, as the screenshot shows below:
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{1001
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Figure 51: Virtual Device Interface

Reboot Device

Users could reboot one device or a batch of devices on the GDMS platform.

1. Select the desired devices and click on More = Reboot Device.

Reboot Device *

Task Time @ Immediate Scheduled

Cancel Save

Figure 52: Reboot Device

2. Task Time: Select when to start the device reboot. Users can choose to reboot immediately or to

schedule the reboot for a specific time.

3. Click on the Save button to create the task. Users can check the status of the reboot by navigating

to the Task Management page.
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Factory Reset
Users could factory reset one device or a batch of devices on the GDMS platform.

1. Select the desired devices and click on More > Factory Reset.

Factory Reset X

Task Time @ Immediate Scheduled

Cancel Save

Figure 53: Factory Reset

2. Task Time: Select when to factory reset the device. Users can choose to factory reset the device

immediately or to schedule the factory reset for a specific time.

3. Click on the Save button to create the task. Users can check the status of the reboot by navigating

to the Task Management page.
Note:

Factory resetting a device will erase all existing settings on it such as accounts, call history, contacts, etc.

The device will synchronize with GDMS the next time it goes online after the factory reset.

Delete Device

Users could delete one device or a batch of devices on the GDMS platform.

1. Select the desired devices and click on More = Delete.
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Device List Add Device Export Device
Upgrade Firmware l l Site Assignment l [ More ~ l [ Refresh List All Models Filter ~
B MACAddress I Delete odel Firmware Version Public IP Private IP AccountStatus  Site Name  Last Config Time Options 2]

* 00:0B:82:9A8F:2C | RebootDevice  Xv3370 20.19.8.1 192.168.126.215  192.168.126.215 default 2019/11/07 14:21 o B ©

Factory Reset

B * C0:74:AD01:B4:80 1 RP2614 — — — Abnorma default & Provisioning S B ©
Transfer Device

B * CO74:AD05:C6:6C - GRP2614 — — — count default & Provisioning Su @ (S]

B * C0O:74:AD05:D4:82 — GRP2614 — — — No Account default & Provisioning S @ O

B * C0:74:AD01:B5:00 — GRP2614 — — — No Account default & Provisioning S @ ©

# C0:74:AD:05:C4:C0 — GRP2614 — — — No Account default & Provisioning S B ©

© 00:0B:82:E5:8C:CD 00:0B:82:E5:8C:..  DP750 01112 192.168.200.27 192.168.200.27 0-00 2019/11/01 09:09 H®E 0

* 00:0B:82:FA:ES:AF — GXP2140 - — — No Account default Not configured S B8 30O

# 00:0B:82:FAE5:50 — GXP2140 — — — Normal v default Not configured Su @& (@]

# 00:0B:82:FAES:52 — GXP2140 — — — No Account default Not configured So @ (@]

Total 260 2013 4] —~ 26> 10/page

Figure 54: Delete Device

2. Click on the OK button on the pop-up window to confirm deleting the devices, and the selected
devices will be deleted immediately from the GDMS platform. The timing tasks involve the deleted

devices will be canceled either.

Delete the 2 selected device(s)?

Figure 55: Delete Device Prompt

Export Device

page. The exported list includes all device and account information.

To export the entire device list, click on the button in the top-right corner of the device list
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Manage Device via GDMS Support

If the user's device is abnormal and wants Grandstream Support to troubleshoot the problem, the user can

enable to manage the device through GDMS Support.

After the authorization is assigned, Grandstream Support can diagnose the device and assign parameters

to the device.

1. On the VolIP Device list, click the “More” button @ following the device and select to access the

“Authorization Management” interface, as the screenshot shows below:

Authorize GDMS Support to manage this
device?

Cancel

Figure 56: Authorization Management

2. Enter the authorization duration, which can be set between 1 to 9999 minutes, according to the time

required for problem troubleshooting.

3. Once the user clicks the “Authorization” button, Grandstream Support can only manage the device
within the authorization period. Once the authorization period ends, Grandstream Support cannot manage

the device.

Stop Authorizing Manually

1. When the problem is confirmed, the user can end authorization manually. The user can click the “More’

©

screenshot shows below:

button following the device, and select to access the “Authorization Management” interface, as the
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Authorization Management

You have authorized GDMS Support to manage this device.

Authorization Time 2021/01/18 02:54-2021/01/18 03:54

Stop Authorizing

Figure 57: Stop Authorizing Manually

2. The user can click the “Stop Authorizing” button to stop managing the device immediately, then

Grandstream Support cannot manage the device.

GDMS User Guide Page | 82
Version 1.0.10.23




GRANDSTREAM

CONNECTING THE WORLD

UCMRC SYSTEM

Dashboard
Device Statistics

The Device Statistics page provides an overview of the following information:

o Total Devices

o Alert Management
¢ VolIP Device Status
e VolIP Device Type

¢ UCM Real-time Status

&) coms Q world € OrderHistory M0 yowull22
Dashboard
© Dashboard Device Statistics Call Quality Device List

Total Alerts

VolP Device Status VolP Device Type

UCM Real-time Status

Figure 58: UCMRC Dashboard

Table 16: UCMRC Dashboard Labels

T

Total e UCM Device: Display the number of all UCM devices in the enterprise.
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VOIP Device: Display the number of VolP devices that use the UCM
extensions in the enterprise.
Total Extensions: Display the number of extensions reported by all UCM

devices in the enterprise.

Alert Display the latest 5 high and medium-level alert messages of the UCM devices in

the GDMS platform.

VoIP Device Status Display the number of devices that are currently online, offline, and network

restricted:

Online: The network connection between the device and the GDMS
platform is normal.

Offline: The device is disconnected from the GDMS platform.

Network Restricted: The network connection between the device and

the GDMS platform is abnormal.

VoIP Device Type Display the number of devices in each category: audio and video.

Audio devices: GRP series, DP series, GXP series, and WP series

Video devices: GXV series

UCM Real-time Status  Display the real-time status of all UCM devices in the current GDMS platform:

Device: Display the MAC address of the device.

Resource Usage: Display the usage of CPU and memory.

Current Calls: Display the number of current calls and the remote calls.
Current Meetings: Display the number of ongoing meetings.

SIP Extension Status: Display the number of the extensions which have
been registered and unregistered.

Connected Interface: Display the names of the connected interfaces.
Trunk: Display the number of total trunks, the number of the trunks in
idle/busy/abnormal state, and the number of trunks that are unmonitored.

UCMRC Plan: Display the UCMRC plans status, which is valid, almost
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expired, and expired.
e Storage Space: Display the storage space details of UCM local and
cloud space usage.
Note:
Only UCM devices firmware version 1.0.11.X or higher version support displaying

the real-time status.

Call Statistics

The Call Statistics module displays all UCM devices’ call statistics information in the current system.

The user can select up to 3 UCM devices at one time to view the call statistics information in the latest 7/30

days.

The call statistics information contents include the number of total calls, the number of total remote calls,

and the number of maximum concurrent remote calls.

&) cbms Q woid v @ ordertiscory AP e

Overview

Total Calls Total Remote Calls

Max Remote Sessions

Figure 59: Call Statistics

Device List

The Device List module displays all devices listed in the UCMRC system of the current enterprise account,

including the VoIP devices and PBX devices. Users can search devices by MAC addresses of the devices.
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&) cpoms Q World v € OrderHistory MR yoxuu1122
[l Dashboard

© Dashboard Devce e

Default Organization

Figure 60: Device List

Overview

The Overview module displays the overview information of each organization, including the Device
Statistics and Call Statistics.

Device Statistics
This module displays the same information in the UCMRC system - Dashboard -> Device Statistics.
Call Statistics

This module displays the same information in the UCMRC system - Dashboard - Call Statistics.

Extension

The module displays the extension information of all UCM devices in the selected organization.
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&) cpoms . Q world ~ € OrderHistory 4 riyac -

Extension 4\ [ Fix Now | | Export Extension

UserID ¢ Account Name & Display Name Email ¢ SIP Server & Date Modified 2 Options
1010 1010 - - duweUDP) (192.168.129.94:5060) 12/05/2022 05:58PM S B
1009 1009 - - duweyUDP) (192 168,129 94 5060) 12/05/2022 05:58PM H B
L Extension
1008 1008 - - duweKUDP) (192.168.129.94:5060) 12/05/2022 05:58PM S 8
1007 1007 - — duweKUDP) (192.168.129.94:5060) 12/05/2022 05:58PM S 0
1006 1006 - - GuweNUDP) (192 168.129.94:5060) 12/05/2022 05:58PM H @
1005 1005 - - GUWeNUDP) (192.168.129.94:5060) 12/05/2022 05:58PM S @
1004 1004 - - duweUDP) (192.168.129.94:5060) 12/05/2022 05:58PM H @
1003 1003 - - duweKUDP) (192 16812994 5060) 12/05/2022 05:58PM H B
1002 1002 - - GuweiUDP) (192168129 945060) 12/05/2022 05:58PM S @
1001 1001 - - GuweiUDP) (192.168.129.94:5060) 12/05/2022 05:58PM %S @
1000 1000 - - GuweHUDP) (192.168.129.94:5060) 12/05/2022 05:58PM K@ ‘

English -~ (GMT~08:00) Bejjing,

Figure 61: Extension Management Interface

If the extensions in the UCM device have not been synchronized to the GDMS platform yet, the user can
click to view the UCM devices which have not synchronized the extensions and the corresponding reasons

on the GDMS platform. Please see the screenshot below:

UCM der ;. envonczed reason xtensions

1. Extension syncing is not enabled
2 Device Offine

Device
0 3. No extension added

0008:82:A4 6EBF (6eblagacigadfbedfagadfy.  Other
CO:74AD-OABE 9A (8#96.) Otner
CO74AD2A4B3A Other
C0:74:AD29.68:00 Premium plan not used

C0:74AD45.4E-44 Other

Figure 62: UCM Devices That Have Not Synced Extensions
Note:

® |f the user has not purchased a UCMRC plan with the corresponding feature, the user cannot
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synchronize the extensions in the UCM device to the GDMS platform account.

® If the user has purchased a UCMRC plan which contains the extension synchronization feature, the
user needs to access the UCM device management platform to enable the “SIP Extension
Synchronization” feature.

Edit Extension in UCM Web Ul

7!
The user can click r—' button to access the UCM device Web Ul to edit the extensions. As the screenshot

shows below:

3006 3006 — — 00:08:82:A4:6C:4B(TLS) (192.168.129.73:5061 2021/20/10 03:27PM 5 W

Figure 63: Edit Extension in UCM Web Ul
Note:

If the UCM device is currently offline, the user cannot access the UCM device web Ul.

Assign Account

The user can click F@ button to assign accounts to the VolP devices in the current system.

9 © orver ©
Assign account
Add
=
English {(GMT+08:00) Beijing, Ch
Figure 64: Assign Account
GDMS User Guide Page | 88

e Version 1.0.10.23




GRANDSTREAM

CONNECTING THE WORLD

Notes:

e Users cannot edit SIP User ID, Authentication ID, Authentication Password, Display Name,
Voicemail Access Number, and Email options.

e The SIP servers are synchronized from the UCM devices and the remote service addresses of the
UCM devices. The SIP Server field cannot be edited.

o The devices that can be assigned are the same as the devices in the VoIP system.
Delete Account
Users can delete one or multiple extensions in this module.

I Delete
1. Select an extension to delete, click ] button or button to delete the extension. The

user can select to delete one extension or select multiple extensions to batch delete the extensions.

2. Click on the “OK” button, the deleted extensions will be disassociated from the corresponding UCM
devices.

Delete the SIP account "4006"7

Figure 65: Delete Account

Modify SIP Server

Users can modify the SIP server of one or multiple extensions in this module.
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1. Select the extension that the user wants to modify the SIP server.

2. Click on button and select the new preferred SIP server.

3. Click on “OK” button to apply the changes. Once the SIP server is modified, the new SIP server settings
will be assigned to the associated device.

Modify SIP Server

ress wil be assigned 1o e comespanding devices

123(1232)
<074ad0aBede 2 gdms cloud(TLS) (c07dad0asede a.gdms cloud 5061)
00.0882:A46C 4B(TLS) {192.168.129.73.5061)
00.0B:82:A4:6C4B(TCP) (192 168.129.73:5060)
6CAB(TLS) (000b82246¢4b 2 gOms cloud:5061)
)(192.168.129.73:5060)

26.118:5061)

Figure 66: Modify SIP Server

Export Extension

Users can click the “Export Extension” button on the right upper corner of the Extension module to export

the extensions in the current enterprise in the GDMS platform.
Note:

Users cannot add extensions in this module, and all extensions are synchronized from UCM devices.

UCM Device Management

The UCM Device menu shows all associated UCM devices. Users can view the firmware version numbers,
IP addresses, plans, and other information of the UCM devices. It also allows users to access the device,

upgrade firmware, reboot the devices remotely, etc.
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B ucw device CO74ADIEBITO
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N pas JEMB301 10157 memye 3 gdms.cloud:S061(TLS) - Def (S
4:AD2A:48
o4 ng fi o Nc e
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CoranD o an f— coraadzadnae c gims coudsos. -~ Psness D D@ O
AAD1E
" ; 74d1b8ded c go wangfest - % O @ O
o UCME208 — — e e wang first 0@ 0
Private IP; —

English - (GMT08:00) Bejing, Ch

Figure 67: UCM Device Management interface

Table 17: UCM Device Management

s o

Status indicator The device is offline.

The device is online.

The device network penetration (NAT) is abnormal, the GDMS server cannot

connect to the device, but the device can periodically execute

Firmware 0) L e o o .
) This icon indicates device firmware version is too low, and the device cannot be
version too low

used normally with GDMS.

Plan expiring
This indicator means the plan is expiring soon or already expired.

Table 18: Operation Instructions

Sorting
Click on the sorting buttons to sort the list by various columns in
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ascending/descending order.

Custom Display B
Option Click onthe ™ button on the top right corner of the list to select the columns

to show and/or hide.

Search In addition to being able to search for devices with the search bar near the top-
right corner of the page, users can further refine search results by clicking on

the Filter button by specifying device status, site, city, and firmware version.

Refresh List All Models Filcer ~
All Cities All Device Status All Firmware Version

Figure 68: Search Devices

Add Device

To add a new UCM device to the GDMS platform, users can click on the Add Device button. Please see

the screenshot below:

Add Device (To Default) X

Device Name

* MAC Address m :
* Initial Password
* Site

Select from existing sites

]

Figure 69: Add UCM Device

Table 19: Add UCM Device

Device Name (Optional) This option is used to set the name of the device so that the users could
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identify this device. The maximum number of the input characters is up to 64.

MAC Address (Required) This option is used to enter the MAC address of the device. (Locate the MAC
address on the MAC tag of the unit, which is on the underside of the device, or the
package. Or the address can be viewed on the UCM Web GUI > System Status ->
System Information - Network interface (LAN MAC address).

Initial (Required) This option is used to enter the Initial Password of the device. The original
Password password can be viewed on the UCM'’s case or LCD.
Select Site (Required) This option is used to set which site this device belongs to. The newly created

site name is the same as the name of the UCM device, as the first level site. The user

can also select another site.

Notes:

e Currently, users can only add UCM63xx devices to the GDMS platform.

e When the device is added to the GDMS platform successfully, the SIP accounts in UCM63xx will
be synchronized to the GDMS platform by default. If the user wants to turn off the synchronization

function, please refer to the UCM63xx RemoteConnect Guide for details.

e Users could click on the “Save” button to save the configuration.

e Each device can only be associated with only one GDMS account.

o Users can use the search bar on the Device page to find added devices via device name, MAC

address, and sites.

After clicking the “Save” button, the device will be added to the GDMS platform successfully, and the user

can apply for a UCMRC advanced plan free trial for this device.
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Added device successfullyl You can now start using UCMRC servicel

yWece with remote  Be slerted by events in realme

Figure 70: Added Device Successfully

Note:

® Each UCM device only can apply for a UCMRC advanced plan free trial once for 3 months. If the user
purchased a UCMRC plan before or applied for a UCMRC plan free trial before, the user cannot apply
for another free trial anymore.

® |f the user has not applied for a UCMRC plan free trial before, the user can apply for it on the “UCM
Devices” list.

Batch Import Devices

Users can import multiple devices by uploading a file. Click on the Import Devices button on the Device

page to get started. The following window will appear:
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Import Device (To Default Organization) b

4

Click or drag and drop file here to upload

3] Device Template

Cancel

Figure 71: Import UCM Device

[ Device Template

e Click on the ! ! button to download the template. Users must follow the

instructions to enter the required information.

e The template will have the following fields:

Table 20: Import UCM Device Template

MAC Address Users need to fill in the MAC address of the device in this field (Required). For instance,

Original

Password

Device Name

Site Name

000B82E21234, and supports filling” and “-” characters in this field.

Users need to fill in the original password of the device in this field (Required). The original

password can be viewed on the UCM'’s case or LCD.

This option is used to set the name of the device so that the users could identify this device

(Optional). The maximum number of the input characters is up to 64.

Enter the site to assign this device to (Required). If the site is under more than one level,
all site levels must be included in the site name (e.q.,
first_level/second_level/.../new_site). If the site level does not exist, it will be automatically

created. The maximum character limit is 64.

e Users can drag the file to the pop-up window, or they can click the upload button to select a file

from their PC to import.

V- S
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e Once the file is imported into GDMS, the result window will appear. If any data failed to import

successfully, users can export the problematic data, re-edit, and attempt to import them into GDMS

again.

Notes:

e  Currently, users can only add UCM63xx devices to the GDMS platform.

e When the device is added to the GDMS platform successfully, the SIP accounts in UCM63xx will

be synchronized to the GDMS platform by default. If the user wants to turn off the synchronization

function, please refer to the UCM63xx Remote Connect Guide for details.

¢ If an existing device on GDMS is imported, the device’s existing information will be replaced with

the newly imported information.

e If adevice’s MAC address and serial number are invalid, the import will fail.

View Device Details

Click on the O button to view a specific device’s system information.

UCM Device

00:0B:82:A4:6E:BF

Gebfagadfgadibebfagadigadi6ebagadigadice.

Total 2

UCM6302

UCMe302

Al Types
All Cities
Firmware Version Server Address Plan

001580 testaaa.a.gdms.cloud:5061(TLS) - Enterprise

Figure 72: View UCM Device Details

All Models Filter ~
Online Al Firmware Version

IP Address Site Name Options

Public IP: 192.168.129.73

22 o
Private IP: 192.168.129.73 CREERNEED i @ (=)

Public IP: — oo (2 Edit Device
Private IP: — = UCMRC Settings
28 Custom Wave Logo
Back up UCM Data
& Authorization Management
[E] Operation Logs
B Task History
(® Upgrade Firmware
@ Reboot Device

T Delete Device

In the UCMRC system, the user can quickly view all SIP server addresses in the Device List. For a certain

SIP server address, the user can quickly view the advanced settings of the SIP server, including all

advanced settings of the SIP server in the VoIP system.

The device details include System information, Network information, etc.

V- S
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&) cGoms Q world ~ € OrderHistory 4 ryao
UcM Device B B2
I Ty Mode i
Defauit
CO:74:AD:454E 44 UCMe301 - el - Defaul o/ o
00:08 82:A4:6E:89 = Abace Enterprise i olcle)
& ucom Device A s B
0 8 : 3 &0
4AD:29:68:0 UCME308 - - e, o®do
4AD:2A:4B:3A u - - ef o0& o
N Ao u terpr @ ¢-5061(T 00882a46c48 % @ B O
©® 00:08:82:A4 6E.BF Enterprise
JCM6302 004160 l; - B 8 OB O

Figure 73: UCM Device Details

The device details include System information, Network information, etc.

&) cpms Q world © OrderHistory 42 riyao
JCM Devce - Device Details (<script>test</script> 00:08:82:A4:6C:48)
Overview  StatstcsReport  System informaton Plan Information
4 pace: 314 59K8/1
Defauit
Extension Status VolIP Device Status Server Address
.
°
B uom Device
testasa .gdms cloud (4
Call Statistics 202204109 - 2022104115 Alerts

Figure 74: UCM Device Details
Note:

The information on this page is obtained from the device in real-time. If the device is offline, the details page
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will be inaccessible.
View Device Plan

Select the plan for a specific UCM device to view the plan of the device, expiration date, currently used

cloud storage space, and total cloud storage space.

UCM Device adavewce [l importevice |

511 f2et (O]
a0 s B _ o a o
B ucM Device - o s o
C0:74:AD0A BE-9A L f terprise (1 d exg v D 3B O
d 4 expires) fu
4 80 = = (O]
1AD 248 . - - "o f oN=N¢]
a8 . . ! 48 @@ o
o 6E:BF 4 _ 5 ,J 2 : m
(]
Figure 75: View UCM Device Plan
Access This is used to configure Wave phones so that Wave users can connect to the UCM

Server server and make calls at anytime, anywhere on any network.

If the user wants to configure the remote service address on the terminals for remote

calls, the user can enable the button @ and obtain the remote service address.

Storage Refer to the current storage space used by the UCM device, and the total storage space

Space of the UCM device. If there is not enough space, the backup files cannot be stored.
The used storage space contains:

® Used storage space by cloud storage (excluding the space allocated to the Cloud IM

service)

® The maximum storage space allocated to the Cloud IM service
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Device Plan Refer to the current plan and add-on plan of the device. If the plan has expired, the user

can only use the Basic plan as the current plan.
After adding the device to the GDMS platform, the user can apply for a UCMRC advanced plan free trial

for 3 months by clicking the button ® .

&) coms Q world ) orderHistory @2 yowu1122

Figure 76: Apply for Free Trial

Notes:

o When the plan has expired, the user can only use the Basic plan as the current plan, some functions

will be unavailable.

e When the plan has expired, the files exceeding the storage space will be deleted after 7 days.

Please download the backup file in advance or renew the plan.

o When the plan has expired, the UCM custom address will be deleted after 7 days.

e If the user has purchased a UCMRC plan before or applied for a free trial before, the user cannot
apply for another UCMRC plan free trial anymore. The duration of the free trial is 3 months. When
the free trial expires and the user has never purchased any plan for the UCM device, the plan of

the UCM device will be downgraded to the Basic plan.

Remote Access to UCM Web Ul

On the GDMS platform interface, even though the UCM is under the internal network, the user can remotely

access the UCM Web Ul through the external network for viewing data and configuration.

Prerequisite: UCM device firmware version must be later than 1.0.15.1.
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=]
1. Go to Device Management > UCM Device interface, click on the button “® of the specific UCM

device, as the screenshot shows below:

® 00:0B:82:A4:6C:4B 000B82A46C4B UCMe302 002230 Platinum (Beta) 192.168.129.73 192.168.129.73 Default o O |

Figure 77: UCM List

2. Go to the UCM Web Ul log in to the UCM device through the username and password, as the

screenshot shows below:

g GRANDSTREAM

Welcome to the UCM6302

Figure 78: UCM Login Interface

3. After logging in, the user can operate this UCM remotely by accessing the UCM device under the local

network, as the screenshot shows below:
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© UCME308

‘Dashboard
— 12%
R, Sd—— \/ 70/0
taty unk C
‘J O : o 185.00 KB/5.00 GB
W uss
Figure 79: UCM Home Page
Note:

e Users do not need to configure the external network for UCM devices and access the UCM devices
with encryption through the GDMS platform. However, the network environment of the UCM

devices is allowed access through external networks.

e Users can assign permission that remote access to UCM Web Ul without entering a password.
Once the permission is assigned, the user can remotely access the UCM Web Ul through the

GDMS platform without entering the UCM password.
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RemoteConnect

plan Plan settings Integrated Customer Service Enterprise Ul customization Statistics GDMS Cloud Storage Space
| General
SIP Extension Sync
Media NAT Traversal Service

Alert Events Sync

Remote Login Alarm: Go to Page

| Storage & Backup

CDR Stored in GDMS Cloud

Back up to GDMS Go to Page
Recordings Stored in GDMS Cloud Go to Page
Chat Data Cloud Storage Go to Page

| Passwordless Remote Access

Enable Passwordless Remote Access

Passwordless Remote Access Account: admin

Figure 80: Remote Password Access

UCM Device Diagnosis

On the UCM Device list, users can click the Diagnosis button following the UCM device to diagnose

UCM device, including UCMRC Connection, Ping/Traceroute, Syslog, Capture Trace, Network Diagnostics,

and System Status.

® 00:0B:83:00:00:01 UCMB301 10133 Platinum (Beta) 192.168.129 60:5061(TLS) *** Default ?.E, O O

Figure 81: UCM Device Diagnosis

If the UCM device which is using the UCMRC services has any problems, the user can diagnose the UCM
device and troubleshoot the problems remotely. The user can try to fix the problems based on the

suggestions and click on the “Feedback” button to send the logs and descriptions to our technical support.
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Diagnostics Details
-
< Diagnostics Log
(0] @

SCript>test/script

00:0B:82A4:6C:4B

192168.129.73
UCME302

Device Cat
PBX Device

(%) Diagnostics

Figure 82: Diagnostic Details
View Statistics
Daily Report

Prerequisite: The UCM plan contains the permission for this function.

The UCM device collects the data report of the day and sends it to the GDMS user or the configured email

box.

Please refer to the screenshot below for the daily report email:
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UCM Device MAC
Device Time Zone
Software Version
Run Time

Device Starage
Cloud Storage
Total Calls
Remote Total

Max Concurrent

Number of Calls by Type

Max Allowed UCMRC Registrations

Max Allowed Local Registrations

00:0B:82:A4:6C:4B
Etc/GMT-8
011511

12days 14:6:27
718.04MB/23.11GB

0B/59.99GB

Audio Call
Access Control Call

Multimedia Meetings

Surveillance Camera Call

Video Call

GXP2160

GXP2200

GXV3240

Wave Web

Figure 83: UCM Statistics Report

Table 21: UCM Statistics Report

The time of sending the data is displayed according to the local time zone

Statistics Time
of the UCM device.

Device

Time Zone

The local time zone of the UCM device.

The MAC address of the UCM device is counted.

GDMS User Guide
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Firmware Version

Running Time

Storage Space

Cloud Storage Space

Total Calls

Total Remote Calls
Max Remote Sessions
Call Type Statistics

Max Allowed UCMRC

Registrations

Max Local UCMRC

Registrations

Max Time Per Remote
Call/Meeting

Aggregate Time for

Remote Calls/Meetings

Notes:

W GRANDSTREAM
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The current firmware version number.
The running time displays the deadline for reporting the data.

By the reporting data time, it displays the usage of the local storage space
of the device. If the usage reaches 80%, the indicator will be marked in

red.

By the reporting data time, it displays the cloud storage space usage of

the device. If the usage reaches 80%, the indicator will be marked in red.
The total number of calls on the reported day.

The total number of calls made by the remote users on the reported day.
The maximum number of concurrent remote calls on the reported day.
The distribution of all call types on the reported day.

The maximum number of remote registered extensions on the reported
day.

The maximum number of local registered extensions on the reported day.

The maximum call duration of the single remote call on the reported day.
If the maximum call duration of the single remote call reaches 90% of the

plan limitation, the value will be marked in red.

The total remote call duration on the reported day. If the total remote call
duration reaches 90% of the plan limitation, the value will be marked in

read.

e Some data are only available for data statistics in the premium plan.

e The daily report sending time is according to the 0 a.m. of the UCM local time zone.

View Statistics Report (Last 30 days)

Prerequisite: The UCM plan contains the permission for this function.

V-
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1. Go to Device Management - UCM Device interface, click on the button ® of the specific UCM
device, and select the “Statistics Report” menu.

2. Users can only view the statistics report for the last 30 days. The reports will be sorted by the local

time zone of the UCM devices, as the screenshot shows below:

UCW Device ~ Device Details (<script>test</script> 00:0B:82:A4:6C:4B)

Overview  StatisticsReport  System Information Plan Information

[ Email Notification Settings

Statistics Time Software Version  Running Time DeviceStorage  Cloud Storage  Total Calls  Total Remote Calls  Max Remote Sessions. 1 ™ number of Meximum number of Callype B
UCMRC registration local registration

2022/05/30 0.1.15.11 13days 14632 718.44MB/23..  0B/59.99GB 0 0 0 0 i1=]

2022/05/29 0.1.15.11 12days 14:6:27 718.04MB/23. . 0B/59.99GB 0 0 o 0 4 E E
2022/05/28 0.1.15.11 11days 14:6:18  717.64MB/23...  0B/59.99GB 0 0 0 0 =] [
2022/05/27 0.1.15.11 10days 146:18  717.24MB/23..  0B/59.99GB. 8 0 0 0 i1=] [
2022/05/26 0.1.15.11 9days 14:6:14 716.81MB/23. .. 0B/59.99GB 12 0 0 o 4§ E
2022/05/24 0.1.15.11 7days 14:6:8 716 01MB/23. . 0B/59.99GB 10 0 o 0 4@ E
2022/05/23 0.1.15.11 6days 14:6:4 715.60MB/23...  0B/59.99GB 7 0 0 0 =] [
2022/05/15 0.1.15.11 2days 15:1:3 915.67MB/23..  0B/59.99GB 0 0 0 [
2022/05/14 0.1.15.11 1days 15:1:3 915.27MB/23.... 0B/59.99GB 0 0 o E
2022/05/13 0.1.15.11 0days 15:1:3 91487MB/23...  0B/59.99GB 14 0 0 [

Figure 84: View UCM Device Statistics Report

3. Click on the button = to view the type and amount of the connected device on the current day to

the UCM device:

Number and device of bound extension account X
1.GXV3240 1
2.GXV3370 1
3 Wave/webrtc_chrome 1
4 Wavefwebrtc_firefox 1

Figure 85: View Connected Devices Type/Amount

4. Click on the button E to view the call type statistics of the current day:
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Number of calls by type P
1.Audio Call 10
2 Audio Conference 0
3Video Call 26
4Video Conference 0

Figure 86: View Call Type Statistics

I Call Statisti
5. Click on the button to view chart statistics of the number/type of calls in the last 7

days or last 30 days, as the screenshot shows below:

Figure 87: View Call Statistics Chart

Set Daily Report Receiving Mailbox

Prerequisite: The UCM plan contains the permission for this function.

GDMS platform will send a daily report email of the UCM device every day. Click on the button

©A Email Norification Settings on the UCM Device —> Statistics Report interface to configure the email

receiving mailbox, as the screenshot shows below:
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Email Notification Settings
Daily Email Notification (@)
Time Zone (GMT) Coordinated Universal Time
Send Time 08:00

Repeating @ Daily
Every Monday
Per month 23Day

Per month Fourth Monday
Receiving Email Address

° Add Email Address

Cancel m

Figure 88: Set Daily Report Receiving Mailbox

Table 22: Set Daily Report Receiving Mailbox

Daily Email This is used to configure whether the user wants to send the daily report to the mailbox
Notification every day. If not, no mail notification will be sent, and users can view the statistics report
on the GDMS platform.

Time Zone This is used to set the time zone of the daily report.
Send Time This is used to set the sending time of the daily report.
Repeating This is used to set the repeating sending time of the statistical report. Once this

configuration is set, the statistical report will be sent to the configured email box

periodically.

Receiving Supports entering any email address. Users can click “Add Email Address” to add

Email Address  multiple email addresses to receive the daily report.

View Operation Logs

Prerequisite: The UCM plan contains the permission for this function.

Users can view all operation logs on the GDMS platform for the UCM devices.
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1. On the UCM Device List, select the menu button O following the specific device, and click on the

“Operation Log” button.

2. Operation logs include Remote accessing UCM Web Ul logs, restarting logs, and firmware upgrading

logs.

Note:

Users could only view the device operation logs for the last 30 days.

PBX Device - Operation Logs (00:0B:82:DB:8E:17 00:0B:82:DB:8E:17)

All Levels All Operations Filter ~
Username Log Contents Level Operating Time &
Grandstream Cancel/Stop "Reboot Device" Immediate task: 11 Medium 2020/07/13 11:37
Grandstream Add "Reboot Device" Immediate task: 11 High 2020/07/13 11:36

Grandstream log.pbx_device_add Medium 2020/07/10 19:50

Total 3 [ ] 10/page

Figure 89: View UCM Device Operation Logs
Custom Remote Access Domain Name

Remote Access Domain Name is used to configure Wave application so that Wave application can connect

to UCM server and make calls at any time, anywhere under any network environment.
Prerequisite: The UCM plan contains the permission for this function.
You can also customize your domain to access Wave Web RTC page/ UCM portal.

1. Go to Device Management -> UCM Device interface, click the Edit Device option for the specific UCM

device, and access to “Device Edit” menu.

2. If the user wants to configure this address on the soft terminals for remote calls, the user can click the

button () and customize the remote domain address. Please see the screenshot below:
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Edit Device
MAC Address 00-0B-82-A4:6C-4B
Device Name <sCript>test=/script>
*Site | 00:0B:BLA4.6C4B

Remarks

Access server @ (@D

Zone | LosAngeles

Default Server Address 000b82a46c4b.a.gdms.cloud

I l—_) Switch to Custom Domain

* Custom Server Address testaaa a.gdms.cloud °

Cancel m

Figure 90: Device Edit Menu

3. Click on the “Personal URL” field, and enter the preferred URL, such as

{yourdomain}.zoneb.gdms.cloud

* Custom server address zoneb.gdms.cloud €3

Figure 91: Custom UCM Remote Access Domain Name

4. If the plan has a custom domain name function, the user can click on the “Custom Domain” option and
enter the server address with the private domain name, and the user also needs to enter the custom

certificate of the domain name.
Note:

The custom address needs to be resolved to the existing default server address (e.g.,
XXXXXxxX.zonea.gdms.cloud), otherwise the custom address cannot be recognized, and Wave users cannot

connect to the UCM device through the custom address.
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Custom server address o

Private secret key

Public secret key certificate

Certificate chain

Figure 92: Enter Private Domain Name and Certificate

5. If the user needs to modify the information, the user can click on the button 0 to add a new custom

server address.

6. Click on the “Save” button to apply the settings. Then, both the default server address and the new

custom server address can be used.
Note:

If the user modifies the custom server address, the phones or Wave applications that use the previous
custom server address need to be re-configured with the new custom server address. Otherwise, the

service cannot be used normally.
Synchronize UCM Device Alert to GDMS

Only the advanced UCM Remote Control plans support synchronizing UCM device alerts to the GDMS

platform. For UCM Remote Control plans details, please refer to our official website.

1. Users need to enable UCM alert notifications on the management platform of the UCM device. For

details, please refer to the UCM User Guide on the UCM product page.
2. The alerts generated in the UCM device will be synchronized to the GDMS platform.

3. Users can view all UCM alert notifications in the GDMS platform, and set the alert notification methods:

Email Notification, Message Notification, or SMS Notification.
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Reboot Device

Users can reboot UCM devices from GDMS instantly or set up a schedule to reboot the UCM devices.

1. Select a UCM device from the GDMS - Device > UCM Device page, and click on “Reboot Device”.
Or select multiple UCM devices by clicking More - Reboot Device.

2. The users can select to reboot the device immediately or set up a schedule to reboot the device. For a

scheduled reboot, please select the start and end times of the task. Reboot will be performed during this

period.
|
Reboot Device X
Task Time Immediate @ Scheduled
* Task Name
* Run Time 2020-07-1312:05 - 2020-07-13 23:59

Figure 93: Reboot UCM on GDMS
3. After saving the reboot configuration, users can view the status of this task from the GDMS - Task page.
Note:

If the task is failed, the GDMS platform will send the system notification to the user.
Upgrade Firmware

Upgrading UCM firmware via GDMS is supported. Please note there must have UCM official firmware or

customized firmware available on the GDMS platform first.

1. Select a UCM device from GDMS - Device > UCM Device and click on “Upgrade Firmware” as
shown in the below picture. Users can also select multiple UCM devices and then click on “Upgrade

Firmware” to perform a batch upgrade for all selected UCMs.
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e o Frer -

MAC Address Device Model Firmware Version Plan Server Address Site Name Options 8
Enterprise -
CO:74:AD:45:4E:44 UCME301 = N ?7 - — Default @ (@]
K @ Edit Device
00:08:82:A4:6E:B9 (Host neerprise
o UCME302 10155 . ?7 B 000b82a46eb9-11645.a gdms.cloud:5061(.. = Def:
C0:74:AD:0A:BE:9A [Spare - Business
UCME308 10118 000b82a46eb9-11645.a gdms.doud:5061(.. = €07
&H96" Pending D
& Authorization Management
Enterprise ired
C0:74:AD:29:68:00 UCMe308 — 4 — Def.
Pending Delive; [E] operation Logs
Task History
Business
C074:AD:2A4B:3A UCME304 - - B - Def]
ending @ Upgrade Firmware
@ Reboot Device
® 00:08:82:A4:6C:48
. UCM6302 0.0.158 @ Enterprise testaaa.a.gdms.cloud:5061(TLS) -+ 00t .
<script>test</script> T Delete Device
® 00:0B:82:A4:6E:BF Enterprise
) 5 ) UCM6302 0.0.4.16 ® P — 000BB2A46EBF 2 OE O
Gebfagadfgadféebfa sebfagadfgadfe Pending De
Total 7 [1 ] 10/page

Figure 94: UCM Devices Listed in GDMS

2. Select upgrade immediately or set up a schedule to perform the upgrade. For scheduled upgrades,

please select the start and end times of the task. Upgrade will be performed during this period.

Upgrade Firmware X

* Firmware Version
Task Time Immediate © Scheduled
* Task Name

* Run Time 2020-07-13 1210 - 2020-07-13 23:59

Cancel Save

Figure 95: Upgrade Firmware Configuration on GDMS

3. Save the configuration. Then the users can view the task status under the GDMS Task page.
Note:

If the task is failed, the GDMS platform will send the system notification to the user.
Edit Device

Users could edit the UCM Device name and which site the device belongs to.

7]
1. Inthe device list, click on the button r—' to Edit Device to access the device editing page.
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UCM Device [—— Export Device
Refresn List All Types All Models Filter
MAC Address Device Model & Firmware Version Plan Server Address Site Name Options @
Enterprise
COT4ADASAE44 UCMB301 - B - Default (O e]
?D;B B Uemezoz 10155 Freerpre 000b820466b3.11645 3 gdms.cloud S061(.. = Def
" "
C0:74:AD:0A BE 94 (Gpare Business
0 TasDOREE UCME308 10119 000b82ad46ebd-11645 2 gdms cloud: S061(... *+ €03
£ Authorization Management
Enterprise - (2R
CO:74:AD:29:68:00 UCME308 - . - - Def.
ding B) operation Logs
Task History
T4AD2A48 3A UCME304 Business Def.
o - Pending Delever - @ Upgrade Firmware
@ Reboat Device
® 00:0BE2A4ECAB
UCME302 00158@ Enterprise testaaa.a gams.cloud S061(TLS) -+ 004
SCrIpL=est</script: B Delete Device
® 00:0B:82 A46E BF Enterprise
M 41 - 0 A6EBF o
seblagadigadicebfagsdigadioenfagadigadfe. U0 0203 00416@ T 0008824465 Mol Ne)
Total 7 n 10/page

Figure 96: Edit UCM Device Option

2. Users will see the device editing page as the figure shows below:

Edit Device
MAC Address 00:0B:82:A4:6C:4B
Device Name <script>test</script>
*Site | 00:0B:82.A4:6C:4B

Remarks

Access server @ @D

Zone | LosAngeles

Default Server Address 000b82ad6c4b.a.gdms.cloud

[ % swirch ro Custom Domain

* Custom Server Address | testaaa a.gdms.cloud @

Figure 97: Edit Device

3. Users can modify the GDMS server region by clicking on the drop-down menu of the “Zone” option.
When the device is online for the first time, the GDMS platform system will set the region based on the

nearest region to the device automatically.
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4. If the plan has the custom server address function, the user can click “Personal URL”; If the plan has
the permission to custom private domain name function, the user can click on the “Custom Domain”

option to configure it.
5. Click on the “Save” button to apply the changes on the GDMS platform.
Note:

After modifying the GDMS server region, the GDMS platform system will generate a new Access Server
address, and the Wave users and the phones which are not connected to the GDMS platform need to be
configured with the new Access Server address manually. If the user is using the Custom Domain, the user

does not need to update the address.

UCMRC Settings

Prerequisite: The user has the corresponding UCMRC plan including this function.

The user can remotely access the PBX device to set the plan of the UCMRC service.
1. Inthe UCM Device list, the user can select the UCM device which the user prefers to access and click

= button to set the UCM device.

@ soms ° -

UM Devee ]

Figure 98: UCMRC Settings Interface
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2. Atter clicking the UCMRC Settings button, the user will be directed to the UCM Web Ul remotely.

3. The user will be directed to the UCM Web Ul - UCM Remote Connect > Plan Settings interface. As

the screenshot shows below:

& UCMe308 Apply Changes.

[ < < ]

Ta RemoteConnect | Storage & Backup

Passwordless Remate Access Account: admin

Figure 99: Plan Settings for UCMRC

Custom Wave Logo

Prerequisite: The user has the corresponding UCMRC plan including this function.
The user can remotely access the UCM device Web Ul to customize the enterprise logo.

1. In the UCM Device list, the user can select the UCM device which the user prefers to customize the

logo and click B button to access the UCM Web UlI.
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) comMs @ world v @ Plan&service v M rjyao ~
ce Add Device Import Device E
UCM Devis
Refresh List All Models Filter
MAC Address Device Model Firnware Version Flar Server Address Site Name options
Basic (Beta)
COT4AD 244834 UCME304 - - Default (0] [e]
# 00:08:83:00:00:01 UCM&301 10133 Platinum (Beta) 192.168.129 60:5061(TLS) - Default BOBE O
B e ® C0:74:AD:0A BE 9E UCME308 10127 Platinum (Beta) c074ad0a8e9¢ 3 gdms. cloud 5061(TLS) = Defa [ Edit Device
&3 uCM Device
® C074AD3CC122(5 hahah 10127 Platinum (Beta) c074ad03829 3 gdms cloud S061(TLS)
£ OA BE-9/ {l )
COTaADOABESA UCM6308 10118 plul 192.168.131.187:5061(TLS) - co:7. [P Backup UCM Data

& Aumorization Management

® 000882 ALEC4B
R UCME302 10134 Platinum (Beta) 192.168.129.73:5061(TLS) =+ oop [E] OperationLogs

[B Task History

. 246 i Platinum (Beta) rade Firmware
oooBEz Al UCM6302 004160 . - oooe  ® Upgrade Firmware
® Reboat Device

Total 7 T Delete Device

& Feedback [EEFIEN (GMT-~08:00) Beijing. Ch

Figure 100: Custom Wave Logo Interface
2. Atter clicking the custom logo button, the user will be directed to the UCM device Web UI.

3. The user will be directed to the UCM Web Ul - UCM Remote Connect > Custom Logo to customize

the enterprise logo. As the screenshot shows below:

Preview: UCM Login

Company Name

> GRANDSTREAM

Logo

110601

T Remoteonnert

10602 2

| L0603

Figure 101: Custom Logo
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Back up UCM Data

Prerequisite: The user has the corresponding UCMRC plan including this function.

The user can remotely access the UCM device to enable the UCM data backup function.

1. Onthe UCM Devices list, the user can select the UCM device, click the button @ to access the UCM
Web Ul, and set the UCM data backup function for the GDMS platform account.

&) coms Q world ~ € orderristory 42 nyao

Figure 102: Back up UCM Data
2. After clicking the UCM data backup button, the user will be directed to the UCM device Web UI.

3. The user will be directed to the UCM Web Ul > UCM Remote Connect - Plan Settings->Storage &
Backup interface and set to back up the UCM data to the GDMS platform account. Please see the

screenshot below:

GDMS User Guide Page | 118

e Version 1.0.10.23




GRANDSTREAM

CONNECTING THE WORLD

RemoteConnect

T2 RemoteConnect | Storage & Backup

| Passwordless Remote Access

Passwordless Remate Access Account: admin

Figure 103: Storage & Backup

Batch Modify Sites

Users could edit the site of a batch of UCM devices on the GDMS platform. The default site is “default”.

1. Select the desired devices and click on the "Site Assignment” button.

Site Assignment

* Site default

Cancel Save

Figure 104: Site Assignment

2. Select the site to assign the selected devices to.
3. Click on the” Save* button, and all selected devices will be transferred to the selected site.

Note:
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Each device can only be allocated to one single site.
View/Disassociate Host/Spare UCM Device

Prerequisite: The user has the corresponding UCMRC plan including this function.

Users can view Host/Spare UCM devices in the UCM devices list, the Host/Spare icon will be marked

following the MAC address, and users can view the corresponding MAC address of the Host/Spare devices.

When the Host/Spare association is established, and once the Host UCM server is down, the Spare UCM
device can still get connected through the Host UCM device’s UCMRC domain name.

The user can click “Remove Relationship” to remove the UCMRC Host/Spare relationship. However, the
local Host/Spare relationship configuration in the UCM devices is still retained. If the user also wants to
remove this relationship, the user needs to go to the UCM management platform to disassociate the

relationship.
€ Pan&service ~ M riyao v
- h List All Models Filter
CO74ADACCT22 Test ucME308 1088 Platinum (Beta) 192168.126.147  Default 1 a o
CO74AD0ABEIE [Spa - uCME308 1088 Open Beta © 192168.126204  Default % Qo
co7aar  HOSTDevice: CO 74:AD 3C.C1:22 (Test) UCME302 — Open Beta — Default = (e]
CO74AD 45 3FFa = UEMe302 - Open Beta - Default =) o
00:08:82 A4 6E BF 000BBZA4BEBF  UCMB302 00416 @ Platinum (Beta) 192168121135 Default [~} a o

Figure 105: View Host/Spare UCM Device

Note:

® [fthe user only purchases one UCMRC plan which contains the HA service for one of the UCM devices,
the HA features for the UCM devices cannot be used normally.

® To ensure that the UCM devices can be used normally under the HA mode, the user needs to purchase
two UCMRC plans with the same specifications and both plans contain the HA service.

Delete Device
Users could delete one UCM device or a batch of UCM devices on the GDMS platform.
1. Select the desired devices and click on More - Delete.

2. Select a UCM device from GDMS -> Device > UCM Device and click on “Delete Device”. Users
can also select multiple UCM devices and then click on More > Delete to perform a batch delete
for all selected UCMs.
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3. Click on the” OK® button on the pop-up window to confirm deleting the devices, and the selected
devices will be deleted immediately from the GDMS platform. The timing tasks involving the deleted

devices will be canceled either.

Delete the 3 selected device(s)?

The device cannot be managed after deleting it.

Figure 106: Delete Device Prompt

Export Device

page. The exported list includes all device information.

To export the entire device list, click on the button in the top-right corner of the device list

Configure Parameter For Device

GDMS platform administrator can configure the parameters of UCM Remote Connect for the device
remotely. Once the device has been configured following the methods below, the device can use the UCM

Remote Connect functions.

Method 1:

1. GDMS platform administrator can go to VolP Account - SIP Account interface, select the SIP

accounts which will be assigned to the device, click on the edit button & to access the account

editing interface:
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Edit Account (UCM)

[ERCC TR Engiish - (GMT-08:00) Beijing Cn

Figure 107: Edit Account

2. Click Add Server option and select the external network server address reported by the UCM Remote

Connect.

3. Assign the SIP server to the device and enter the device MAC address and Account index, then select

the SIP server of the UCM Remote Connect.

4. Click to save and apply the changes for UCM Remote Connect for the device.

Method 2:

Users can select multiple SIP accounts, click the “Modify SIP Server” option on the top of the interface, and
then select the server address of UCM Remote Connect to modify the SIP server address (internal network)

to the server address of UCM Remote Connect for a batch of devices.
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Modify SIP Server

is modified, the new SIP server address will be assigned 1o the corresponding devices.

1P Server  UCMRC A (c074ad06de05-10985 zonea gdms. cloud)

Figure 108: Modify SIP Server Address
Note:

1. When the user configures the server address of UCM Remote Connect for the device, the following
settings will be assigned to the device automatically to ensure the UCM Remote Connect service can

be used successfully:

e S|P Protocol - TLS

e STUN server setting will be changed to the TURN server address of UCM Remote Connect.

2. When the UCM Remote Connect account is deleted from the device, the STUN server setting will be

removed automatically from the device.

Storage
View Backup File

For backup files generated from UCM manually or automatically, they can be stored in GDMS cloud storage.

On the GDMS platform, users can view all backup files.

1. Go to the UCM Backup page, all backup files available for connected UCM devices will be displayed.
The file type includes CDR files, config files, etc.

Note:

It only displays all the backup files of the UCM devices under the current organization. Users can switch

the organization to view the backup files of the UCM devices under other organizations.

2. Click the searching box at the top of the interface to search the backup files by device MAC address,

backup file type, and device model.
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B storage

Figure 109: View Backup File

Note:

e |If the storage space of the UCM device is insufficient, the backup file cannot be stored. Please

clear the storage space or renew the plan to get more storage space.

e Users can subscribe to the email notifications so that the alert message will be sent to the

configured email box by default when the device storage space is insufficient.
Upload Backup File

Users can upload the backup file and recover the backup file on UCM.

1. Go to the UCM Backup page, click on the “Upload File” button in the right upper corner to access the

interface:
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Upload File x

4

Click or drag and drop file here to upload

MAC Address
* File Name

File Type Config Files

Cancel

Figure 110: Upload File

File Click to select the backup file from the local PC or drag the backup file to this field to

upload the backup file. The backup file can be the configuration file of the device.

MAC Address Enter the MAC address of the UCM device for uploading this backup file.

Note: The UCM device must be in the current organization, otherwise, the backup file

cannot be uploaded.
File Name Enter the name of the backup file.

File Type Enter the file type of the backup file so that the UCM device can obtain the backup file
accordingly by the file type.

2. Click the OK button to upload the backup file.
Note:

If the UCM device does not have enough storage space, the backup file cannot be uploaded. The user can

clean up the cloud storage space file for this UCM or purchase an additional plan.

Download Backup File

+
1. On the "UCM Backup* page, click the button — following the backup file to download the file.

2. Download the files locally.
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Notes:
e Users can view the backup files and restore the UCM device quickly without downloading.

e Users can download the backup file manually and restore the UCM device.
Restore UCM Backup File Remotely

Users can restore backup files for UCM devices remotely through the GDMS platform.

1. On the “UCM Backup” interface, select a UCM backup file and click the “Restore” button O to restore
the UCM device.

Figure 111: Restore Backup File Remotely

2. Once the user clicks the “OK” button, the UCM backup file will be assigned to the UCM device to restore
the UCM device.

3. It may take several minutes to restore the backup file for the UCM device. The user can refresh the
interface to view the results next to the MAC address of the UCM device on the interface. As the screenshot

shows below:

@ : Restored successfully. The user can leave the cursor on the icon to view the last restoring time.

®: Restored failed. The user can leave the cursor on the icon to view the last restoring operation time.
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Figure 112: View Results

Delete Backup File

If the user wants to clean up the storage space of the UCM device, the user can delete the backup files in
the UCM device.

il

1. Onthe” UCM Backup® page, click the button M following the resource file to delete the backup file.
Users can also select multiple backup files and click the Delete button on the top of the page to batch delete

the backup files.
2. When the user confirms to delete, the selected files will be deleted from the GDMS platform.
Note:

Please note that when the backup file is deleted, it cannot be restored.

Convert Configuration File

If the user has upgraded the UCM device model, the user can use this function to convert the configuration
file of UCM62xx/UCMB65xx to the configuration file of UCM63xx.

1. Go to the UCMRC -> UCM Backup interface, the user can click the “Convert Config File” button to
access the conversion interface, as the screenshot shows below:
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Convert Config File

‘The configuration files of UCMG2XX and UCMBSXX series can be converted into ICME3XX series

(4]

Click or drag and drop file here to upload

Cancel

Figure 113: Convert Config File
2. The user can click to upload or drag the configuration file of UCM62xx/UCMG65xx to the uploading area.
3. Select the target model to be converted, which means the model of your new UCM device.
4. Select the converted configuration file and save it to the cloud storage space of the new UCM device.

5. The converting duration will last for several minutes. When the conversion is done, the user can
download the converted configuration file on the UCM Backup interface. Or the user can click to download
the converted configuration file directly to the local PC. The user can also restore the configuration file in

the new UCM device directly.
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Convert Config File x

Converted file successfully

The file GSU_backup_2021512.tar has been stored in the corresponding device's backup file.
You can also click to download

Figure 114: Converted File Successfully

Note:

The original configuration file format needs to be a .tar file, and the file size limit is 10GB.

VoIP Device

This module displays all VoIP devices in the current organization.

For more details, please refer to the VolP System -> VolP Device module.

Call Statistics
Statistics Overview

The interface below displays the call quality reported by the device on the GDMS platform.

Prerequisites: The device must use the SIP account in the UCM server which has the UCM Remote
Connect service so that the device can report the call quality to the GDMS platform. This function is
supported in some of the UCM Remote Connect plans, not all plans. Please refer to the official website for

plan descriptions.
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Call Quality

Total Call Quality Call Type

il call Qualiry

Figure 115: Statistics Overview

Table 23: Statistics Overview

Module _____JDescripton

Total VolP Devices Display the number of VolP devices reported by the current organization (only

display the statistics report for the current filter time)

Total Calls Display the number of calls reported by the current organization (only display the

statistics report for the current filter time)

Call Quality Display the call quality ratio and average values for the reported call history by

the current organization (only display the statistics report for the current filter time)

Call Type Display the call types for the reported call history by the current organization (only
display the statistics report for the current filter time)

Note:

® The user needs to purchase the advanced UCMRC plan which contains this service before using the
features. If the phone which has been associated with the GDMS platform has registered the
extension which was synchronized from the UCM device to the GDMS platform (assigned through
the GDMS platform), the phone will report the call quality to the GDMS platform (the audio will not be
collected).

® Supported models: HT8XX, GXV33XX, and GRP260X series.
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Call Quality Record

GDMS platform displays all reported call quality records on the Call Quality interface.

Please see the screenshot below:

All Models All Call Qualities All Call Types lia call Statistics
MAC Address Device Name Call Quality SIP Account Average Jitter Packet Loss Rate MOS-LQ MOs-CQ Round Trip Delay o
C0:74:AD:22:4D:32 rrrerr Bad 4002 27.00ms 0.00% 44 44 100.00ms
Total 1 [1 ] 10/page

Figure 116: Call Quality Record

1. GDMS platform supports filtering call quality records by date.

20201114 - 2020/11/20

Figure 117: Filter by Date

2. GDMS platform supports search call quality records by site, device model, call quality, and call type.

3. GDMS platform supports to search of call quality records by device MAC address, device name, and

SIP Account.

4. Click the Call Statistics button to view the statistical report of the filtered call

quality records.
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Total VoIP Devices: 1 Total Calis: 1 ®
Call Quality
Wery Good 0%
Good 0%
General 0%
Bad 100%
Average MOS 4.4 Average packet |oss rate 0.00%
Average jitter 27.00ms Average delay 100.00ms
Call Type
1
1
0
Audio Call Video Call Audio Video
Conference Conference

Figure 118: Call Quality Record Report
Enable/Disable Call Quality Reporting

Users can enable/disable reporting call quality on the GDMS platform. If the user does not want to view the

call quality report, the user can disable this function on the GDMS platform.
On the Call Quality interface, the user can click the Phone reports the call quality button

Ph ts the call li
One reports the call quality ‘:) to disable reporting call quality. When this function is disabled,

the devices under the current organization will no longer report the call quality to the GDMS platform.
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World Order Histary P riyao
Q e o oy

Call Statistics
202204010 - 202204116 Phone reports the call quality @ D
Total Call Quality Call Type
Default
L ‘ ‘
Totai ¢

i call Statistics

Al Models All Call Qualicies All Call Types

P enoisn - (GMT-08:00) Beijing Cn m

Figure 119: Enable/Disable Call Quality Reporting
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DEVICE CONFIGURATION

The Device Configuration page allows users to create templates that can be used to provision devices of
the same model or in the same group. Additionally, users can upload configuration files for individual devices

and manage them individually.
Note:

Users can only manage the devices in the current organization of the current system.

By Model

Users could customize the configuration template and classify the templates by device model and site.
Users could also configure a batch of devices on the GDMS platform, which means users could create a

configuration template for all same models of devices or create multiple templates for different sites.
Automatic Configuration Push

When a device is added to GDMS for the first time, it will automatically obtain and use the configuration

template for its model.

Manual Configuration Push

A
(A

To manually push the configuration to specific device models, click on the button of the desired

models.
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Figure 120: Manual Configuration Push

Note:

If a device’s setting has not been modified on the Device Management - Device > Set Parameters
page, GDMS will automatically update the device with the template settings created on the Device

Configuration page.

Example:

For GXV3370 devices, all sites are using the same configuration template, and all the devices under site A

— D will acquire the same configuration template — GXV3370 Config Template.xml.

For DP720 devices, different sites have different configuration templates. The DP720 in site A will acquire
the DP720 configuration file - Config Template -1.xml; the DP720 in site B will acquire the DP720

configuration file - Config Template -2.xml.
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GXV3370 DP720
Config Template.xml Config Template-1.xml
Site A Site A
Site B Config Template-2.xml
Site B
Site C
Config Template-3.xml
Site D
Site C
Site D

Figure 121: Example — GXV3370

Add Template

To add a configuration template for a specific device model, click on the Add Template button on the By
Model page and enter the following information:

Add Model Template

* Name GXV

* Model GXV3380

* Auto Provision to Devices in @ All Sites Select Site None

@) This template is automatically pushed only when the device under
the site is connecting to GDMS for the first time.

Remember current selection

Description

Figure 122: Add Template
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Table 24: Add Template

Name Enter the name of the template. This name must be unique and has a maximum character
limit of 64.

Model Select the device model of the template.

Select Site Select the site for which the template will be used.

All Sites: All devices in all sites will use this template.

Select Site: All devices in the selected sites will use this template. Multiple sites can be

selected.
None:

® GDMS platform will not allocate the template to any device. The user could allocate

the template to the device manually.

® The default setting is “All Sites”. If the user wants to modify the default setting, the
user can adjust the setting and enable the option “Remember Current Setting” before
saving the configuration. When the user edits/creates the model template, the default

setting is the previously saved setting.

Description Users could input the descriptions of the template and the purpose.

Once complete, users will be redirected to the Set Parameters page to modify the device settings of the
template.

Notes:

e For the new associated device, when the device first time connects to the GDMS platform, it will
acquire the configuration template according to the device model and site automatically. Users do

not need to push the configuration template manually.

e Devices already on GDMS will not automatically obtain the settings from newly added

configuration templates. Users will need to update these devices manually.

Important Note:

If the GDMS platform has the model configuration template for the current device, and the user does not
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modify the configuration parameters from the Device Management > Device - Set Parameters menu,
the GDMS platform will push the default model configuration template to the device when the device is
online. Otherwise, if the user updates the device configuration on the “Set Parameters” menu on the GDMS

platform and pushes it to the device, the device will use this configuration as the default configuration.

Set Parameters

Users can configure model-specific settings when editing model templates.

1. To configure these model-specific settings, click on the 553 of the desired template.

By Model - Set Parameters (GRP2615) Switch to Text Editor
Account @) settings Network Settings System Settings Phone Settings Contacts Resource
Accountt [n] select Al [
Advanced Settings Q © Security Settings
Only Accept SIP Requests from Known
Call settings. v P
Servers
SIP Settings
Allow SIP Reset
Intercom Settings
N ted
Value-added Service Allow Unsolicited REFER
Feature Codes Authenticate Incoming INVITE
Codec Settings 3
Check Domain Certificates
Audio Settings
Applications Check SIP User ID for Incoming INVITE

Validate Certification Chain

Validate Incoming SIP Messages

Force BLF Call-pickup by Prefix

BLF Call-pickup Prefix

© Advanced Features

Figure 123: Set Parameters

2. Clicking on the Select All button will select every option on the current page. Clicking on it again will
deselect all the options.

3. Clicking on the Reset Settings button will restore all settings on the current page to default values.

4. Clicking on the button DJ following the account, users can copy and paste the current account

configuration to other accounts.

5. When users try to configure the device wallpaper or screensaver image, users can select a picture
from the resources list, or upload the local picture to GDMS and configure it to the device.
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/] Wallpaper Server Path B o

= Wallpaper Source Download

Figure 124: Ringtone Configuration

6. Modify the desired settings on the page or click on the Switch to Text Editor to configure device

settings via text editing (e.g., p-values). The Key can be either a P-value or an alias.

7. After setting the parameters, the user can click the “Save” button to save the changes. The user can
select to apply the template configuration to all same model devices on the corresponding site. The
user can click the option “Provision to Selected Devices” to select the devices to which the user wants
to push the parameters to. The user can also click the button “Apply All” to push the parameters to all

devices.

Saved successfully

Apply the template configuration to all devices of the same model
within the corresponding site?

Cancel Provision selected devices Apply All

Figure 125: Saved Parameters Successfully
Notes:

e The available settings for each model template are different. For more details on acceptable

configuration values, please refer to the user guide for each device model.

o When the user adds a new model configuration template to the GDMS platform, the GDMS platform
will not push the template to the existing devices in the GDMS platform, and the GDMS platform

will only push the newly added template automatically to the new associated devices in the system.

GDMS User Guide Page | 139

e Version 1.0.10.23



GRANDSTREAM

CONNECTING THE WORLD

o When the settings of a template are modified, the changes will not be automatically applied to

related devices. Users will need to manually push the configuration to devices.

e For the newly added devices, the devices will acquire the updated configuration template

automatically.

e If a scheduled task involves a modified template, the task will use the template settings at the time

of scheduling, not the newly modified settings.

e Users can use the Search function to find the needed parameter.
Configure Resource Files

Users can configure custom ringtones and language for devices (Supported models: GXP/DP series).

1. To configure these model-specific settings, click on the button @3 of the desired template to go

to the Parameters Configuration > Resource Configuration page, as shown in the figure below:

&) spmMs &° Grandstream
el - Set Parameters (GRP2615)
BN Account Settings Network Setings System Settings Phone Settings. Con@cis (2]

Language Pack
1 Ring-USA

Ring-test

444442444

Figure 126: Resource Configuration

2. On the “Custom Ringtone” page, for Ringtone 1 to Ringtone N, select a ringtone file from the

resources for each ringtone index.

3. On the “Language Configuration” page, select a language pack from the resources for the device.

4. After clicking the “Save” button, the device of this model will download the resource file from the

firmware path once the device is connected to the GDMS platform for the first time.

5. Or users can click the “Push” button to push the template of the model to the device. Then, the

device will download the resource file from the firmware path.
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Note:

For each device model, the size and duration of each ringtone are different. If the duration and size exceed

the limit, the system will intercept the resource file to the maximum limit automatically.
Push Update

Users could push the configuration template to the device manually.

w

1. Select a specific configuration template, and click on the button following the template.

Push Configuration Update X
* Run Device @ Select device Enter MAC Address

Selected Device: 1

~ | MAC Address Device Name User ID MAC Address Device Name User ID
00:0B:82:F5:52:84 GRP2614 — 00:0B:82:F5:52:84 GRP2614 —
Total 1 n 10/page Total 1 n 10/page

Cancel Update Now Schedule Config Update

Figure 127: Push Configuration File

2. Users could select any device in this device model to push the configuration template, the device will

be updated with the configuration template.

3. Users can either push the configuration template immediately or schedule the configuration push for a

specified time. If the latter is selected, users will need to enter a name and time for the scheduled push.

Schedule Config Update X

* Task Name

“ Run Time 2019-04-04 1455

Figure 128: Schedule Config Update
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4. Click on the Save button to finalize the task. Users can check the task status on the Task Management

page.

Edit Template

To edit the configuration template’s name, site, and description, click on the rﬁ button for the desired

template.

Edit Model Template X

This template is automatically pushed only when the device under the site is connected to GDMS for the first time.

* Name GRP_template
* Model
* Auto Provision to Devices in @ All Sites Select Site None

Description

Figure 129: Edit Model Template

Download Configuration Template

4
To download the configuration template of a device model, click on the —' button for the desired

template.

DP Al DP750 All sites test 2019/01/09 07:47 [P

Figure 130: Download Configuration Template
Delete Template

To delete configuration templates from GDMS, select the desired templates and click on the Delete button

in the top left corner of the By Model page.
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Note:

If a scheduled task involves a deleted template, the task will still use a temporary copy of the template

saved at the time of scheduling. A scheduled task will not fail due to deleted templates.

Delete the 1 selected model templates(s)?

Figure 131: Delete Template

By Group

Users could customize the configuration template by the group. Users could configure a group and update
the configuration template by the group. For example, users could classify a batch of devices into a group
and configure/manage the devices in the group. Users could push the configuration template to the group

members on the GDMS platform.
Users could view the group configuration template, and the devices list in each group.

Users could modify the configuration parameters, push the configuration to the devices, edit the group and

members, and download the configuration template by the group.

{) GDMS #© Grandstream ~
By Group Add Group Template
All Types
Group Name Type Group Description Device Number Last Updated Options 8
GRP. GRP Series GRP 0 2019/10/29 14:00 S D E L
GXP GXP Series 0 2019/09/27 20:40 S A2 H L
GvC GVC Series GvC3210 10 2019/09/19 18:54 2 AE L
@ Template
ATA HT Series 20 2019/09/05 10:35 B A HA L
By Model
Hz-Department 1 General Series 2@ 2019/02/28 17:05 B A E L
By Group
HZ-Department 3 General Series 2222 10 2019/04/26 10:19 2 AHE L
Total 6 n 10/page

Figure 132: By Group
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Add Group
Users could add a group at any time on the GDMS platform.

1. Click on the Add Group button at the top right of the By Group page.

By Group - Add Group Template

Group Name
Type

Description

Figure 133: Add Group

Table 25: Add Group

Group Name Enter the name of the group to easily identify it. Names must be unique and have a

maximum character limit of 64.

Type Users need to select the type:

e Audio phone series: This is used to configure the common configuration

parameters of the GXP and GRP series.

o DP series: Use the configuration template for the DP7xx series.

e HT series: Use the configuration template for the HT8xx series.

o GRP series: Use the configuration template for the GRP series.

o GXP series: Use the configuration template for the GXP21xx series.
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o GXV series: Use the configuration template for the GXV33xx series.

e GVC series: Use the configuration template for GVC3210.

Description Enter the detailed description and purpose of the configuration template.

2. Once complete, users will be redirected to the device selection page to add devices to the group. Users
can either select devices from the list or manually enter the MAC addresses of the devices. Selected

devices will be moved to the Selected Device list on the right of the page.

;- Add Group Template
Run Device @ dev Enter MAC Address
All Models Selected Device: 2

B | MAC Address evice Name Mode! serlD MAC Address T
00:08:82:9A8F-F7 GRP2614 GRP2614 e} 00:0B:82.£9:95:4C Gxvazzo GXva370 ]
00:08 82:£9:95 4C GXV3370 GXV3370 [ 00068294 8F F7 GRP2614 GRP2614 ]

00:08-82-F9-AE 66 nli GRP2614 ] .

00:08 82:E3:62.7C GXP2135

00:08:82:E2:08:D8 = GXv3370 =

00:08 82.:9A 8F FD ~IBWSH LY GRP2614

00:08:82:D0:55:AD GXV3370 GXv3370 e}

00:0882:E2:07 B0 GXVA370 GXV3370 [

00-:08:82-E3-06 BE WpE20iR & WP820 —

00:08 82:03.97.70 ymyhu-wps20 Wrs20

_ BSOS

Figure 134: Finish Adding Group

3. Users could click on the “Prev” button to go back to the group configuration page to re-edit the group

information.

4. Click on the Save button to complete group member selection. Users will then be redirected to the Set

Parameters page.

Note:

Users need to set the parameters of the configuration template for the newly added group.

Set Parameters

Users could set the unique parameters of the devices in the group in the configuration template to push the

unique parameters to the devices in the group.
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1. Select a specific group, and click on the button 293 to access the group member parameters

configuration page.

b. Clicking on the Select All button will select every option on the current page. Clicking on it again

will deselect all the options.

c. Clicking on the Reset Settings button will restore all settings on the current page to default

values.

d. Clicking on the button EJI following the account, users can copy and paste the current account

configuration to other accounts.

e. When users try to configure device wallpaper or screensaver image, users can select a picture

from the resources list, or upload the local picture to GDMS and configure it to the device.

Wallpaper Server Path . @

Wallpaper Source Download ‘

Figure 135: Ringtone Configuration

2. Modify the desired settings on the page or click on the Edit Configuration File to configure device settings
via text editing (i.e., p-values). The Key can be either a P-value or an alias.

Notes:

e The available settings for each model template are different. For more details on acceptable

configuration values, please refer to the user guide for each device model.

e When the user adds a new model configuration template to the GDMS platform, the GDMS
platform will not push the template to the existing devices in the GDMS platform, and the GDMS
platform will only push the newly added template automatically to the new associated devices in

the system.

o When the settings of a template are modified, the changes will not be automatically applied to

related devices. Users will need to manually push the configuration to devices.

e For the newly added devices, the devices will acquire the updated configuration template

automatically.
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e |If a scheduled task involves a modified template, the task will use the template settings at the time

of scheduling, not the newly modified settings.

Configure Resource Files

Users can configure custom ringtones and language for devices (Supported models: GXP/DP series).

1. Select a specific group, and click on the button @ to access the group member parameters

configuration page.

) GDMS 4 Grandstream
Set Parameters (GXP) Switch to Text Editor
B Accoun : Network Settings System Settings Phone Settings. Setings Contacts R @
Language Pack
(-] Rings Ring-sz D

R 3 Ring-USA (&)

testrestest

123411

By Group

12311111

Ring-hz

Ring-sz

Test

Figure 136: Resource Configuration

2. On the “Custom Ringtone” page, for Ringtone 1 to Ringtone N, select a ringtone file from the

resources for each ringtone index.
3. On the “Language Configuration” page, select a language pack from the resources for the device.

4. After clicking the “Save” button, the configured parameters and resources will be saved in the
system. When the user clicks the “Push” button to push the template to the device, the device will

download the resource file from the firmware path.

Note:

For each device model, the size and duration of each ringtone are different. If the duration and size exceed

the limit, the system will intercept the resource file to the maximum limit automatically.
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Users could push the group configuration template to the device manually.

1. Click on the

button for the desired group.
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Run Device @ select device

All Models
B -~ | MAC Address Device Name
00:0B:82:F5:52:84 GRP2614
00:0B:82:D0:44:C0 GXV3370
Total 2 n

Enter MAC Address

Model

GRP2614

GXV3370

Cancel

Push Configuration Update

Selected Device: 1

User ID MAC Address

— 00:0B:82:F5:52:84

G Total 1

10/page

Update Now

Device Name Model User ID

GRP2614

Schedule Config Update

GRP2614 —

n 10/page

Figure 137: Push Update

2. In addition to being able to push the configuration template to all or select members of the group,

users can also push it to non-members.

3. Users can either push the configuration template immediately or schedule the configuration push for

a specified time. If the latter is selected, users will need to enter a name and time for the scheduled

push.

4. Click on the Save button to finalize the task. Users can check the task status on the Task

Management page.

Edit Group

Users could edit the group name, descriptions, and group members.

1. Click on the rﬁ button for the desired group.

HZ-Department 1 Non-DP Series

20

2019/01/17 03:29

NN (7] S |

Figure 138: Edit Group
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2. Modify the desired settings and click on the Save button to finalize changes.
Note:

New members of an existing group will not automatically obtain the group configuration template. The

template must be manually pushed to the new member devices.

Download Configuration File

L

Users can download the group configuration template by clicking on the button for the desired group.

HZ-Department 1 Non-DP Series — 2@ 2019/01/17 03:29 8 P Z |

Figure 139: Download Configuration File
Delete Group

Users can delete groups by selecting the desired groups and clicking on the Delete button in the top-left

corner of the By Group page.
Note:

The existing timing tasks involving the group configuration template will be reserved, and the timing task

will be executed with the original group configuration template.
By CFG

Users can import configuration files for specific devices. Settings in these uploaded files will be used for

their specified device.

42 Grandstream v

e
All Models
MAC Address Device Name Model Firmware Version File Name File Size Last Updated options &
00:08:82:D0:45:50 - - - 000B82D04550.xMI KB 2019/08/15 14:04 o &
00:0B:82.F9.AE66 - - - 000BB2FIAEG6 XTI 567KB 2019/06/26 10:13 PR
Total 2 [1] 10/page

@ Template

By Model

Figure 140: By CFG
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Upload CFG File

Users could upload the custom configuration file to the GDMS platform and push the custom configuration

file to the device.

1. Click on the Import Configuration File button at the top-right corner of the By CFG page. The following

window will appear:

Import Configuration File X

Click or drag and drop file here to upload

Cancel

Figure 141: Upload CFG File
2. Drag and drop the file to the window or click on the upload icon to select a file from your PC.
Note:
The uploaded file must be named as the device’s MAC address (e.g., 000b82afd0b0.xml).
3. Click on the OK button to finalize the import.

4. The following window will appear asking the user to either push the configuration to the specified device

immediately or to cancel the configuration push.

Device (00:0B:82:9A:8F:F7) configuration imported
successfully

Figure 142: Finalize Import
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Notes:
e Only XML file format is supported for the uploaded custom configuration file.
o |f the file name does not meet MAC address format requirements, the import will fail.

¢ When uploading another configuration file for an existing device, the previous configuration file will

be overwritten.

Push Update

I

Click on the button for the desired device to manually push the configuration to it.

00:0B:82:E5:8C:C9 DP750 1063 000B82E58CC xml 4179KB 2019/01/2411:41 i |

Figure 143: Push Update

Download Configuration File

d
Click on the ' button for the desired device to get its configuration file.
Delete CFG File

To delete uploaded configuration files from GDMS, select the desired devices in the list and click on the
Delete button at the top left of the By CFG page.
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SITE MANAGEMENT

Site Management allows users to organize their devices by sites and categories.

Default

Figure 144: Site Management

Add Site

Users could add a site at any time on the GDMS platform.

1. Click on the Add Site button at the top right of the Site Management page. To quickly add a subsite

under a specific site, click on the @ button next to the desired site. Users can create a total of 7 different

levels of sites.
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Add Site X
* Name
Parent Site
Description
gd
Cancel m
Figure 145: Add Site
Table 26: Add Site
Site Name Enter a name for the site to easily identify it. Sites on the same level cannot have the
same name.

Superior Site The parent level of the site. This field can be left blank if the created site is a top-level

site.

Site Enter the descriptions of the site.

Description

2. Once the site is created, users can then assign devices to it.
Batch Import Sites
Users could import a batch of sites into the GDMS platform.

1. Click on the Import Site button at the top right corner of the Site Management page. The following

window will appear:
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Import Site ~

Click or drag and drop file here to upload

4 site Template

Cancel

Figure 146: Import Site

2. Click on the Download button to get a template that will be used to import site information.

Instructions:

1. Fields marked with * are required and cannot be empty.

2. Site Name format: 1lst Level Site/2nd Level Site/.../New Site. Users must enter
the names starting from the 1st Level Site. If the higher level sites do not
exist, they will be created auteomatically. If no higher level site name is
entered, this site name will be used by default to fill in missing site names.

3. Site Name maximum character limit is 64 characters.

4. Site Description maximum character limit is 256 characters.

#Site Name Description

=1 T G e L2 D e

Figure 147: Site Template
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Table 27: Site Template Options

Site Name Enter the name of the site. If the site is the child of another site, users must enter the entire

path (e.g., top-level site/second-level site/third-level site/...new site name).

Description Enter the descriptions of the site.

3. Once the template is filled out, drag, and drop the file to the upload window or select the file from your

PC. Click on the Import button to confirm the import.

4. When the Excel file is imported into the GDMS platform successfully, the GDMS platform will prompt
the execution result. If there is data that failed to be imported, the user could export the failed data and

re-edit the Excel file.
Note:
If an imported site has the same name as another site on the specified level, the import will fail.

Edit Site

Users could edit the information of the site on the GDMS platform.

/_:\I
1. Click on the \z) button next to the desired site.

China Office @ @

2. Edit the desired fields and click on the Save button to finalize changes.
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Edit Site X
* Name Grandstream
Parent Site
Description | Level1
“

Figure 148: Edit Site

Delete Site

To remove a site from GDMS, click on the . button next to the desired site.

Note:

If the selected site has devices assigned to it, the site cannot be deleted unless the devices are assigned

to another site beforehand.

View Devices

To view all the devices under a specific site, click on the desired site in the Site Management list.

42 Grandstream
Ste e
GXV3370
default (225)
Support Office (4) MAC Address Device Name Model Account Status @
Sales office (10)
© 00:0B:82:9:95:4C GXV3370 GXV3370
shqu_test1 (0)
Dec 3 (0) © 00:0B:82:D0:55:A0 GXV3370 GXv3370
riyao (1)
GXV3370 (3) © 00:0B:82:2:07:B0 GXV3370 GXv3370
DP750 (4)
HZ Office () Total 2 o 10/page
Am Office (0)
China Office (0)
SZ Office (1)
ylluo_site (10)

Figure 149: View Devices
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Transfer Site

Users can select devices on a site and move them to another site by clicking on the Move button.

Move x

* Site

Figure 150: Transfer Site

Clicking on the Save button will finalize the move to the specified site.
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TASK MANAGEMENT

The Task Management page displays all queued and completed tasks in the current organization and
system of the GDMS platform account such as configuration pushes, firmware upgrades, reboots, and

factory resets. Users can add, edit, and delete tasks from this page.
Note:

Users can only manage the devices in the current organization of the current system. If the user does not

have the permissions on the device, the user cannot manage tasks on the device.

Add Task
To add a task to GDMS, click on the Add Task button.

Add Task

els) @ Sel Enter MAC address

» [ o |
Engin - (GMT-08.00) Being
Figure 151: Add Task
Table 28: Add Task
Task Name Enter the name of the task.
Task Type o Immediate: The task will be run immediately. If the task is not run after 5

minutes, GDMS will automatically close it.
e Scheduled: Schedule the task to run at a specified time. The task will end
at the specified end time, even if there are still devices queued up to run the

task.
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o Repeating: Users could reserve the recurring tasks such as daily, weekly,

monthly, and Nth week of each month, and perform a certain task.

Task Contents ¢ Reboot Device: VOIP device and UCM device.
o Factory Reset: VOIP device only.
e Upgrade Firmware: Users will need to select the device model and firmware
version to upgrade to. VolP devise and UCM device.
o Update Config: Model: Select the model template that will be used for the
configuration update push. VOIP device only.
e Update Config: Group: Select the group template that will be used for the

configuration update push. VOIP device only.

Upgrade Method This option is available only when Upgrade Firmware is selected as the Task Type.
e Sequential Upgrade: Devices are upgraded one by one in a sequence.
Recommended to minimize network traffic.
e Concurrent Upgrade: All devices are upgraded simultaneously. This option
may cause heavy network traffic. To ensure network quality, the user can
also limit the maximum number of concurrent devices, such as upgrading 10

devices at the same time.

Upgrade Method @ Concurrent Upgrade 10 device(s) Sequential Upgrade
Version This option is available only when Firmware Upgrade is selected as the Task Type.
Requirement Devices will be upgraded only if they meet certain requirements:

e All: Upgrade all devices regardless of their current firmware version.

o Specific Firmware Version: Upgrade devices on the specified firmware
version.

o Firmware Version Range: For the selected devices, only the devices in a
specified firmware version range (Lowest firmware version < x < Highest

firmware version) will be upgraded.

Execution Device Select the devices to run this task for. Users can search for devices by their model,

assigned site, or MAC address.

Click on the Save button to finalize the task creation. Users can view this task in the Task Management
list.
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Task Name Task Type Task Time Creator Status Run Time Operation
Immediate Task Upgrade Firmware Immediate YXxu123 rcess 2019/03/25 07:06 ®
1mn Reboot Device 2019/03/2012:00 ~ 2019/03/21 12:00 yxxul123 — ®
Immediate Task Update Config: Model Immediate yxxu123 — (0)
Immediate Task Update Config: CFG Immediate yxxu123 Failed — (0]
Immediate Task Update Config: CFG Immediate yxxul123 Faile — ®
Immediate Task Upgrade Firmware Immediate YXxu123 rcess 2019/02/21 03:14 ®
222 Reboot Device Immediate yxxu123 e 2019/02/19 02:51 O]
222 Upgrade Firmware 2019/02/1917:00 ~ 2019/02/20 17:.00 yXxu e 2019/02/1917:00 (0)
Figure 152: Task Management List
Notes:

e |If there are multiple tasks for 1 device, they will be queued up to run in order of their configured

start time.

e If a device is offline, pending tasks associated with the device will be run the next time the device

is offline.

e Certain tasks and device setting changes can cause a device to reboot.

e Firmware upgrade tasks may require more time to run due to the size of some firmware files.

o The latest configuration files or firmware will be generated for each cycle of the recurring tasks, and

the system will collect all devices of this specific model, then execute the corresponding task.

o |Ifthe task is created in a specific sub-system, the user can view the task only in the corresponding

sub-system, and other sub-system users cannot view it.
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View Task Status
Users can see the status of all completed and pending tasks by looking at the Status column.

Task Add Task

l
]

® ©
R R

- oot Dev Iya0 - @
. S _
: m
Figure 153: View Task Status
Table 29: Task Status Description

Pending The task has not been executed yet.
Executing The task is currently in progress.
Success The task has been completed successfully.
Failed The task has failed.
Canceled The task was canceled.
Timeout The task was not executed when it arrives at the ending time.
Ended The task was ended before it could be completed. Some of the involved devices may not

have run the task before it ended.

0]

To view more details about a task, click on the button for the desired task. Users can view the task

status of each device involved.
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Task Type Factory Reset

Failed 0 / Total 1

MAC Address

00:0B:82:D0:44:C0 GXV3370 GXV3370

Task Details

Task Time Immediate Task

All Results

Device Mame Model Device Status

Run Time

2018/12/27 15:57

Run Result

Total 1 1] 10/page
Figure 154: Task Status
Table 30: Task Status Detailed Description
Pending The task has not been run yet.
Executed
Executing The task is currently ongoing.
Success The task has been completed successfully.
Failed The task has failed. A failure reason will be shown.
Timeout The task has been sent to the device, but the device has not responded yet.
Success The task has been completed successfully for this device, but it was completed later than
(Timeout) the specified time.
Canceled The task has been canceled before the starting time.
Ended The task was ended before it could be completed. Some of the involved devices may not

have run the task before it ended.

Users could re-create tasks for the executed failed devices or all devices. If the user re-creates tasks for

certain devices, all attributes of the task and all executed devices information will be logged on the “Re-

create Task” page.

V- S
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Start Scheduled Tasks

Users can start pending scheduled tasks immediately by clicking on the @ button.

Cancel Pending Tasks

®

Cancelled. To run the task again after it is completed, click on Task Details > Run Again for the desired

To cancel a pending task, click on the button for the desired task. The task status will be changed to

task.

If the task is recurring, users could select whether to cancel the entire recurring task or just cancel the single

task.

End Task

To stop a running task, click on the @ button to immediately end it.

If the device has already executed the task (e.g., Reboot Device), the device will finish the task; if the device

does not start to execute the task, the device will not execute the task anymore.

Search Task

Users can search for specific tasks by using the search bar and filters at the top-right of the top right corner

of the Task Management page.
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All Status All Task Type All Types Filter ~
Task Name Task Type Task Time & Creator Status Run Time Options <]
2 yxxu Reboot Device 2019/11/30 20:11 ~ 2019/11/30 22:11 yxxu123 Scheduled — [o O ANO]
&% -factory reset— Factory Reset 2019/10/01 12:19 ~ 2019/10/01 13:19 yxxu123 Scheduled - [ O ANO]
4 upgrade cycle1111...  Upgrade Firmware 2019/09/11 13:50 ~ 2019/09/11 14:50 sghuang Scheduled - [6 O ANO)
& cyclezs Reboot Device 2019/08/29 18:33 ~ 2019/08/29 20:33 yxxu123 Time: — O
£ coycle Reboot Device 2019/08/29 18:23 ~ 2019/08/29 19:23 YXRU 2019/08/29 18:54 6]
cehsi0l Upgrade Firmware 2019/08/29 08:00 ~ 2019/08/31 07:59 yxxul Ongoing 2019/08/29 08:00 O ®
& TASK Reboot Device 2019/08/28 19:13 ~ 2019/08/28 21:13 yxxu123 Cancelled — O
£ oydle Reboot Device 2019/08/28 18:23 ~ 2019/08/28 19:23 YXKU Failed — @
£ cycle26 Reboot Device 2019/08/28 14:17 ~ 2019/08/28 16:17 YXXU123 Time — 6]
2222 Upgrade Firmware 2019/08/28 08:00 ~ 2019/08/31 07:59 yxxul Ongoing - O ®
Total 1140 B::: - n> 10/page

Figure 155: Search Task

Delete Task

Users can delete tasks at any time. Select one or more tasks and click on the Delete button at the top of

the page to delete them.
Note:

When deleting ongoing tasks, GDMS will automatically suspend and delete them. Any changes made

before the task was suspended cannot be undone.
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DEVICE DIAGNOSTICS

Device Diagnostics allows users to check devices on GDMS for issues, view device information, obtain

network captures and Syslog, and conduct traceroutes.
Note:
Support to diagnose VoIP devices and UCM devices.

The user can view the diagnosis status of the device in the current organization of the current system. If

the user does not have the relevant permissions, the user cannot diagnose the corresponding device.

Start Diagnostics

To start diagnosing a device, users can do one of the following:

1. Enter the device’s MAC address and click on the Start Diagnostics button.

2. Each device will generate one diagnostics history. Click on the button for the desired device

in the list to diagnose the device.

Diagnostics

> Diagnostics

> Diagnostics Activity

Pl cngish - (GMT-08:00) Beljing, Cn

Figure 156: Device Diagnostics

To view the diagnostic details of a device, click on the @ button for the desired device.
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Disgnastics > Diagnostics Detalls

UCMRC Connection Ping/Traceroute Syslog Capiure Trace Netwark Diagnostics System S@ws
Default ‘Start Diagnosing
©Diagnostics Log
[CEENG]
Device Name
<SCrIpr-Test</seripe>
AAC Address
00:08:82:A4:6C:48
public 1P
192168.129.73
Private IP
192168.129.73
Mode
UCME302
PEX Device
(2) Diagnosncs _
28 Syster “

PRl Engish - (GMT-08:00) Beijing. Cn

Figure 157: View Diagnostics Details

Notes:

e If the device is offline, users cannot diagnose this device on the GDMS platform, , and users can

only view the previous diagnosis records.

o Except for capturing the packets Syslog, multiple users can perform diagnosis operations on one

device at the same time.

View Device Details

Click on the button on the right of the Device Diagnostics page to view information about the

device.

GDMS User Guide Page | 166
Version 1.0.10.23




GRANDSTREAM

CONNECTING THE WORLD

] Q Pang a
Diag Diagnostics Details
JCMRC Connection  Ping/Traceroute  Syslog  CaptureTrace  Network Diagnosecs  System Status
<Diagnostic Log
Jption
0] @
2812/2021 1709 1iya0 =
= 272021 11 " =
00:08:83:00.00:01 Total 2 (]

192.168.129.60

Private IP
192.168.129.60

PBX Device

 Feedback [EESFIEN (GMT-~08:00) Beijing. Ch

Figure 158: View Device Details

On the Diagnostics Details page, users can quickly perform operations on the devices, including restarting
the devices, factory resetting the devices, updating the configuration, and upgrading the devices. Users
can also view the detailed information of the device, including device name, MAC address, public/private

IP address, device model, and device type on this page.

=

Click on the button next to the diagnosis record to view the specific diagnosis result of the device.
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UCMRC Connection

# UCMRC SIP Channel
Connected successfully

# UCMRC WebSocket Channel
Connected successfully

# Penetration Service TURN
Connected successfully

# Penetration Service STUN
Connected successfully

# GOMS STUN
Connected successfully

# GDMS Link
Connected successfully

# CloudiM
Please check I CloudiM I enabled
#UCM Bandwidth Speed Test

Uplink Speed: 2 20 Mbps
Downlink Speed: 4.68 Mops

Figure 159: View Diagnosis Result

Note:

e The UCM series and GXW45XX devices do not support resetting to the factory settings and
updating configuration files through the GDMS platform.

¢ In the diagnosis record, it only displays the diagnosis data of the device in the last 30 days.

o |If the device is offline, the user still can view the diagnosis record of the device.

UCMRC Connection

Users can diagnose the current UCMRC connection status in the GDMS platform.

Click on the button “Start Diagnosis” and wait for the GDMS platform to diagnose the device. The GDMS
platform will display the diagnosis result of the UCMRC connection.
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UCMRC Connection

# UCMRC SIP Channel
Connected successfully

# UCMRC WebSocket Channel
Connected successfully

# Penetration Service TURN
Connected successfully

# Penetration Service STUN
Connected successfully

# GDMS STUN
Connected successfully

# GDMS Link
Connected successtully

# CloudiM

Please check if CloudiM is enabled

# UCM Bandwidth Speed Test
Uplink Speed: 799,36 Kbps
Downlink Speed: 4 64 Mbps

Figure 160: UCMRC Connection Diagnosis

If the UCM device which is using the UCMRC services has any problems, the user can diagnose the UCM
device and troubleshoot the problems remotely. The user can try to fix the problems based on the
suggestions and click on the “Feedback” button to send the logs and descriptions to our technical support.

Note:

It only displays the UCMRC connection diagnosis records of the device in the last 30 days.
Ping/Traceroute

Clicking on the Ping/Traceroute tab on the Device Diagnostics page will show the following:
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Ping/Traceroute

2021 120

- 192.168.121.118 ping statistics

10 packers transmitted, 10 received, 0.0% packet loss,
rCminfavgimax = 11112 ms

Figure 161: Ping/Traceroute

Table 31: Ping/Traceroute Options

Operation e Ping: Checks the connection status and speed between the device and the target

Method host. Results include packet loss information, maximum/minimum data packet size,
and the round-trip time of the packets.

o Traceroute: Displays the route and transit delays of packets from the device to the

target host. Up to 30 hops can be monitored.

Target Enter the IP address or hostname of the target host.

Host

Users could click on the “Start” button, wait for the GDMS system to diagnose the device, and the GDMS
platform will print out the results of the diagnostics.

Each operation prints the diagnostics result once, and users could operate the diagnostics multiple times.
Note:
e To avoid canceling the ping/traceroute, do not leave the Ping/Traceroute page.

o It only displays the Ping/Traceroute records of the device in the last 30 days.
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Syslog

The Syslog tool allows users to capture logs from a device.

1. To start a capture, click on the Start button on the Syslog page. At any time during the capture, users

canclick onthe " button to download the Syslog.

2. Clicking on the End button will stop the capture, and the Syslog will be saved to GDMS.

3. Users can access these saved logs at any time.

Notes:

¢ An ongoing Syslog capture will end automatically after 7 days.

Diagnostics Details
UCMRC Connection  Ping/Traceroute  Syslog  CaptureTrace  Network DIagnostics  System Status
+Capture Log
i

©Device logs

251122021 2000 riyao CO74ADOABESE_20211225200034 1ip

CO74AD0ABE SE

192.168.126.56
192168.126.118
UCM6308

PBX Device

 Feedback [EEIFIEY

e g

(GMT~08:00) Beijing. Cn

Figure 162: Syslog

e For UCM devices, the Syslog download function is temporarily not available.

e It only displays the Syslog data of the device in the last 30 days.
Capture Trace

The Capture Trace tool allows users to get a network packet capture of a device.

1. Click on the Start button to start the packet capture.
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2. Click on the Stop button to end the packet capture.

3. Clickonthe " button to download the capture file.
Notes:
e GDMS can only capture up to 5 minutes. An ongoing capture will end automatically after 5 minutes.

e Some models do not support capturing the trace file remotely.

Diagnostics Details

UCMRC Connection  Ping/Traceroute  Syslog  CaptureTrace  Network Diagnostics  System Status

oCapture Trace

Wetwork captures cannot be longer than § minutes. The capture will stop automatically upon exceeding this limi.

@ Device Trace Files

o Feedback [EEIEN {GMT+08.00) Beijing, Ch

Figure 163: Capture Trace
Network Diagnostics

Users can perform network diagnostics on a specific device, including local network status, network packet

loss rate, latency, uplink/downlink network rates, etc.

1. Click the “Start Diagnostic” button to start network diagnosis.
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Network Diagnostics

txqueuelen: 1
RX by 9921239 (4.4 GiB) TX bytes:1032359225 (984.5 MiB)
Interrupt:24
Lick sroe! Etharnet Hiaddr C2:74:AD

net addr 198 51 \w 66 Boast: 198 51, 100, 2:.5 Mask:255 255 255 0
ineté addr: feB0 +adff: fela:Be9¢ /64 Scope:Link
UP SROADGAST RUNNING uuumsr NTU: 1492
RX packets:2442100 errors:0 dropped:0 ov
TX packets: 2449063 errors:0 dropped:0 o
ool lisions:0 txauevelen: 1000
RX bytes:213963438 (204 0 MiB) TX bytes:226827485 (216 3 NiB}

Link encap:Local Loopbac!
ddr:127.0.0. 1 u-,u 255.0.0.0
e :1/128 Soope: Host
0P LOOPOACK RUNNING VTV 65556 Netrio:1
RX packets: 24342551 errors:0 dr upped D overruns:0 frame:0
X packets: 24342551 0 carrier

col lisions:0 txquevelen:!
RX bytes: 1950314906 (1.8 GiB) TX bytes:1950314906 (1.8 GiB

Kernel IP routing table

Destination  Gateway Germask Flags Metric Ref
default 1921681261 0000 w0 0
192.168.126.0 255.255.255.0 U O 0
198.51.1000  * 2552552550 U 0 0

# Packet loss / delay

10 packets transmitted 10 received, 0.0% packet loss
4t min/ave/mex = 219/231/244 ms

# Network Uplink Speed

547 248/

# Network Down!ink Speed

722 65K8/S

Figure 164: Network Diagnostics
System Status

Users can view the system status of a specific device through the GDMS platform to diagnose the device

problems, including storage space, CPU, memory information, etc.

1. Click the “Start to get” button to get the system status from the device in real-time.
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System Status

28/12/2021 18:44

# Storage

Filesystem 1K-blocks Used Available Useh Nounted on
dev/root 1515376 860320 560032 61

devtmpfs 1970188 0 1970188 dev
tmofs 0 1970668 dev/stm
tmofs 7 1316 1969352 top
trofs 36 1970632 run
tnofs 7t 36 19702 var
trofs 7 1912 76916 ete
tmofs 0 7 wedia
dev/mapper/ du-data 4 data
e /mmob|k0pS update
dev/mmoblk0p9 5 7 7 log
‘Gev/mmcbk0p10 873672 ofe

#cPU
Wem: 1045328K used. 2896008K free. 39120K shrd 93104K buff, 271260K cached
U

4.4% use 2.9% sys 0.0% nic 92 6% idle 0.0% io 0.0% ira 0.0% sirg
Load average: 0.35 0.62 0 76 2/576 6732

# Mesory

total used free  shared  buffers  cached
Vem: 3941336 1040316 2901020 9120 93104 271260
-/+ buffers/cache: 675952 3265384
Swap []

Figure 165: System Status

End Diagnostics

Click on the End Capture button on the Device Diagnostics page to end diagnostics for the device. All

diagnostic processes will stop.
Note:

Since GDMS does not allow multiple users to diagnose the same device simultaneously, please make sure

that a diagnosis is properly ended by clicking on the End Diagnostics button.

Diagnostics Records

Users can view the entire diagnostic history of all devices associated with the current account.
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Diagnostics

o Diagnostics

o Diagnostics Activity

|
B B BB DB S

Figure 166: Diagnostics Records

®

1. If adevice is currently being diagnosed, click on the button to continue diagnosing.

2. In the Diagnosis records, each device will display one diagnosis record. The user can click on the

=

button - to access the device diagnostics page to continue the specific operations.

3. View the diagnostic history of a specific device by using the search bar on the top right of the

Diagnostic Records page.
4. Users can delete records by selecting one or more items and clicking on the Delete button.
Note:

If the device is offline, the user still can access the device diagnostics page. However, the device diagnostic

function cannot be operated, the user can only view the diagnosis records of the device.
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ALERT MANAGEMENT

GDMS has an alert system that will trigger when certain conditions are fulfilled. There are 3 alert levels:

High, Medium, and Low.
Alert Notification Settings
Users can view and receive alert notifications in two ways: Message Notification and Email Notification.

Message Notification Settings

This displays the alert as a notification under the = icon in the top right corner of the GDMS page.

1. To manage message alert notifications, click on the Message Notification Settings button

|
on the top-right corner of the Alert Management page.

Message Nolification Settings x

Organization Default Organization
Alert Details VolP ucm

Alert Details

@ Account Registration Failed
@ Factory Reset
© Reboot Device

O Task failed to run

Select Task

© Device Offline

Subscriber Grandstream yxxu-sub

Cancel Save

Figure 167: Message Notification Settings
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Table 32: Message Notification Settings

Organization  Select the organization in question.

Alert Details VoIP devices alert and UCM devices alert. Users can click Tab and select the alert

contents, respectively.

Alert Details Users can specify what alerts to receive. The following alert priority levels are available:
High Level:
=  Device is back online
=  Device Offline
= UCM cloud storage space is insufficient or full.
=  CPU Traffic Control
= Disk Usage
=  Memory Usage
=  System Reboot
= System Crash
=  Fail2ban Blocking
= SIP Peer Trunk Status
=  Network Disk Status
= Remote concurrent calls amount exceeds the upper limit
=  External Disk Status
=  SIP Trunk Registration Status
=  Configuration Recovery (Backup Restore)
= Extend Disk Usage
=  TLS Certificate Expired

= Remote Login
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= Network port traffic alert
=  High-frequency outbound call
= Flood attack
=  Qutbound trunk call duration usage
Medium Level:
=  Task Run Failure (users can specify the tasks they want notifications for)
*  Modify Super Admin Password
=  System Upgrade
=  User Login Banned

Note: Only the UCM devices that have UCM RemoteConnect advanced plans can report

the alert contents and send the alert notifications.

Subscriber Select the users that will be alerted. Only sub-users created by the current user can be

selected.

Note:
If a scheduled task fails to run, the alert notification will be sent only to the task creator.

2]
2. When there are unread alerts, and a user subscribed to alerts logs in, the = icon will shake.

Hovering over the icon will show the unread messages. Clicking on these messages will show more details

about the alerts.

‘ 2% System Management yxxu123

Unread Messages Clear All

) 2 devices(s) have been factory
reset

0 1 device(s) offline for more than
30 minutes

Figure 168: Unread Message Icon
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Email Notification Settings

Alerts will be sent as emails to subscribers.

1. To manage email alert notifications, click on the button on the top-right corner

of the Alert Management page.

Email Notification Settings X

Organization Default Organization

Alert Details VolP ucm

Alert Details

© Account Registration Failed
) Factory Reset

@) Reboot Device

@ Task failed to run

Select Task

) Device Offline

Subscriber Grandstrearm yxXU-SUb

Cancel Save

Figure 169: Email Notification Settings

Table 33: Email Notification Settings
Organization  Select the organization in question.

Alert Details VoIP devices alert and UCM devices alert. Users can click Tab and select the alert

contents, respectively.
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Alert Details Users can specify what alerts to receive. The following alert priority levels are available:
High Level:
=  Device is back online
=  Device Offline
= UCM cloud storage space is insufficient or full.
=  CPU Traffic Control
= Disk Usage
=  Memory Usage
=  System Reboot
=  System Crash
=  Fail2ban Blocking
=  SIP Peer Trunk Status
=  Network Disk Status
= Remote concurrent calls amount exceeds the upper limit
=  External Disk Status
=  SIP Trunk Registration Status
=  Configuration Recovery (Backup Restore)
= Extend Disk Usage
=  TLS Certificate Expired
= Remote Login
=  Network port traffic alert
=  High-frequency outbound call
=  Flood attack

=  Qutbound trunk call duration usage

GDMS User Guide Page | 180
Version 1.0.10.23




GRANDSTREAM

CONNECTING THE WORLD

Medium Level:
=  Task Run Failure (users can specify the tasks they want notifications for)
=  Modify Super Admin Password
=  System Upgrade
= User Login Banned

Note: Only the UCM devices that have UCM Remote Control advanced plans can report

the alert contents and send the alert notifications.

Subscriber Select the users that will be alerted. Only sub-users created by the current user can be

selected.
Note:

If a scheduled task fails to run, the alert notification will be sent only to the task creator.

2. When the subscriber receives the alarm notification, the GDMS platform will send an email to inform the
subscriber. To avoid the alarm natification emails disturbing the subscriber, the GDMS platform only can

send one alarm notification email to the subscriber’s email box per hour.

) cDMS

Hi, Williamxu

GDMS currently has 2 unread alert(s). Please check your notifications. Click here for details:

Alert Details Alert Type Level Date
Device GXV3370_Test (00-0B:8Z.EIA108) | 1, i-0 Ragistration Failed High 2019/03/25 00-29
registration failed
Device GXV3370_Test (00:0B:82:E9:A1:08) Faclory Reset 2019/03/25 00:28

Factory Reset

This is an automatically generated email. Please do not reply.

About Us | Contact Us

Copyright @ 2019 Grandstream Networks, Inc. All rights reserved.

Figure 170: Email Alert Notification
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APP Notification Settings

The alerts can be pushed to the subscribers through the App notifications.

1. The user can click the button to access the App notification settings interface.

APP Notification Settings

10 Please ensure the UCM device has enabled the corresponding alert options and purchased UCMRC advanced plan.
Organization | ylluo Organization
Subscriber yxxuu1122

Alert Details VoIP ucm
Alert Details
@ Device is back to online
@ Device Offline
@ UCM cloud storage space is insufficient or full
@ CPU Traffic Control
O Disk Usage
@ Memory Usage
© system Reboot

@ System Crash

cancel m

Figure 171: App Notification Settings

Table 34: App Notification Settings
Organization  Select the organization in question.

Alert Details VoIP devices alert and UCM devices alert. Users can click Tab and select the alert

contents, respectively.

Alert Details Users can specify what alerts to receive. The following alert priority levels are available:
High Level:
=  Device is back online
=  Device Offline

= UCM cloud storage space is insufficient or full.
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=  CPU Traffic Control

= Disk Usage

=  Memory Usage

=  System Reboot

= System Crash

=  Fail2ban Blocking

=  SIP Peer Trunk Status

=  Network Disk Status

= Remote concurrent calls amount exceeds the upper limit

=  External Disk Status

=  SIP Trunk Registration Status

=  Configuration Recovery (Backup Restore)

= Extend Disk Usage

=  TLS Certificate Expired

= Remote Login

=  Network port traffic alert

=  High-frequency outbound call

=  Flood attack

= QOutbound trunk call duration usage
Medium Level:

=  Task Run Failure (users can specify the tasks they want notifications for)

=  Modify Super Admin Password

=  System Upgrade

=  User Login Banned

Note: Only the UCM devices that have UCM Remote Control advanced plans can report
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the alert contents and send the alert notifications.

Subscriber Select the users that will be alerted. Only sub-users created by the current user can be

selected.

2. The user can select the alert types to which the user wants to subscribe and click the “Save” button to
apply the changes. After logging in to the GDMS application, the user will be notified through the app
notifications.

SMS Notification Settings

UCM devices that have a UCM Remote Connect service plan can use the SMS Notification function. This

function is only supported by some of the UCM Remote Connect plans.

1. To manage email alert notifications, click on the button on the top-right corner of

the Alert Management page.

SMS Notification Settings

Only UCM devices with SM5 notification function can send message notifications.

Qrganization Default
Alert Details a Alert Details

© Device is back to online

© Device Offline

© Disk Usage

@ System Reboot

O Network Disk Status

© Remore concurrent calls amount exceeds upper limit

© External Disk Status

© Remote Login

Receiving Number 1 United States

0 Add Number

Cancel Save

Figure 172: SMS Notification Settings
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Table 35: Notification Settings

Organization  Select the organization in question.

Alert Details Users can specify what alerts to receive. The following alert priority levels are available:
High Level:
= Device is back online
= Device Offline
= Disk Usage
= System Reboot
»= Network Disk Status
= Remote concurrent calls amount exceeds the upper limit
» External Disk Status
= Remote Login
= Qutbound trunk call duration usage

Note: Only the UCM devices that have UCM Remote Control advanced plans can report

the alert contents and send the alert notifications.

Receiving Enter the phone numbers which will receive the notification message. The phone numbers

Number can be added or deleted.

When the number is entered, the user needs to click the “Send Captcha” option and enter

the received verification code to finish adding the receiving number.

2. Click the Save button to apply the changes.

View Alert Notification
The Alert Management page shows all alerts that have been generated by GDMS.
Note:

Users can be limited by their privileges on the alerts they can view on the Alert Management page. Please

refer to the User Management section for more details.
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@ world v € Plangsenice v B riyao ~
All Organizations All Systems Al Types All Levels Filter

Alert Details Type Organizatio
R Device(s) WPB10_test_s2_yfznol { CO-74AD-16:50:A2 ) offiine for over 30 mi_.  Device Offine Defaul Medium 271212021 1225 [oNE]
=0 Oevice { 00:0B:83.00.00:01 ) Is back to online faul High @
Joffiine for ower 30 mi Jefauls Medium Q&
2 ) offiine for over 30 mi Device Gffline Defaul Medium Q5
EED Reboot device WPB10_test_sz_yfzhou ( CO.74:AD:16:5D:A2) Reboat Device Defaul Medium [0 |
[EED Device(s) | 00:0B:83:00:00:01 ) offline for over 5 minutes Device Offline Defaul High [ON o]
= ™ fmin) nas N benavior. Login 1P 19 Defaul High [oN 5]
count (admin) nas remate login benaviar. Login 1P 19 Defaul High [0l
R Device(s){ CO74:AD23 A8 B6 ) offiine for over 30 minutes Device Offline Defaul Medium 09/12/2021 11:00 )]
(D UCM <script>test</script> ( 00:08:82:A4.6C 48 ) asterisk program errar and System Crash Defaul High 03/12/2021 11:49 ol

B:

Figure 173: View Alert Notification

e Search: Users can find specific alerts by using the filter and search features in the top right corner

of the Alert Management page.

¢ Latest alarm notification: If the alarm notification includes a red dot at the beginning of the item,

Mark All as Read
it means the alarm notification is unread. Users could click on the button to

mark all unread notifications as “Read.”

o View Details: Users could click on the button following the alert notification to view the alert

notification details, and the red dot will disappear if the user has viewed the alert notification details.

o Device Diagnostics: For the device which has a fault, the user could click on the option El to

access the Device Diagnostics page to diagnose the device.

o Delete Alerts: Users can delete notifications by selecting one or more items and clicking on the

Delete button.
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RESOURCE MANAGEMENT

Firmware Management

Custom Firmware °
Users could upload the firmware of the devices to upgrade the associated devices on the GDMS platform.

Note:

It is recommended to download the device’s firmware from Grandstream’s Official website to avoid device

failure.
1. On the Custom Firmware page, click on the Upload Firmware button.
2. Either drag and drop the firmware file to the upload area or enter the firmware file path.

= - Upload Firmware

° File Path

Click or drag and drop file here to upload

[ e |
Englin - (GMT-08.00)Befing Cn
Figure 174: Custom Firmware
Table 36: Custom Firmware
Upgrade Path ¢ Upload File: Upload the firmware file directly. Users could drag the firmware

file to the uploading area or click on the uploading area to select the

uploading firmware.

o Enter File Path: File path of the firmware. Please make sure that this file

GDMS User Guide Page | 187
Version 1.0.10.23




GRANDSTREAM

CONNECTING THE WORLD

path can be accessed by your devices.

Firmware Name This is used to identify the firmware file name. The limit is 1 - 64 characters.

Version Number Fill in the actual version number of the uploaded firmware.

Supported Model Select the supported device models of the firmware.

Description Description of the firmware. The maximum character limit is 256.

3. Once the firmware is uploaded successfully, it will appear in the custom firmware list. Devices will be

able to select the firmware when upgrading via GDMS.

Firmware (Used space 414.47M8) Upload Firmware

Official Firmware Custom Firmware

All Models

[«

t N S S N -

[« [+ [«

Figure 175: Finish Uploading Custom Firmware
Official Firmware

The official firmware page lists the latest official firmware for every supported device. This list is maintained

and updated by Grandstream.
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Firmware New Version Natification Settings

Official Firmware Custom Firmware

All Models

GRP2600-jhwang 10342 1mm 34 04MB

— 24.47MB

UCM6304_6308_1.0.10.4 UCME304_6308_1.0.10.4

neep:iftest com 12

P2602,0P720 20/10/2021 05:28PM B AR MAESAHE

LI R I R T R N 2
[

Firmware.

[ERCC TR Engiish - (GMT-08:00) Beijing Cn

Figure 176: Official Firmware
Note:

Official firmware cannot be edited or deleted, and users can only download or push the firmware to upgrade

the devices.
Firmware Update Notification Settings

Users can subscribe to firmware update email notifications to keep up to date with the latest firmware

releases.

1. Click on the New Version Notification Settings button at the top of the Firmware page. The following

window will appear:
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New Version Notification Settings x
If a new firmware version is available on GDMS, please send an email to the following address:

B Model
DP720
DP750
GRP2612
GRP2614
GXP1780

GXP2135
GXP2170
GXV3370
GXV3380
HT801
WP820

Cancel m

Figure 177: Firmware Update Notification Settings
2. Users can select the device models they want firmware update notifications for.

3. Click on the Save button to finalize changes.
Push to Upgrade Firmware

Users could push the upgraded firmware to the devices directly, or the devices in a range of firmware

versions.
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1. Click on the ﬁ button for the desired firmware. The following window will appear:

Push Firmware Update X
Run Device @ Selectdevice Enter MAC Address
Selected Device:
~ | MAC Address Device Name Model MAC Address Device Name Model
00:0B8:82:F5:52:84 GRP2614 GRP2614
Total 1 n 10/page

Cancel Update Now Schedule Firmware Upgrade

Figure 178: Push to Upgrade Firmware

2. Select the devices to push the firmware to. Users can search for specific devices by entering a MAC

address or name or filter devices by specific sites.
3. Click on Update Now to immediately push the firmware upgrade to devices or Schedule Config Update.

4. Click on the Save button to create the task. Users can check the status of the firmware upgrade on the

Task Management page.
Edit Firmware
Users could edit the firmware name, firmware version, and other information on the GDMS platform.

7]
Users could also re-upload the firmware into the GDMS platform. Click on the button r—' to access the

firmware editing page.

Note:

If the firmware file is changed, existing scheduled tasks involving that firmware will still use the original file,

not the newly uploaded file.
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Download Firmware

Users can download firmware on GDMS by clicking on the L button.

Note:

If a firmware on GDMS is using a configured file path, that path will be used when downloading it.
Delete Firmware

Users can delete firmware by selecting them in the firmware list and clicking on the Delete button in the

top-left corner of the list.

Note:

If the firmware is deleted, scheduled tasks associated with it will continue as normal anyway. Once all

associated scheduled tasks are completed, the firmware file will automatically be removed from GDMS.

Other Resources Management

Users can upload the resource files (such as ringtone files, wallpapers, language packs, etc.) to the GDMS

platform so that users can configure or assign the resource files to devices at any time.
Upload Resource

1. On Resource Management > Other Resources page, click on the resource files uploading button.

2. Users can drag or click to upload ringtone files, pictures, language packs, and other files, as the figure

shows below:
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Add Files

(4]

Click or drag and drop file here to upload

File Name

FleType  Ring

Figure 179: Custom Firmware

Table 37: Custom Firmware

File Users could drag the file to the uploading area or click on the uploading area to select
the file.

Supported file format: gsrt/flac/gsm/ogg/wav/mp3/jpg/png/txt. If the user selects the
file type as “Other,” the GDMS platform will not restrict the file format.

File size limit: Bin file/Ringtone — 128KB; Picture/Language pack — 500KB; Other —

5MB.

File Name This is used to identify the file name. The limitis 1 - 64 characters.

File Type This is used to identify the file type, such as ringtone, picture, language pack, and
Others.

3. Click the “OK” button to save the file to the GDMS server.
Notes:

o When the resource file is uploaded to the GDMS server, users can configure the resource file for

the device on the “Set Parameters” page.

¢ Only some specific models support configuring custom ringtones and language packs, and the

supported file sizes are different.
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View Resource List

Users can view all resources on Resource List under the enterprise, including the uploaded resources.
1. Users can go to Resource Management - Other Resources to view the resources list.

2. Users can also search the resources by resource type or file name on the resources list.

Other resources [ raaries |
All Types

File Name File Type Fi Updated Time File Url

Ring-hz Ring 486.12KB 20191216 09:32 natp:i e gdms. cloud/api/c = i S1d6fSdes5c24149afassane.. ) & 4 o

Ring-USA Ring 64.00KB 2019/12/1609:33 hict:/Awww.gdms, dloud/api/config/resourcesidownload/1 9af1f430cdd491299c%essb.. ) & & @

Ring-sz Ring 64 00KB 2019/12/16 09:33 nitp:/Awww gdms cloud/apl/canfig/resources/download/a74ef 1 7550054006a2 1 393ef O AE#HE @

Test Ring 349.56K8 2019/12416.09:33 http:/fweww gdms cloud/apiconfig/resources/download/7b49a59684114770808a810.. ) &, [ @

Testz Ring 64.00KB 2019/1216.09:33 hutp:/fwww gdms cloud/api/config/resources/download/269e902d08974 1afaccas1as.. ) & & @

Ring-test Ring 64.00KB 201912160933 hetp:4www gdms. cloud/api/config/resourcesidownload/39d53b27884411bb21abs.. ) &, (4 @

GRP-Chinese Language Pack 345.39KB 2019/12/1609:34 netp: e, gdms cloud/api/c s/ df091907F2el drazaf.. O & & ©

Picture-test Picture 349 56KB 2019121160934 It . choudiaplAconfip) esidownload/7221 awreezent. 0 & & B
Resource L

CRP-English Language Pack 1343KB 2019/12/16.09:34 hetp:/www gdims.cloud/api/canfig/resourcesidownload/c645950a0b9tdcisadc3e29z. ) &, & W

GVC-Chinese Language Pack 13.58KB 2019/12116 09:35 htp:/Awww.gdms. cloud/api/config/resources/download/2216b369 2ec44f358bcceadel. O &A@
Otner resources

[1] 3
English (GMT) Coordinated Univ

Figure 180: Other Resources

Copy File URL

G
1. On Resource Management - Other Resources page, click the button following the resource
file to copy the resource URL.

2. Copy the file URL and paste it to another file download path.
Download Resource

1. On Resource Management > Other Resources page, click the button ~— following the resource

file to download the resource.

2. Download the resource file locally.
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Modify Resource

7
1. On Resource Management > Other Resources page, click the button r—l following the resource

file to modify the resource.
2. Users can modify the file and file name.
Note:

If the user wants to re-upload the resource file, the device using this file URL may download and use the

new resource file.

Delete Resource

il

1. On Resource Management - Other Resources page, click the button ] following the resource
file to delete the resource. Users can also select multiple resource files and click the Delete button on the

top of the page to batch delete the resource files.

2. When the user confirms to delete the resource file, the selected file will be deleted from the GDMS

platform.
Note:

When the file is deleted from the GDMS platform, the device uses the URL pointing to that specific file, the

user can still use the downloaded resource file in the device locally.

View Storage Space

All resource files are stored in the enterprise's storage space. This interface shows the storage space

occupied and the total storage space:

1. On the” Resource Management® - "Storage Space” interface, go to the Storage Space statistics

page. This interface shows the storage space taken up by the custom firmware and the other resource files.
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Storage Space

© Storage Space

You have used up of your storage space

Your storage

416.21MB/2s1.0368

Firmware

Misc. Resources

Storage Space

Figure 181: View Storage Space

A

storage space to get more available storage space.

If the current storage space is less than 10% or full, the user can upgrade the plan or clean up the
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CHANNEL MANAGEMENT

Channel customers and service providers can obtain a list of purchased devices from Grandstream ERP.

This list will allow the channel customer or service provider to:

1. Quickly assign devices to sub-channel customers. These customers will then be able to log into

GDMS to manage the devices.

2. Manage devices directly for customers.

Note:

Channel customers and service providers will need to contact Grandstream support to associate their
GDMS account with an ERP account.

Superior Channel Binding Address

If a superior channel wants to assign devices to the user, the superior channel needs to add the user’s

GDMS account as a subordinate channel.
The user needs to copy and send the binding address to the superior channel.

1. Click on the link at the top of the Channel page “View my binding channel address,” as the figure

shows below:

Channel Add Subchannel

Track Device Subchannel

View my binding channel address

Figure 182: View My Binding Channel Address

2. View my superior channel binding address, users could reset/copy the binding address.
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Superior Channel Binding Address X

This binding address can be sent to a higher-level channel for
management.

hrep:fwww gdms cloud/bind?sn=xyGyGU

Reset Address

Figure 183: Superior Channel Binding Address

e Copy: Click to copy the link address to the clipboard.

e Reset Address: Generate another address. The previous link will be invalid.

Add Sub-channel

Users can add sub-channels to GDMS accounts at any time. Once added, the user can assign devices to

the sub-channels. To properly add a sub-channel:
Obtain the bind address from sub-channels to add their GDMS accounts.

1. On the Channel Management page, click on the Add Sub-channel button. The following window will

appear:

Add Subchannel X

* Link Address

Remarks

Cancel Save

Figure 184: Link Address

2. Enter the provided bind address from the sub-channel into the Link Address field.
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3. Add a description or comment for this sub-channel.
4. Click on the Save button to finalize changes.
5. Once the sub-channel is added, users can now assign devices to it via the Trace Devices tab.
Notes:
e Each user could be the subordinate channel customer for multiple GDMS users.
e Each user could be the superior channel distributor for multiple GDMS users.

e Users could only add subordinate channel customers which are in the same region (If the user is
in the region of the United State, the user could only add the enterprises in the United State region

as the subordinate channel customers).

Edit Subordinate Channel Customer

After adding a sub-channel, users can only edit the Remarks field for it. To edit it, click on the rﬁ button

for the desired sub-channel.

Edit Channel X

Company Name

Remarks | jhzhao company

Assigned Device Number

Add Time

Figure 185: Add Remarks

Delete Subordinate Channel Customer

To remove sub-channels from GDMS, select the desired sub-channels and click on the Disassociate button.

Devices can no longer be assigned to this sub-channel.
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Disassociate the 1 selected company/companies

Figure 186: Disassociate Sub-channel

Track Device
View Device

To view all devices assigned to the account, click on the Track Device tab.

Reseller Channel —

GXP2130 yxxu company 1234 )1/04/2022 04:04 AM H @ ®

= 5 B ®

- - P

- S B ®

COTNDTIALES ycat company, 1204 01/04/2022 03,16 AM 5 . 5 G ®

PA el Engish - (GMT-08:00) Bejing Cn

Figure 187: Track Device

Table 38: Track Device

MAC Address The MAC address of the device.
Device Model The model of the device.
Resource Where the device originated from. Currently, there are two values:

o ERP Order — The device’s data was synchronized from Grandstream ERP.

e Main Channel — The device was added by the main channel.
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Warehousing The date/time the device was assigned to the account.
Time
Status Allocated: The device has been assigned to a sub-channel and cannot be assigned

to other sub-channels.

Unallocated: The device is not allocated to any sub-channel yet.

Outgoing Time The date/time the device was assigned to a sub-channel. The company name of the

sub-channel will also be displayed.

Users can search for specific devices by using the filter and search options in the top-right of the Channel

Management page.
Note:

Users cannot directly upgrade the firmware or update the configuration file of the devices from this list.

Please refer to Configure Device section.
Device Assignment Notification

L2

When devices are assigned to an account, the  ~ icon will show a notification. Clicking on the

notification will show the list of assigned devices.
Device Assignment

For the devices which have been sold to the subordinate channel customer, the user could allocate the
devices to them. The subordinate channel customer could log in to the GDMS platform to view and manage

the devices.
The user could allocate a single device or allocate a batch of devices:

Assign a Single Device:

1. Click on the ” button for the desired device. The following window will appear:
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Assign to Subordinate Channel X

* Channel

Cancel Save

Figure 188: Assign Single Device to Subordinate Channel

2. Select the sub-channel to assign the device to.
Assign Multiple Devices:
1. Click on the Device Operation button at the top-right of the Channel Management page.

2. Click on Assign to Subordinate Channel on the Track Device page. The user will be redirected to the

batch device assignment page.

Subchannel Track Device

Sync from ERP ] [ Upgrade Firmware All Models From All Filter
MAC Address Model Oorigin Imported Time Status Assigned Time Subchannel Options 8
00:0B:82:FB:53:8E GXP1610 ERP Order 2019/08/15 19:07 — — 5 @
00:08:82:FB:53:88 GXP1610 ERP Order 2019/08/15 19:07 — — 5 @
00:0B:82:FB:53:8C GXP1610 ERP Order 2019/08/15 19:07 - - 5 B
00:0B:82:FB:53:8A GXP1610 ERP Order 2019/08/15 19:07 — — 5 G
00:0B:82:FB:53:88 GXP1610 ERP Order 2019/08/15 19:07 — — 5 @B
00:08:82:FB:53:89 GXP1610 ERP Order 2019/08/15 19:07 — — 5 B
00:0B:82:FB:53:86 GXP1610 ERP Order 2019/08/15 19:07 - - 5 B
00:0B:82:FB:53:87 GXP1610 ERP Order 2019/08/15 19:07 — — 5 B
00:0B:82:FB:53:84 GXP1610 ERP Order 2019/08/15 19:07 — — 5 @
00:08:82:FB:53:85 GXP1610 ERP Order 2019/08/15 19:07 — — 5 B

Total 48714 <12 4 - 872 | > 10/page

Figure 189: Device Operation Options

3. The user will be directed to the batch devices allocating page:

GDMS User Guide Page | 202
Version 1.0.10.23




GRANDSTREAM

CONNECTING THE WORLD

Channel Management / Assign to Subordinate Channel
Channel 1
* Execution Device @ Designated Device Enter MAC
Select Device
All Models All Origins Selected Device: 0
MAC Model Origin MAC Model Origin
00:0B:82:E0:EB:48 HT802 ERP Order
00:0B:82:E0:EB:49 HT802 ERP Order
00:08:82:E0:EB:3E HT802 ERP Order i
00:08:82:DD:29:D3 GDS3705 ERP Order
00:0B:82:E0:EC:F8 HT802 ERP Order
00:0B:82:E0:EB:3F HT802 ERP Order
00:08:82:-E0:ECF5 HT802 ERP Order
00:08:82:E0:EB:3C HT802 ERP Order
00:0B:82:E0:EC:F6 HT802 ERP Order
00:0B:82:E0:EB:3D HT802 ERP Order |
.. |

Figure 190: Assign Multiple Devices to Subordinate Channel

Table 39: Assign to Subordinate Channel

Select Subordinate Select the sub-channel to assign the devices to

Channel Customer

Device Select the devices to assign to the sub-channel from the list or enter the

MAC addresses of the devices.

Execution Device Designated Device O Enter MAC

* Enter MAC 00:0B:82:11:22:33 00:0B:82:11:22:44 10:0B:82:11:22:33

Figure 191: Copy and Paste Multiple MAC Addresses

4. Click the Save button to finalize changes and the assignment. The sub-channel will then be notified of

the device assignment.
Notes:
e The device which has been allocated to a customer cannot be allocated to any customer else.

o When the device is allocated, the user cannot acquire back the device. If the device is allocated to a
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customer incorrectly, the user could contact the subordinate channel customer to allocate the device

back to the user.
Configure Device

To manage devices from the Channel Management device list, users must first import the devices to

GDMS Device Management.

Import Single Device

1. Click on the l'?ﬁ button for the desired device. The following window will appear:

Import this device to device configuration?

Figure 192: Import to Manage Device

2. Click on the “OK” button to finalize the import.
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USER MANAGEMENT

The User Management page allows users to view, add, and edit users and manage role privileges. By
default, GDMS has one administrator, which has all available privileges. Roles are sets of privileges that

admins can assign sub-users.

Add Role

To add a role with specific privileges, click on the Add Role button at the top right of the User Management

- Role page and enter the following information:

: - Add Role

All

Dashboard

Overview

Device Management - VoIP Device

ocal Configuration

Device Management - GXW4500 Series

[ reoocs R TP

Figure 193: Add Role

Table 40: Add Role
Role Name Users need to input the name of the role in this field.
Description Users need to input the description of the role in this field.

Select Permissions  Users need to select the privileges of the role.

Note:

If a role does not have the privilege of a feature, the GDMS portal will not show it.
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Edit Role

7
To edit a role’s name, description, and privileges, click on the r—' button for the desired role.

Note:

Users cannot edit the roles of the default admin account.

Delete Role

To delete a role, click on the 0 button for the desired role. If the role includes some sub-users accounts,

the role cannot be deleted.

Add Sub-user

To add a sub-user to the GDMS account, click on the Add Sub-user button and enter the following

information:

Add Subuser X
* Name
* Email
* Role

* Manageable organization

Cancel Save

Figure 194: Add Sub-user

Table 41: Add Sub-user
Name Users need to input the name of the sub-user in this field.

Email Address Users need to input the email address of the sub-user. The sub-user will use this to verify

and activate this account, log into GDMS, and receive email notifications.
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Role Users need to select the role of the sub-user.

Manageable Assign the manageable organization to the user, and the administrator could select the
Organization manageable organizations from the existing organizations in two different regional

servers.

Upon creating the sub-user, an activation email will be sent to the configured email address. The sub-user

must click on the provided link to activate the account.

Edit User

7!
To edit a verified sub-user’s role, click on the r—' button for the desired sub-user and select the new role.

The sub-users other information cannot be modified even by an administrator.

Edit Subuser x
* Name
* Email
* Account
* Role admin
* Manageable organization Sub-companies 2 sghuang's Organization
Cancel

Figure 195: Edit Sub-user

For unverified sub-users, administrators can modify the name, email address, and role. Additionally, they

can send an account activation email to the configured email address.

A jhwang-test 123@test.com — admin_backstage yXxu B E o

Figure 196: Edit Unverified Sub-user

Delete User

To delete user accounts, click on the 0 button for the desired user. Deleted users cannot log into GDMS.
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Users can view and edit their personal information on GDMS by clicking on their name in the top-right

corner of the GDMS portal and clicking on User Settings.

Main Region

Name

Email Address

Login Name

Password

Company

User Settings

< Basic Info

Europe (Users/Dievices data in the EU server)

Ing. Chongging, Hong Kong SAR, Urumagi

@ Multi-Factor Authentication

< Rale Info

English (GMT=08:00) Befjing, Ch

Figure 197: User Settings

Table 42: User Settings

This option displays the primary region of the current GDMS account. This can be
deleted. After deleting the main region, the data in the current regional server cannot be

restored.
This option shows the display name for the account.

This option shows the email address associated with the account. To modify this email

address, the user will need to enter the current login password.

This option shows the username for the account. This is used for logging into GDMS,
and it can be modified. The user needs to enter the password and new login name for

authentication. The new login name must be unique.

The login password is editable. The user needs to input the original login password to

modify the current login password.

This option shows the name of the user’s company.

V- S
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This option shows the country of the user.

This option shows the time zone of the user.

Users can modify the time format to 12 hours or 24 hours on the interface.

Users can modify the date format to MM/DD/YYYY, DD/MM/YYYY, or YYYY/DD/MM on

the interface.

This option shows the current role of the user.

Log out of the account by clicking on the username in the top-right corner of the GDMS portal and clicking

Sign Out.

der History ‘_.ﬂ' rjyao
X User Settings
i User Guide
® Feature Guide
>

Figure 198: Sign Out

Delete GDMS Account

If the user does not want to use the GDMS platform to manage devices anymore, the user can delete the

GDMS account and all sub-accounts of the enterprise.

Note:

After deleting the GDMS account, all data of the GDMS account will be deleted.

1. Click the “Personal Information” option on the name menu at the upper right corner of the main page

to enter the personal information configuration page.

2. Click the “Delete business account” button at the top of the page to delete the current GDMS account.

If the enterprise GDMS administration account is deleted, all sub-accounts under the main GDMS account

V- S
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will also be deleted.

GDMS User Guide Page | 210
Version 1.0.10.23




GRANDSTREAM

CONNECTING THE WORLD

Associated Company Management

Users can add associated companies for management in the GDMS platform. After establishing the
association relationship, users can select the associated companies and share the organizations with the

associated companies for management.

Add Associated Company

After adding the associated company, the user can select the associated company and share the
organization with the company, so that the user and the associated company can manage the organization

together or assign the management permission to the associated company for management.

The user can obtain the binding address from the company with which the user wants to establish the
association relationship.

1. The user can access User Management -> Associate Company page, and click the “Add Associated
Company” button to add the associated company. Please see the screenshot below:

Add Associated Company

* Associated Company Binding Address

Remarks

Figure 199: Add Associated Company
2. Enter the binding address of the associated company in the field “My Company Associating Address”.
3. Fillin the remarks of the associated company.

4. The user can click the “Save” button to add the associated company. Once done, the user can view
the associated company name, remarks, and association time on the “Associated Companies” list.
Please see the screenshot below:
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Users Add Associated Company

Users  Role  Organizaton  Assoclated Company

Add Time Opions

yxxu company 1234 YU E 25/02/2022 09:54 AM 4

jhwangss 2 fa et hwangayfd 16/02/2022 09:36 AM @

Figure 200: Associated Companies List

Edit Associated Company

On the “Associated Companies” list, the user can click the button @ to access the “Edit Associated

Company” interface to modify the remarks of the associated company.

Edit Associated Company

Company Name

Remarks yxxu company

Add Time

Figure 201: Edit Associated Company

Disassociate Company

If the user wants to disassociate the relationship with the associated company, the user can select the

company and click the button to disassociate the association relationship.
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Users Add Assodiated Company
Users Role Organization Associated Company
B company Name
Yol company 1234 Yot E =
[nwangg4: SN ihwangdddl 16/02/2022 09:36 AM 4

 Feedback [EEEIETEE (GMT+08:00) Beijing, Ch

Figure 202: Disassociate Company

Note:

After disassociating the association relationship, the shared organizations will not be affected, the

organization can also be managed by the previously associated company.
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ORGANIZATION MANAGEMENT

If users want to manage devices in multiple subordinate organizations, users could create multiple
organizations (such as customer enterprises, sub-companies), and assign the devices to multiple users to
manage separately. The devices, SIP accounts, and other parameters are separated between different
organizations. The data in a specific organization can only be viewed and managed by the administrator

who has permission.
All devices and data are in the “Default” organization by default.

Multiple organizations and administrators:

y Register enterprise accounts on GDMS platform N
/ (e.g. service provider, channel providers, etc.) \
I \
Default Organizations Organization - AAA (e.g. subsidiaries) Organization - BBB(e.g. subsidiaries)

\

|

|
Devices Config Diagnostics Devi Confi }
Mangement Template M SHEE t T ol Ilgt Diagnostics Devices Config Diagnostics ‘
RN CiaEs Mangement & Template & }

@@ @ |
|

|

|

|

7'y }

|

|

|

|

|

|

|

|

|

]

A

System

Mangement

® ® e 6 O ® o

\\ ,
\ fp
Branch Administrator A Branch Administrator B v

~ Platform Administrator -

Figure 203: Multiple Organizations and Administrators

Switch Organization

If the user has permissions for multiple organizations, the user could switch to manage different

organizations.

1. Click the drop-down box of the Organizations menu at the upper left corner of the page to select the

organization the user wants to manage.

2. After switching the organization, the user only could view/edit the Device, SIP Account, Template, and

other data under the organization.
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Q world v € Pungsenice~ M rjyoo -

UCM Device Import Device

All Models Filcer
o t
Basic (Beta)
COT4AD 244834 UCME304 - - Default [oN N e]
00 UCME301 10133 Plagnum (Beta) Default 0] [©]
1 e Domce ® CO74ADOABESE UCM8308 10127 Platinum (Beta) - 5061(T - Default % 0 [¢)
® C074AD3CC122 haha 10127 Platinum (Beta) 2222222123123123 3 gdms cloud 5061(T Default -0} (e}
COT4ADOABESA Platinum (Beta) . I -
UCM6308 10119 192.168.131.187:5061(TLS) - CO.74:AD:0A BEA (0] [¢]
® 000882 ALEC4B . .
. UCME302 10132 Platinum (Beta) 192.168.129.73:5061(TLS) -~ ocoBs2asecas T3 @ B O
® 00:08:82:A4:6E-BF : B Pladnum (Becs) e a
B UCM6302 00416 @ - 000BB2A4EEEF %0 [&]

Figure 204: Switch Organization

Add Organization

The user could create an organization if the user has permission.

1. Onthe menu on the right side of the page, select System Management > User Management, and select

the “Organization” tab, click the “Add Organization” button in the upper right corner.

2. Fillin the information of the organization as shown in the following figure:

GDMS User Guide Page | 215
Version 1.0.10.23




GRANDSTREAM

CONNECTING THE WORLD

Add Organization X

Create subordinate organization (e.g. customer's company). Devices and SIP accounts for
each organization will be managed separately. View detai

* Organization Name
Assign User rjyaoace
Clone Organization
* Owned Subsystem VolP System UCMRC System

Description

Figure 205: Add Organization

Table 43: Add Organization
Organization Name Input the name of the organization.
Assign User Select the users who will have permission to manage the organization.

Clone Organization This is used to select to copy data from other organizations, the data include SIP
accounts, model templates, group templates, sites, etc. When the organization is
created successfully, the data under the specific organization will be copied to the

current organization.

Owned Subsystem  Select the subsystems that the current organization belongs to, including the VolP
system and UCMRC system. If it belongs to multiple systems, the relevant data
such as site data, VoIP device, and SIP account information can be shared across

systems in the organization.
Description Input detailed descriptions of the organization.

3. Click the Save button to save the organization on the GDMS platform.

4. The system will switch to the newly created organization by default, and the user could add devices to

the newly created organization for management.
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Edit Organization

Users could edit the organization’s information at any time.

1. Onthe menu on the right side of the page, select System management = User Management, and select

the “Organization” tab to view all organizations under the account.

7]
2. Click on the button 4 following the organization name to access the editing page. The user could

edit the organization name, the administrator of the organization, owned subsystems, and descriptions, as

the figure shows below:

Edit Organization x

Create subordinate organization (e.g. customer company/subordinate company),
the devices and SIP accounts for each organization will be manged separately.

* Organization Name Default Organization
Assign User YXXU rjyao11 ylluo123 yxxusub

Description

Figure 206: Edit Organization

Delete Organization

1. Onthe menu on the right side of the page, select System management - User Management, and

select the “Organization” tab to view all organizations under the account.

2. Click on the Delete button following the organization name, the organization will be deleted
completely after confirmation, including the SIP accounts, templates, tasks, diagnostics histories,

and other data under the organization.
Note:

If there are devices in the organization, the organization cannot be deleted. Please transfer the devices to

other organizations before deleting the organization.
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Share Organization

The user can select to share the organizations with the associated companies. There are 2 methods of
sharing permissions: Co-management and Authorized Management.

1. Onthe “Organization” management interface, the user can select the organization that the user wants

to share with another company for management and click the button < to access the “Share”

organization interface. Please see the screenshot below:

Share

Organizations can only be shared between enterprises in the same region

* Share Permission

Associate Enterprise

Cancel m

Figure 207: Share Organization

Table 44: Share Organization

Share Permission There are 2 methods of sharing permissions to another company: Co-

management and Authorized Management.

Co-management: After sharing the organization, the user can manage the
organization with the associated company together. The associated company can

manage all devices in the shared organization and view the related data.
Note:

® |If the user sets to “Co-management”, the associated company can manage
the organization, but the associated company cannot delete the shared

organization.

® |f the user has shared the organization with one associated company for
management, the user cannot share the organization again with any other

company.

Authorized Management: After sharing the organization to the associated
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company, the user can fully authorize the management permissions to the
associated company for management, and the user does not have permission to

manage this organization anymore.
Note:

® If the user sets to “Authorized Management”, the user cannot make any
operation to this organization, and the organization information will be
removed from the user’s “Organization” list. The data in the organization will

be transferred to the associated company for management.

® After sharing the organization through the “Authorized Management” method,

the associated company can manage/edit/delete the organization.

® After sharing the organization through the “Authorized Management” method,
the associated company can share the organization again with another

associated company.

Associate The user needs to select the associated company with which the user wants to

Company share the organization.

2. The user can select the “Share Permission”: “Co-management” or “Authorized Management”.

Share

Organizations can only be shared between enterprises in the same region

Share Permission

Co-management
You can manage the current organization along with
the associated enterprise.

Associate Enterprise

Authorized Management

The current organization can only be managed by
the authorized associated enterprise. You are not
allowed to manage it.

Figure 208: Share Permission
3. Select the associated company to which the user wants to share the organization.

4. After clicking the “Save” button, the selected organization will be shared with the selected associated
company.

5. After the operation steps above, the user can view the organizations which were shared from other
associated companies and shared with other associated companies on the “Organization” list. Please
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see the screenshot below:

&) coms Q w © orderHistory 4P oo

3
R X
o o

1
R R
o

21-%EEE @test com, 22222222222@e:

|

RGN R @ B R
%

B o B = o

Figure 209: Organization List - Shared Organizations

: The label indicates the organization has been shared with another associated company for

management together.

: The label indicates the organization is shared with another associated company for management
together.

Note:

® The organization can only be shared between the companies in the same region. If the selected
associated company does not enable the service in the current region, the user needs to inform the
associated company to enable the service in the current region so that the organization can be shared
with the associated company.

® The user can access the User Management -> Associated Companies interface to add the associated
companies.

Cancel Sharing Organization

The user can cancel sharing the organization with the associated company.
1. On the “Organization” list, the user can select the organization with which the user wants to cancel

<8

sharing with the associated company and click the button to cancel sharing with the organization.

Please see the screenshot below:
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Cancel sharing organization *1111111117

Figure 210: Cancel Sharing Organization

2. After canceling sharing the organization, the user will get the organization management permission
back, and the associated company cannot manage this organization anymore.

Note:

® After canceling sharing an organization, the user can share the organization again with another
associated company.

® The user can cancel sharing the organization only if the user sets the “Co-management” method when
sharing the organization. If the user sets the method to “Authorized Management”, the user does not
have any management permission after sharing the organization with the associated company.

Return Organization

After receiving the shared organization, the associated company can return the management permission
to the user.

1. On the “Organization” list, the user can view the received shared organizations and select the

o
organization to which the user wants to return it by clicking the button ™ as the screenshot shows

below:
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Return shared organization “ceshi?

Figure 211: Return Organization

2. After returning the organization, the organization will be removed from the “Organization” list of the
associated company, and the associated company will lose the management permission the
organization.
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SYSTEM LOG

Users could view all operation logs of the system, including the login/logout logs of the user, adding new
devices, deleting devices, adding SIP accounts, deleting SIP accounts, firmware upgrading/downgrading
logs, updating configuration files for devices, devices factory reset logs, devices diagnostics logs, creating

model template logs, etc.

On the menu on the right side of the page, select System management - System Log, and users could
view all operation logs of the system. Users could also search the operation logs by level, operation contents,

operators, and time.
Note:

Users could only view the system logs for the last 30 days.

& spMsS 4° Grandstream ~
System Log
All Levels All Operations All Organizations Filter
Username Log Contents P Address Level Organization Operating Time 2]
Grandstream Edit Email Address 192.168.126.66 High - 2019/11/07 14:04
Grandstream Sign Out 192.168.126.66 Low — 2019/11/07 14:03
Grandstream Ping/Traceroute: 00:0B:82:9A:8F-2C 192.168.126.157 High Default Organization 2019/11/07 14:01
Grandstream Factory reset 1 device(s): 00:08:82:F5:05:C4 (Immediate Task) 192.168.126.66 High Default Organization 2019/11/07 14:00
Grandstream Upgrade Firmware: Device CO.74:AD05:C6:6CCO-74:AD.05:D482, 2 devi..  192.168.126.66 High Default Organization 2019/11/07 14:00
Grandstream Reboot 2 device(s): C0:74:AD:01:85:00,C0:74:AD:05:C4:CO (Immediate Ta...  192.168.126.66 High Default Organization 2019/11/07 14:00
Grandstream Ping/Traceroute: 00:08:82:9A:8F:2C 192.168.126.157 High Default Organization 2019/11/0713:59
Grandstream Email Notification Settings 192.168.126.66 Low Default Organization 2019/11/0713:59
Grandstream Configure Account: 00:0B:82:9A:8F.2C 192.168.126.157 High Default Organization 2019/11/0713:59
38 System
Grandstream signin 192.168.126.66 Low — 2019/11/0713:59
Total 1736 <12 4 = 174> 10/page
B systemLog
English ~  (GMT+08:00) Beijing, Ch

Figure 212: System Log
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VALUE-ADDED SERVICES

Users can click on the button in the top right corner to view the value-added services provided by the GDMS

platform. The following two value-added services are available in the GDMS platform:

UCM RemoteConnect Plan

< Supports only for UCM63xx. When the user adds the UCM63xx device to the GDMS platform, the user
can apply for a UCMRC advanced plan for a free trial.

*  Complete NAT penetration mechanism. Users can use it directly without complicated configuration, so
that it can ensure the remote communication requirements through external networks (including Wave

application in mobile phones/desktop clients for registration/communication through external networks).

* UCM Remote Management: There are 3 levels according to the plans, including View device
information (e.g., Firmware version), SIP accounts synchronization, remote restarting UCM device,

upgrading UCM, and remote access to the UCM Web Ul.

* GDMS Cloud Storage service is provided with bonus cloud storage space. This is used for backup

configuration files and user data for UCM.
* UCM data statistics report is provided and sent to the administrator through email.

e UCM Cloud IM Plan provides cloud IM communication services for UCM devices. After purchasing this

plan, Wave users can use the cloud IM system, and the chat data will be stored in the cloud system.
Note:
® Users can view the details of different plans on the official website.

® Users can only apply for the free trial of the UCMRC advanced plan once for each UCM device that is
associated with the GDMS platform. If the user purchases a UCMRC plan which is different from the
free trial plan, the current free trial will expire and the purchased UCMRC plan will take effect

immediately.

® Please refer to UCM63xx User Guide on the official website for details about Using the remote call
function on UCM/Wave application, backup files to GDMS cloud storage space, restoring backup files,

and viewing the details of remote call records.
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UCM Cloud IM Service

UCM Cloud IM service is an add-on service of the UCM RemoteConnect plan, and it provides cloud IM
communication services for UCM devices. After purchasing a UCMRC plan that contains the Cloud IM
service, the Wave user can use the cloud IM system, and the chat data will be stored in the cloud system.

*  Supports unified communication across multiple UCM devices in different regions.
*  Provides cloud communication service with high performance, large storage, and multi-function.

e  Starts to use UCM Cloud IM service, which is not limited by the performance and storage space of

UCM devices. Phone calls and messages are not affected by each other.
Note:

1. The user needs to purchase the UCM RemoteConnect plan which contains the Cloud IM service. After
purchasing the plan, the user needs to enable the service on the GDMS platform before using the service.

2. After enabling the UCM Cloud IM plan in the UCM device, all chat data will be stored in the cloud
system. The local chat history will not be viewable.

3. Each UCM Cloud IM plan can be bound to the multiple UCM devices in a certain enterprise so that the
users of the multiple UCM devices can send IM messages, create groups, send meeting notifications to

each other, etc.

4. When the UCM RemoteConnect plan which contains the Cloud IM service expires, the Wave user
cannot log in to the account. The chat data will also be deleted. Please renew the UCM Cloud IM plan in

time.
Enable Service

Prerequisite: The UCM plan contains the permission for this function.

g .
1. The user can click the button Order History

to access the “My Plans” list, select a UCM
RemoteConnect plan which contains the Cloud IM service, and enable the Cloud IM service on the

GDMS platform.
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&) cpoms Q world ~ @ OrderHistory  #2 riyao
My Plans
Al Statuses
Plan Owner Subscription Time Expiration Time opti
UCM Remoteconnect UCM6308 (CO-74:AD-3C-C1-22)
il 251052022 10/0472024 OV &
UCM Remoteconnect UCM6308 (CO.74:AD-0ABE-9E)
s 18/05/2022 18/08/2022 ow
UCM RemoteConnect UCM6302 (CO.74:AD-2E:B2CE)
i 12/05/2022 12/052024 OV
UCM RemoteConnect UCM6302 (00:0B:82:A4:6C:48)
07/05/2022 07/05/2024 Ow b
1
UCM RemoteConnect UCME202 (CO.74:AD-06:9B:7C)
B 5 0170472022 o1/0ar2023 Q0w
UCM RemoteConnect
UCM6304 (CO:74:AD:2A:48:5C)
% 200172025 O vV & ‘
UCM RemoteConnect UCM6301 (C0:74:AD:30:24:98)
17/0212024 ow
UCM RemoteConnect
UCM6304 (CO74°AD 53 73:58)
= 16/0272024 3 O w

English - (GMT~08:00) Beijing, Ch

Figure 213: My Plans

2. The user can click the button & to access the “Edit Cloud IM” interface. Please see the screenshot

below:

Edit Cloud IM
coudim @D
Region US Region
* Enterprise Name for the Plan

* Cloud IM maximum storage space (MB)

Figure 214: Edit Cloud IM

GDMS User Guide Page | 226
Version 1.0.10.23




GRANDSTREAM

CONNECTING THE WORLD

Table 45: Edit Cloud IM

Enable Cloud IM After purchasing a UCMRC plan that contains the Cloud IM service, the user needs
to enable the Cloud IM service on the GDMS platform.

Note:

If the user wants to disable the Cloud IM service which is currently in use and will
no longer use it, the data in the Cloud IM server will be cleared after disabling it.

Region US Region / EU Region
Note:
® |tis recommended to select the nearest region to the UCM device.

® |f the user switches to another region, the data in the Cloud IM server will be

cleared.

Enterprise Name The user can customize the name of the enterprise which will use the Cloud IM

service.

Cloud IM Maximum  The yser can edit the maximum available storage space for the Cloud IM service.
Storage Space

Note:

® The user needs to allocate some space from the cloud storage space for Cloud

IM service usage.

® The configured storage space must be larger than the space currently used by

the Cloud IM service and smaller than the available cloud storage space.

Note:

® On the UCM Devices list, the user can click to view the plan information of the selected device and

enable the Cloud IM service for the specific device.
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MAC Address Device Model Firmware Version Server Address Plan Site Name Options @

C0:74AD:2E:B2:C6

duwei UCM6E302 101511 €074ad2eb2¢6 b gdms.cloud-5061(TLS) - Enterprise Default ®E 06

Accessserver @ (@D
COTaADAs AR Vemesot - - c074ad2eb2c6 b.gdms cloud (Wave App User Guide) @ ©
c074ad2eb2c6 b.gdms cloud:5061 (SIP Configuration Guide)

00:0B:82:A46E:B9

= UCM6302 1.0155 000b82ad6ebg 11 StOrage Space 08/10.00GB oM@ 6
Total Sessions 64 (Maximum Number of Cancurrent Remote Sessions
€0:74:AD:0A:BE:9A (Spare v | =
B9 ucme308 10119 000D82a46e09-11 Device Plan UCM RemoteConnect - Enterprise (12/05/2024 expires) &2 @ [e)
) 10.00GB Cloud Storage Space
Cloud IM Service (12/05/2024 expires) du
C074:AD29:68:00 UCM6308 — — @ @

Eag Devery

Figure 215: UCM Device -> Enable Cloud IM Service

3. Click the “Save” button to get the UCM Cloud IM Service, and the user can view the Cloud IM
service domain name, service ID, and Key.

Apply successfully!

Service Domain  im.gdms.cloud

Service ID 100008 OJ)

Service Key 07b2b277<" s §-a ! 1232328¢7852c [J)
Expiration Time 2021/07/11

You can copy the above information to bind CloudIM plan in UCM device, or

bind it in GDMS now.
More

Bind UCM Device

Not now

Figure 216: Cloud IM Credentials on Web Interface

4. The user can quickly bind the UCM device for the Cloud IM service so that the UCM device can
start to apply the Cloud IM service quickly.
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Bind UCM Device

A CloudIM account supports binding multiple cross-region UCM devices, and can also be bound on the UCM device management platform.

Enter the department, MAC address of the device and dial prefix

US-UCM C0:74:6D:0A:8E:88 (sghuz 99 [x )
CN-UCM C0:74:AD:06:9B:7D 88 [x ]
ﬂ Add Device

Figure 217: Bind UCM Device
Note:

® The user can also copy the service ID and service key and bind the UCM device to the UCM device
management platform. The user can go to the UCM Web Ul > System Settings - Cloud IM interface
and enter the Cloud IM involved information in the blanks. The corresponding IM data are placed in
the Cloud IM external server.
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IM Settings

Cloud IM Service M Server

Enable Cloud IM:

Local Proxy:

=

Cloud IM Server Address:

* Department Name:

Figure 218: Bind UCM Device on Web Ul
® The bound UCM device also needs the UCMRC plan which contains the Cloud IM service.

® Forthe Cloud IM service in the UCMRC plan free trial, when the free trial expires, the user cannot use
the Cloud IM service on the GDMS platform, and if the user wants to use the UCM device data in the
Cloud IM service in the UCMRC plan free trial, the user needs to transfer the data to the newly
purchased Cloud IM service.

View UCM Cloud IM Plan Service ID and Key
In the “My Plans” interface, the user can view the details of the UCMRC plan corresponding to the Cloud

IM service, the user can click the icon @ to view the service domain name, service ID, and Key of this

plan.
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MyPlans > Plan Details

Cloud IM
Service Domain: im1.gdms.cloud Service ID: 100070
Plan Storage: 11MB (0B Used — 0%) Service Key- 87ded199300c4e909908b7f4db7c7c98
order ID Plan Type Subscription Time Expiration Time Options &
Enterprise
UCM RemoteConnec
Additional 100 Concurrent Remote Sessions
16311909435628432 R e Sessions Upgrade 09/09/2021 14/04/2025 15

Remott

Figure 219: View Service ID and Key

Note:

If the storage space of this plan is full, the user cannot send files and pictures.

Manage Bound UCM Device

&5
1. In the My Plan interface, find the UCM Cloud IM Service, and click the icon ¢ .

UCM RemoteConnect UCM6302 (00:0B:82:A4:6E:BF)

Er rise Qrganization: Defaul
- 26/08/2021 26/08/2022 Active [OJR="

wy
JCM Device: 1 &

Figure 220: Find UCM Cloud IM Plan

2. View the UCM devices which are bound to the UCM Cloud IM plan. It allows users to add/delete devices.

Please see the screenshot below:

Bind UCM Device
A CloudIM account supports binding multiple cross-region UCM devices, and can also be bound on the UCM device management platform.
2021/03/26
O Us-UcM 99 [m]
Enter the department, MAC address of the device and dial prefix
CN-UCM C0:74:AD:06:9B:7D 88 [}
© Add Device
Figure 221: View Bound UCM Devices
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Department Name Enter the name of the department using this UCM device so that the contact details

in the Wave application can be viewed.

UCM MAC Address Enter the MAC address of the UCM that uses the UCM Cloud IM plan. It only
supports the UCM devices which have been associated with the GDMS platform.

Note:

® Forthe UCM devices which have not been associated with the GDMS platform,
the user can only log in to the UCM management platform to configure the

Cloud IM services.

® The bound UCM device also needs the UCMRC plan which contains the Cloud

IM service.

Dial Prefix The dial prefix required to dial this UCM device must be the same as the trunk dial
prefix configured in the UCM. Please refer to the UCM Administration Guide for

more details.

For example, there are UCM A, UCM B, and UCM C. If the configured prefix of
UCM B and C to dial A is 99 (configured trunk), then when the user adds UCM A,

the user needs to configure the dial prefix to 99.

Note:

If the user adds/deletes/edits department names, the status will show as the icon (J until the UCM is

online and synchronized, and then the updates will be applied.

Edit Enterprise Name

1. Inthe My Plan interface, find the UCM Cloud IM Service, and click the icon &

UCM RemoteConnect UCM6302 (00:0B:82:A4:6E.BF)

- 26/08/2021 26/08/2022 [OJ=]

&

Figure 222: Find UCM Cloud IM Plan

2. The user can modify the name of the enterprise, and the new name will be applied immediately.

GDMS User Guide Page | 232

e Version 1.0.10.23



GRANDSTREAM

CONNECTING THE WORLD

Edit Cloud IM

coud v (@D

Region US Region

* Company Name for the Plan Grandstream

* Cloud IM maximum storage space (MB)

Cancel

Figure 223: Edit Company

Note:

Currently, the company name is only used to remark the UCM Cloud IM plan, and it will not be displayed

elsewhere.

Cloud IM Maximum Storage Space

1. Inthe “My Plans” interface, find the UCM Cloud IM Service, and click the icon &

UCM RemoteConnect UCM6302 (00:0B:82-:A4:6E:BF)

Enterprise Organization: Default
. g 26/08/2021 26/08/2022 Active [OBR=]
Cloud IM Service Yy -

UCM Device: 1 &

Figure 224: Find UCM Cloud IM Plan

2. The user can modify the maximum storage space of the Cloud IM service. The configured Cloud IM
service usage storage space must be smaller than the currently available storage space and larger than

the currently used storage space.
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Edit Cloud IM

cloud M @D

Region US Region

* Company Name for the Plan Grandstream

* Cloud IM maximum storage space (MB) 2048

Figure 225: Cloud IM Maximum Storage Space
Note:
® The user needs to allocate some space from the cloud storage space for the Cloud IM service usage.

® |[fthere is no more available cloud storage space, the user can contact the device distributor to upgrade
the UCM RemoteConnect plan to a higher-level plan or purchase an add-on storage space plan to

obtain more cloud storage space.

Synchronize UCM Data in Cloud IM Service Free Trial

For the Cloud IM service in the UCMRC plan free trial, when the free trial expires, the user cannot use the
Cloud IM service on the GDMS platform, and if the user wants to use the UCM device data in the Cloud IM
service in the UCMRC plan free trial, the user needs to transfer the data to the newly purchased Cloud IM

service.
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¢ coDmMs Q world v © orderHisory P BRARIH

My Plans

4 O R &
AD
02210411 0w
AD:
4  Expire So0n ©ow
AD6 .
a1 QW
M Rer
022/04/1 Ow &
P AD
02240441 0w
R AD:1
4415, (OJA=]
022/0411 OEHSs

Figure 226: Cloud IM Service Free Trial

@ Order History

1. The user can click the button to access the “My Plans” interface, select the

e
previous Cloud IM service on the list of the plans, click the button " and select the newly

purchased Cloud IM service so that the UCM device data in the previous Cloud IM service will be

transferred to the newly purchased Cloud IM service.
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Sync UCM Data

Device information from a UCM Cloud IM plan can be transferred over to other Cloud IM plans

Plan Cloud IM Owner Expiration Time

UCM RemoteConnect
2022/05/01

Enterprise

UCM RemoteConnect
leyang 2023/04/01

Enterprise

UCM RemoteConnect

2023/03/29

UCM RemoteConnect
jlwangtest0212 2022/06/03

Enterprise

UCM RemoteConnect

Enterprise

C0:74:AD:06:DE:21 2022/05/11

UCM RemoteConnect

: jlwang2333 2023/04/13
nterprise

UCM RemoteConnect

Enterprise

mhong-test 2023/03/28

UCM RemoteConnect
— 2023/04/21

Figure 227: Sync UCM Data

2. The user needs to select the main plan which contains the Cloud IM service, click the button m
to access the Cloud IM service editing interface, and the user can customize the enterprise name, and

allocate the maximum storage space for the Cloud IM service.
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Sync UCM Data

After saving, the data from the old Cloud IM plan will be synced to the current plan, and the current plan’s existing Cloud IM data will be overwritten.

Cloud IM
Region
* Company Name for the Plan Grandstream

* Cloud IM maximum storage space (MB) 1024

Figure 228: Sync UCM Data - Edit Cloud IM

3. Atter clicking the “Save” button, the UCM device data in the previous Cloud IM service will be transferred

to the newly purchased Cloud IM service of the UCMRC plan.

Note:

® |f the newly purchased Cloud IM service has been enabled and there are some existing data in
the service, after transferring the UCM data to the Cloud IM service, the data in the newly
purchased Cloud IM service will be cleared.

® [f the previous Cloud IM service has expired over 1 month, the synchronized UCM data will not

contain the chat history and files, and it will only synchronize the UCM device information.

Purchase Service

If the user wants to purchase a UCM RemoteConnect plan, the user needs to contact the device distributor
to learn more details about the plan and purchase the plan. The GDMS platform does not provide the
purchasing service online.

Note:

If the user cannot contact the device distributor, the user can access the “UCM Devices” list -> Plans or

@ Order History
click the “Order History” button to view the “My Plans” list and click the button " *

to access purchasing interface. Then, the user can click the “Help” button so that the GDMS platform will
inform the device distributor to contact the user as soon as possible.
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To purchase a plan, please contact your equipment agent. If

you are unable to do so, click on "Help®, and we will notify
the agent and contact you later.

Figure 229: Purchase Service

View My Plans

Click on the Order History to access the My Plans interface. This page displays all purchased plans by

the current enterprise.

@ GDMSs Q world v € OrderHistory 4 riyao -
My Plans
All Status
Plan Owner Subscription Time Expiration Time Status options
UCM RemoteConnect UCM6308 (C0:-74:AD-0A-BE 9€)
150472022 15/04/2023 O W &
VM Remotetonnect UCMB202 (CO:T4:AD:34:3473)
. 1570472022 15042023 [olR=}
UCM RemateCannect
UCME202 (CO.74:AD34:3A.77)
. 130412022 130412023 . oW
UCM RemoteConnect UCMB308 (00.08:82 A4 6E 83)
: . N 13/04/2022 13/07/2022 Trial o w
UCM RemoteConnedt UCM6308 (C0:74:AD:3C:C1:22)
emateCannec: ‘ 0200472022 041072021 v O w &L
LM Remotecennect UCM6308A (£0:74:AD-50:FB:82) - B N [ol=1

UCM RemoteConnect
UCME308 (CD:74:AD-DA-BE 8E)

2310372022 230032024 [oR=E3E @

UCM RemoteConnect
UCME304 (C0:74:AD:24:4B:5C)

English - {GMT=08:00) Beijing, Cn

Figure 230: View My Plans
View all plans on the Plans menu:

e Active
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e Expired
e Expire Soon (Less than 15 days from expiration date)
e Intrial (The plan is a free trial plan)

Note:

If the user can see an icon 0 , it means the Add-on Plan will expire soon.

UCM Remote Work

UCM6202 (C0:74:AD:06:9B:7E)

2020/06/28 2020/07/28 Active O ¢ s

Figure 231: UCM Cloud Storage Add-on Plan Expiration

1. If the user can see the icon , it indicates that the plan will expire soon. Please renew or

upgrade the plan as soon as possible.

View Plan Details

On the My Plans interface, select a specific plan and click on the button ® to view all order history of

this device.

e Users could check the order ID, Plan, Transaction Type (upgrade/renew/purchase), Subscription

Time, and Expiration Time.

e The user can view all the additional plans under the current plan, as well as the record of orders of

the additional plans.

e The plan details contain the main plan and the add-on plan.
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MyPlans = Plan Details

Order ID Plan Type Subscription Time Expiration Time Options &

Plus

1995023 subscribe 15/04/2022 15/04/2023 15}
50GB Cloud Storage

Pro

Cloud IM Service .
1994628 subscribe 15/04/2022 13104/2023 =

50GB Cloud Storage

Plus

1991222 subscribe 13/04/2022 13/04/2023 15}
50GB Cloud Storage

Basic

1991221 subscribe 13/04/2022 13/04/2023 [}
Admin-Only

Total 4 n 10/page

Figure 232: View Plan Details

Download Invoice

Users can download the invoices for all orders. If the purchasing behavior passes the verification, the user

could download the invoice.

1. View all plans on the My Plans menu.

2. Select a specific plan, and click the icon ® to view all order history of the plan.

Order ID Plan Type subscription Time Expiration Time Options @
Plus

1995023 Subscribe 15/04/2022 15/04/2023 |53
50GB Cloud Storage
Pro

Cloud IM Service -
19945628 Subscribe 15/04/2022 13/04/2023 ﬁ

50GB Cloud Storage

Figure 233: Download Invoice

3. Click ﬁ the button to download the invoice in PDF format.

Note:

e |f the user purchases the plan from the distributor, please contact the distributor to get the invoice.
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Renew Plan

If the user wants to renew the current UCM Remote Connect plan, the user needs to contact the device
distributor to learn more details about the plan and renew the plan.

Note:

If the user cannot contact the device distributor, the user can access the “My Plans” interface, select the

UCM device which the user wants to renew the plan for, and click the button ** to access the

purchasing page.

After clicking the “Help” button, the GDMS platform will inform the device distributor to contact the user as

soon as possible.

To purchase a plan, please contact your equipment agent. If

you are unable to do so, click on "Help®, and we will notify
the agent and contact you later.

Figure 234: Renew Plan

Upgrade Plan

If the user wants to upgrade the current UCM Remote Connect plan, the user needs to contact the device

distributor to learn more details about the plan and upgrade the plan.

Note:

If the user cannot contact the device distributor, the user can access the “My Plans” interface, select the

UCM device which the user wants to upgrade the plan for, and click the button ** to access the

purchasing page.

After clicking the “Help” button, the GDMS platform will inform the device distributor to contact the user as
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soon as possible.

To purchase a plan, please contact your equipment agent. If
you are unable to do so, click on "Help®, and we will notify

the agent and contact you later.

Figure 235: Upgrade Plan

Plan Expiration Notice

If the plan in the account will be expired after 15 days or already expired, the user will receive a notification

through registered email.

An example of a plan expired email notification:
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The following UCM RemoteConnect plan has expired. Corresponding services are no longer available

Plar Expiration Date

Extra 50GB Cloud

Storage

2022/05/24

You can log in hit

the plan

Owner Directions

C0:74:AD:12:03:35
UCM6202 Exceeding storage space:0GB

lan to view the plan details and contact the device channel partner to renew

About Us Contact Us

Figure 236: Plan Expiration Notice

Note:

e Once the plan expires, the files that exceed the maximum storage space will be deleted after 7

days. Please download the files as soon as possible or renew them in advance.

e Once the plan expires, if the user configures a custom access server address for the UCM device,

the custom access server address will be deleted after 7 days.

e |f the previous Cloud IM service has expired over 1 month, the synchronized UCM data will not

contain the chat history and files, and it will only synchronize the UCM device information. If the

user renews the UCMRC plan which contains the Cloud IM service within 1 month, the chat history

and files will be preserved.
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MULTI-FACTOR AUTHENTICATION

GDMS Multi-Factor Authentication (MFA) is the simple and best security practice method that adds extra
protection to account username and password. When MFA is enabled, the user will be required to enter the
login username and password (the first security method) and an authentication code (the second security
method) from the MFA device when they log on to the GDMS platform. These multiple methods will improve

the security of the settings and resources of your GDMS account.

Users can purchase supported physical devices or virtual MFA devices to enable MFA for GDMS accounts.
* Virtual MFA Device

Virtual MFA Device is an application that runs and simulates physical devices on mobile phones or other
devices. The virtual MFA device will generate a six-digit code based on a one-time time-synchronized

cryptographic algorithm.

When logging into the GDMS platform, the user must type in a valid code from the specific device. Each
virtual MFA device assigned to the user must be unique. The user cannot type in the code with another
user's virtual MFA device code for authentication. Since the virtual MFA device may be executed on an

unsafe mobile device, it may not provide the same level of security as a physical MFA device.
* Physical MFA Device

Aphysical MFA Device is a device that can generate a six-digit code based on a one-time time-synchronized

cryptographic algorithm.

When logging into the GDMS platform, the user must type in a valid code from the specific device. Each
physical MFA device assigned to the user must be unique. The user cannot type in the code with another

user's physical MFA device code for authentication.
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Table 46: MFA Device Standards

Virtual MFA Device Physical MFA Device

MFA Device

Refer to table 2

Free

Physical Device

Use your smartphone/tablet/PC
Standard which can execute applications that
support open TOTP standards to

install a virtual MFA device

Support multiple tokens on a single

device

Download Virtual MFA Application

Purchase physical MFA device
Price by supplier

The physical device supports open
TOTP standards. It is recommended to
use the devices from the Microcosm

manufacturer.

The financial service institutions and IT
enterprises use the same model of the

device.

Install the virtual MFA application for your smartphone/tablet/PC from your device’s app store. The following

table lists some applications that are suitable for multiple kinds of smartphones.

Table 47: Suitable Applications

Android

Google Authenticator; Authy 2-Factor Authentication

iPhone Google Authenticator; Authy

Windows Phone Authenticator

Enable MFA Device

To enhance security, it is recommended that users can configure Multi-Factor Authentication (MFA) to help

protect GDMS resources. Users can enable MFA for GDMS accounts.

V-
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Enable Virtual MFA Device

Prerequisite: Users need to install a virtual MFA application on the smartphone/tablet/PC before enabling
a virtual MFA device.

1. Log in to the GDMS platform with your account number, click on the name at the upper right corner,

and access the personal information page:

Personal Information

© Basic Info
Display Name Grandstream Modify
Email jhwang®@grandstream.cn Modify

Username yxxu
Password Fhkkkdkdkddkid Modify
Company yxxu company Modify
Enterprise type Enterprise user
Country/Region China(s=E) Modify

Timezone (GMT+08:00) Beijing, Chongging, Hong Kong SAR, Urumaqi Modify

© Multi-Factor Safety
Authentication

Multi-Factor Safety Authentication Disabled Enable

< Role Info

Role admin

Figure 237: Access Personal Information Page

2. Click to enable the “Multi-Factor Safety Authentication” option and select to use “Virtual MFA Device”

on the pop-up window, then click the “Next” option to continue.

3. Then, it will generate and display the configuration information of the virtual MFA device, including QR
code graphics. This figure represents the configuration of the virtual MFA device as a secret key, users
can scan the QR code to finish setting the virtual MFA device. Users can also input the secret key
manually into the smartphone/tablet/PC to finish setting virtual MFA devices if your

smartphone/tablet/PC does not support scanning QR codes.
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o Install the application in your phone or computer.

View Compatible Applications List

9 Scan the QR code with your software token application.

You may also enter the secret key Show Secret Key
9 Enter the 2 MFA codes shown on the application.

Code 1

*Code 2

Can[el prev “

Figure 238: Scan QR Code
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4. Open the virtual MFA application in your smartphone/tablet/PC, ensure that the application in your

smartphone/tablet/PC supports scanning QR codes, and then perform one of the following actions

below:

a. |If the MFA application in the smartphone/tablet/PC supports scanning QR codes, the user can

use the application to scan QR codes to finish setting the virtual MFA device. For example, the

user can select the camera icon or scanning QR code option to use the device's camera to scan

the QR code.

b. If the smartphone/tablet/PC does not support scanning QR codes, the user can click on the

“Show secret key” option and input the private secret key manually in the MFA application.

Note: If a virtual MFA application supports multiple virtual MFA devices or accounts, the user can select

the appropriate options to create new virtual MFA devices or accounts.

5. When the operations above are completed, users can use the virtual MFA device to generate one-

time passwords.

In the MFA secret code box Code 1, the user enters the one-time password which is displayed in the

virtual MFA device currently. Then, wait for 30 seconds so that the virtual MFA device will generate a

new one-time password, the user enters the second one-time password in the MFA secret code box

Code 2.

V- S
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Google Authenticator

712 555

J@grandstream.cn d

123 611

123 d

Figure 239: Input MFA Secret Code

6. Click on the “Start Verification” option to start verifying the password. When the verification is passed,
the GDMS account and the virtual MFA device have been bound successfully. When the user tries to

log in to the GDMS platform, the user must input the MFA device code.

Notes:

o When the secret code is generated, the user needs to use the secret code to proceed verification
process immediately. If the user does not submit the secret code and waits for a too long time,
the one-time secret code (TOTP) may be expired. Then, the user may need to start the

verification process again from the beginning.

e The user can only bind the virtual MFA device to a single account.
Enable Physical MFA Device

Prerequisite: The user needs to purchase the physical MFA device before using this verification function.

1. Log in to the GDMS platform with your account number, click on the name at the upper right corner,

and access the personal information page.

2. Click to enable the “Multi-Factor Safety Authentication” option and select to use “Physical MFA

Device” on the pop-up window, then click the “Next” option to continue.

3. Enter the interface below to bind the physical MFA device with the GDMS account:
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Security Token Authentication X

o Enter the secret key received from the enterprise How to
obtain

e Press the button on the device and enter the 6-digit code.

e Wait 30 seconds and press the button to enter the 6-digit code.

For more information about MFA devices, please see User Guide

Figure 240: Hardware MFA Device Authentication

4. Input the secret key of the device. Please contact the manufacturer for the secret key.

Note:

The key format is required to be “DEFAULT HEX SEEDS” (seeds.txt), or “BASED32 SEEDS”.

Examples:

HEX SEED: B12345CCE6DA79B23456FE025E425D286A116826A63C84ACCFE21C8FES53FDB22
BASE32 SEED: WNKYUTRG3KE3FFTZ7UIO4QS5FBVBC2HJKY6IJLCP4QOH7ZJ12YUl====

5. In the MFA secret code box Code1, the user enters the six-digit one-time password which is displayed
on the physical MFA device currently. The user needs to press the button on the front of the physical
MFA device to display the secret code. Then, wait for 30 seconds and press the display button on the
front of the physical MFA device again, so that the MFA device will generate the second six-digit one-
time password. The user needs to enter the second one-time password in the MFA secret code box
Code 2.

OT c200
Vo W

Figure 241: Physical MFA Device
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6. Click on the “Start Verification” option to start verifying the password. When the verification is passed,
the GDMS account and the physical MFA device have been bound successfully. When the user tries to

log in to the GDMS platform, the user must input the MFA device code.
Notes:

¢ When the secret code is generated, the user needs to use the secret code to proceed verification
process immediately. If the user does not submit the secret code and waits for a too long time,
the one-time secret code (TOTP) may be expired. Then, the user may need to start the

verification process again from the beginning.

e The user can only bind the physical MFA device to a single account.

Remove MFA Device

If the user does not need to proceed with MFA verification, the user can remove the MFA device and restore

the normal login authentication method.

1. Log in to the GDMS platform with your account number, click on the name at the upper right corner,

and access the personal information page.

2. Click the “Remove” button to remove the MFA Authentication function for the current GDMS account.

Lost MFA Device/Invalid MFA Device

If your MFA device is lost or does not work properly, you can remove the MFA device first and then re-

enable the new MFA device.

Method 1: If your GDMS account is a sub-account, you can contact the main GDMS account to remove
your multi-factor authentication from the User management page. After removal, you can log in to the

GDMS platform with the password, and then re-enable the new MFA device.

Method 2: If your GDMS account is the main GDMS account and you cannot log in to the GDMS platform,
you can contact our Technical Support, provide your relevant information to our Technical Support, and they
will help you remove the multi-factor authentication (Our Technical Support will send the removal email to

the user and the user needs to input account password and check removal).
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API DEVELOPER

GDMS platform opens APl interfaces for public users. Users can apply for APl Developer to use the services.

Users can click to view the details about API interfaces.

API document access address: https://doc.grandstream.dev/GDMS-API/

1. Click on “API Developer” on the menu on the left side and click to apply for APl Developer.

& spmMs 82 Grandstream v

APl Developer

Enterprises can enable API Developer Mode to invoke various GDMS features via API in third-party applications. API interfaces include but are not limited to: querying device lists, assigning account numbers to devices, configuring
devices, viewing device status and details, creating/deleting/updating accounts and SIP servers, etc. View derails

Enable API Developer Mode

ac System

API Developer

[ERC RS English -~ (GMT-08:00) Beijing, Ch

Figure 242: API Developer

2. Click on “Apply for APl Developer”, the GDMS platform will assign the API Client ID and secret key to
the GDMS account, and the GDMS account can use the API Client ID and secret key to invoke the API

interfaces.

API Developer

Enterprises can enable API Developer Mode to invoke various GDMS features via APl in third-party applications. APl interfaces include but are not limited to: querying device lists, assigning account numbers to devices, configuring
devices, viewing device status and details, creating/deleting/updating accounts and SIP servers, etc. View more details

© API Developer Info
APIID 100017

Secret Key hbFhDF8GYUSN8RMPku4PLAX4AMM2CUAS

Disable APl Developer Mode

Figure 243: Apply for APl Developer
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3. If the user wants to disable the API Developer feature, the user can click on “Disable APl Developer” to

stop invoking the API interfaces.

Notes:

1. Call API Address:

The API Address is https://{gdms_domain}/oapi/xxx
* If your GDMS account is in the US region, the {gdms_domain} can be filled with www.gdms.cloud
* If your GDMS account is in the EU region, the {gdms_domain} can be filled with eu.gdms.cloud

2. When the API Developer is disabled, the previous API secret key will be invalid, the user cannot invoke
the GDMS interfaces. If the user tries to re-apply for the API Developer feature, the system will assign

another secret key to the GDMS account.
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ABOUT GDMS

Users can view GDMS system information, supported device models, and firmware requirements for device

models by clicking on System Management - About GDMS.

About GDMS

© System Version

© Server information

o Supported Models and Firmware

PR ] tngish - (GMT) Coordinated Univ

Figure 244: About GDMS

Note: The GDMS platform supports the following languages :

- English, Chinese, Spanish, Latin Spanish, French, Greek, and Arabic.
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EXPERIENCING GDMS.CLOUD SYSTEM

Please visit our product website at https://www.grandstream.com for the latest release, features instructions,

FAQs, latest documentation, and latest product information.

We encourage you to browse our product-related documentation, FAQs, and User and Developer Forum

for answers to your general questions. If you have purchased our products through a Grandstream Certified
Partner or Reseller, please contact them directly for immediate support.

Our technical support staff is trained and ready to answer all your questions. Contact a technical support

member or submit a trouble ticket online to receive in-depth support.

Thank you again for using the Grandstream GDMS system, it will be sure to bring convenience to both

your business and personal life.
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